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Objetivos de la charla i

Promet Explicar conceptos basicos sobre dispositivos industriales

Recycle Bin Explorar cosas curiosas de cada PLC

Profundizar en ataques poco comunes

Ver si es posible desarrollar cosas extra
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W5-005
Prarnpt
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Opcién de jugar "sin riesgo”

Me gusta romper cosas

Saqué ideas de un viejo cuaderno que me encontré por casa
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Ejecutan légica de control en tiempo real

W5-005
Prarnpt

\"? Lenguajes de programacion: Ladder, FBD, ST, etc.

Recycle Bin

Muy robusto: resistente a calor, polvo, interferencias
Modular: se expande con tarjetas I/0, comunicacion, etc.

Software de ingenieria propietario (TIA Portal, TwinCAT...)
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- Ejecutan légica de control en tiempo real

- Lenguajes IEC 61131-3: Ladder, FBD, ST, etc.

« Muy robusto: resistente a calor, polvo, interfe

« Modular: se expande con tarjetas I/0, comuni

- Software de ingenieria propietario (TIA Portal

J

F2 untitled - Paint
Eile Edit Yiew

Image QOptions Help

14.LSIS

13. Panasonic
12. Phoenix Contact
11. B&R Automation
10. Hitachi
9. Bosch Rexroth
8. ABE
7. Keyence

8. GE

5. Omron

4. Schneider
Elactric

15, Eaton 16. Delta Electronics

17. Fuji Electric

18. Others

1. Siemens

B\

2. Rockwell Automation

3. Mitsubishi Electric

Fuente: Lo primero que me ha salido en google =
| PI £

7

| 5tart| IGOR PALLIN TOQUERO

EUSKALHACK SECURITY CONGRESS VIII

J- 10



)

ERrS y -
f"vmmi\“ S/
~— 7

File Edit 5Search Help

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

PLC

- Ejecutan légica de control en tiempo real

- Lenguajes IEC 61131-3: Ladder, FBD, ST, etc.

« Muy robusto: resistente a calor, polvo, interfe

« Modular: se expande con tarjetas I/0, comuni

- Software de ingenieria propietario (TIA Portal

J

F2 untitled - Paint
Eile Edit Yiew

Image QOptions Help

14.LSIS

13. Panasonic

12. Phoenix Contact

11. B&R Automation

10. Hitachi

9. Bosch Rexroth

8. ABE
7. Keyence

6. GE

4. Schneider
Electric

15, Eaton 16. Delta Electronics

17. Fuji Electric

-

2. Rockwell Automation

3. Mitsubishi Electric

Fuente: Lo primero que me ha salido en google =
| PI £

7

| 5tart| IGOR PALLIN TOQUERO

EUSKALHACK SECURITY CONGRESS VIII

JE 11



)

ERrS y -
.."fvnmi\“ S/
~— 7

Eile

Edit Search Help

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

Por qué estas marcas?

J

F=r untitled - Paint
File Edt View Image Options Help

14.LSIS 15, Eaton 16. Delta Electronics
13. Panasonic 17. Fuji Electric
12. Phoenix Contact 18. Others

11. B&R Automation

10. Hitachi
9. Bosch Rexroth
8. ABB

7. Keyence —

6. GE

4. Schneider
Electric

2. Rockwell Automation

3. Mitsubishi Electric

Fuente: Lo primero que me ha salido en google =
‘ | v

| 7

i Start |

IGOR PALLIN TOQUERO

EUSKALHACK SECURITY CONGRESS VIII $ 12



)

ERrS y -
f"vmmb“ S/
~— 7

Eile

Edit Search Help

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

Por qué estas marcas?

J

- Son los que tenia a mano

« No voy a comprar un PLC, estan muy caros
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Arquitectura estandar (x86/x64)

W5-005
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\"? Ejecuta Windows, Linux, BSD...
Recycle Bin
Puede correr HMI, SCADA, IA, bases de datos

Hardware robusto, pero menos especializado

Software mas libre: C++, Python, sistemas abiertos
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Windows / Linux / BSD
Tiempo real Si Depende del OS
Programacién Ladder, FBD, S SCADA, Python, C++, etc.

Flexibilidad Baja (entorno cerrado) Alta (entorno abierto)

Virtualizable Dificil Facil
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CX2040 | Basic CPU module (service phase)

The (%2040 has a 2.1 GHz Intel® Core™ i7 quad-core CPU. Due to its high power the CPU is equipped with a fan with ball bearings and
speed monitoring. In addition to the CPU and chipset the CX2040 also contains the main memory with 4 GB RAM as standard. The
controller boots from the CFast flash memory card.

The basic configuration of the CX2040 includes a CFast memory card, two independent Gbit Ethernet interfaces, four USB 2.0
interfaces and a DVI-I interface.

The CPU has a 128 kB NOVRAM persistent data memory for situations where no UPS is used.

The unit can optionally be ordered with a fieldbus or serial interface. Other components from the CX2000 family can be connected via
the multi-pin terminals on either side. The operating system is Microsoft Windows Embedded Compact 7 or Windows 10 IoT
Enterprise 2016 LTSB. TwinCAT automation software transforms a CX2040 system into a powerful a ndmetion control system that
can be operated with or without visualization. Due to its high-performance the CX2040 can be used for interpolating 3-D path
movements with TwinCAT NC 1.

Up to four modules can be connected to the basic CPU module. The connection order is irrelevant. Internally the modules are
connected via PCI Express® and can be connected subsequently to the CPU in the field.

The power supply for the CPU module comes from a CX2100-0014 or CX2100-0914 power supply module, which is connected on the

right-hand side of the CPU. Two further CFast memory card modules (CX2550-0010) can be connected between the power supply unit @ @
and the CPU, so that a total of up to three CFast cards can be used. RAID can be used in situations where more than one CFast card is

used.

The extended operating temperature range between -25 and +60°C enables application in climatically demanding situations.

Bl Product status: service phase | recommended alternative: CX2043
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Comparison Producto Product category Numberof (i) CPUtype (i) TwinCAT3 TwinCAT 2 (i)  Operating system (D
cores platform level support
= P | 3= P O T P o T P O T P w  I= P #

Win 10 IoT Enterprise 2019
LTSC (32 bit), Win 10 IoT
Enterprise 2019 LTSC (64 bit),

CX2043
Embedded PC with AMD Ryzen™ Embedded PC 4 AMD Ryzen™ P60 yes Win 10 IoT Enterprise 2021
V18078 LTSC (64 bit), Win 11 IoT

Enterprise 2024 LTSC (64 Bit),

TwinCAT/BSD
Win 10 IoT Enterprise 2016

Cx2042 LTSB (64 bit), Win 10 IoT
Embedded PC with Intel® Xeon® Embedded PC 4 Intel® Xeon® P70 no Enterprise 2019 LTSC (64 bit),
D-1527 Win 10 IoT Enterprise 2021

LTSC (64 bit), TwinCAT/BSD
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Percepcion
general de un PLC
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Protocolos para configuracion
+

TCP y derivados
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ntes de empezar (UPSTREAM)

.
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Profinet
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(DONWSTREAM) 1/0 electrénico
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He ordenado los descubrimientos de forma cronolégica

Analisis bastante superficiales
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Ficha técnica (S7-1200) SI E M E N S —

Arquitectura: ARM Cortex-M
MS-005
Prormpt

\"? - 0OS base: RTOS propietario de Siemens
Recycle Bin
Entorno de programacién: TIA portal

Interfaces: Ethernet, USB, SD

Comunicaciones: S7Comm, Profinet, MODBUS TCP, OPC UA
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The Race to Native Code Execution in Siemens PLCs
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[ 2021: kernel-level
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M5-005 execution,

Prompt remotely
s Hardware

o Hacking
ﬁ 2019/2020:
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2010: Hiding
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CAREER ABOUTUS  CONTACT EN v Q o I

Compliance & Regulations  Security Testing Processes & Organisation Incident Response Vulnerability Lab  Blog
an Eviden business

Home / Blog / Reverse Engineering Architecture And Pinout of Custom Asics

Reverse Engineering Architecture And Pinout of
Custom Asics

28.02.2019 hardware vulnerability
Learn about the process of initial reverse engineering the pinout of unknown ASICs by using moderate methods. The two

described ICs are good examples out of many industry-solutions and have been chosen to demonstrate how design decisions
from vendors are made. The exploited potential leak of the supply-chain can be leveraged by a hardware reverse engineer to

extract internal information about such systems.

| | | |E Internet zone
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tdy Computer

Address I https://support.industry.siemens.com/

> Inicio > Apoyo > Base de conocimientos (4 Products & Services | (7 Apoyo | B mySiePortal | 7 Carrito

Tipo de articulo: Notificacién del producto ID de articulo 109814248, Fecha del articulo: 03/12/2022
7Y VY (3)

> Evaluar

Ya disponible el firmware V4.6 para el $7-1200 Comparte esta pagina: =86 »

| Egr | o

Articulo  Relacionado con producto(s) .
mySupport Cockpit
Ya se encuentra disponible el firmware V4.6 para las CPUs del S7-1200 . i
Igor Pallin
El firmware V4.6 es capaz de proporcionar mas memoria para todas las CPUs debido a las personalizaciones del cédigo. Los médulos de CPU de la > Afiadir a los favoritos mySupport

generacion HW V4 (namero de referencia: BES721x-1xx40-0XB0) ya en uso pueden utilizar esta ampliacion a través de la actualizacion del firmware. > Afadir a la documentacién mySupport

Ademas, el servicio SNMP esta desactivado por defecto. > Favoritos
El firmware V4.6 es compatible con todo el hardware $7-1200 con |a versién de firmware V4.0 o superior. > Mis solicitudes

CPUs afedtad | de d > Descargas CAx
CPUs afectadas y enlaces « .
s gleciacas y emaces ce cescarod > Mis Productos / Portapapeles

Ultimos articulos vistos

Nuevo
tamafio
de Enlace a la descarga de la Enlaces relacionados
memorialversion de firmware
de > Herramienta de compatibilidad
trabajo > Registre su variador de SINAMICS
CPUs estandares > Visit our Converting Community

|E Internet zone

Producto Ndmero de referencia
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v ] FWUPDATE.S7S

6ES7 510-1DJ01-0AB0O V02.09.08.upd
6ES7 510-1DK03-0AB0 V04.00.00.upd
6ES7 510-15J01-0AB0 V02.09.08.upd
6ES7 510-15K03-0AB0 V04.00.00.upd
6ES7 511-1AK01-0AB0 V02.09.08.upd
6ES7 511-1AK02-0AB0 V02.09.08.upd
6ES7 511-1AL03-0AB0 V04.00.00.upd
6ES7 511-1CK00-0ABO V02.09.08.upd
6ES7 511-1CK01-0ABO V02.09.08.upd
GESY 511-1CLO3-0AB0 V04.00.00.upd
GESY 511-1FK01-0ABO V02.08.08.upd
GEST 511-1FK02-0AB0 V02.09.08.upd
GESY 511-1FLO3-0AB0 V04.00.00.upd
BESY 511-1TK01-0ABO V02.09.08.upd

ECCT 11 _ATI A2 _NADA WAA AR AN amA

Eat

Date Modified

15 Jun 2025 at 11:38
10 Apr 2025 at 12:26
25 Mov 2024 at 17:33
10 Apr 2025 at 12:26
25 Mov 2024 at 17:33
15 Apr 2025 at 12:25
15 Apr 2025 at 12:25
25 Mov 2024 at 17:33
15 Apr 2025 at 12:26
15 Apr 2025 at 12:26
25 Mov 2024 at 17:33
15 Apr 2025 at 12:25
15 Apr 2025 at 12:25
25 Nov 2024 at 17:33
15 Apr 2025 at 12:25

AR KMaas T A 17720

Size

25,8 MB
43,3 MB
25,8 MB
43,3 MB
26 MB
26 MB
47,2 MB
27,4 MB
27,4 MB
47,2 MB
26 MB
26 MB
47,2 MB
26 MB

AT 7 RAD

Kind

Folder

Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document

IGOR PALLIN TOQUERO

| Ay Computer
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

E. My Computer — |[O] %]

File Edt “ew Go Favontez Help |

- - @‘é@ ‘@‘%

At fEarsand Up Cut Copy Faste Undo Delete

| Address

Mame - Date Modified Size Kimd

MS-005

Prampt SRRV Windows Hetworking -- Folder

BEST & 25 8MEB Document
@ GEST § 43,3 MB Document
lecycle Bin BEST & Q Bloqueo 25,8 MB Document
GEST § 43,3 MB Document
BES7 & 26 MB Document
6ES7 5 - - 26 MB Document
GES7 5T1- - 00.00.up 2o Mov 2024 at 17233 47,2 MB Document
GES7 511-1CKO0-0AB0O V02.09.08.upd 15 Apr 2025 at 12:26 27,4 MB Document
GES7 511-1CK01-0AB0 V02.09.08.upd 15 Apr 2025 at 12:26 27,4 MB Document
6ESY 511-1CLO3-0AB0 V04.00.00.upd 25 Mov 2024 at 17:33 47,2 MB Document
6ESY 511-1FKO01-0AB0O V02.09.08.upd 15 Apr 2025 at 12:25 26 MB Document
6ESY 511-1FK02-0AB0 V02.09.08.upd 15 Apr 2025 at 12:25 26 MB Document
6ESY 511-1FLO3-0AB0 V04.00.00.upd 25 Mov 2024 at 17:33 47,2 MB Document
BESY 511-1TKO1-0ABD V02.09.08.upd 15 Apr 2025 at 12:25 26 MB Document

BCET E11_ATI A2 _AADA WAA AN AR comed AR KMaas T A 17720 AT 7 RAD

| Ay Computer
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

" @ [ @ | @ = I

B ack e Stop Refrezh Hormne: Search  Favontes:  Histony

.-'.“-.l:ll:lreggl https://es.rs-online.com/ j H Linkz

—

Tarjeta Micro SD Siemens, para usar con SIMATIC ......

s1 Precio Unidad*
MEbe 533,45€  64547€
'F;;'_r'_Er'" Codigo RS: 203-3542 | N° ref. fabric.: 6ES7953-8LM32-0AA0 | Fabricante: Siemens (exc. IVA) (inc.IVA)
ampgt

Unidad(es)

o Selecciona o escribe la cantidad
Y ., | ! +]

Recycle Bin

| Consultar fechas de entrega |

D Entrega GRATUITA para pedidos
superiores a 80,00 €

@ Disponible

+ Disponible(s) 3 unidad(es) para enviar
desde otro centro de distribucién

:Necesitas comprar mas? Introduce la
nueva cantidad y clica en "Consultar fechas

] de entrega"
Ver esta categoria

| |E Internet zone
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Proceso SIEM ENS —

Volcado de una tarjeta original (dd)
MS5-D0S
Prormpt

\"? . ldentificacion de secciones

Recycle Bin

Clonado de bloques
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File Edit Search Help

Entropia i

.WH F’

frﬂr!l1[ ﬂ"[l n
|' ' 'I:JUJJ'L’IJM’HW[ J'M

47
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File Edit Search Help

Entropia i

.WH F’

FL
I %

b ¥ [ J"‘L‘” J

48
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Medidas de seguridad SI EM EN S —

. Se sobreescribe el BIOS Parameter Block
MS-D0O5S
Prormpt

\"? -  Herramientas como binwalk no lo detectan bien

Recycle Bin

Address AE @1 @z @3 @4 05 06 OF @5 @9 oA OB o oD OE o AsCII

280 53 69 65 6D 65 6E 73 Original Siemens

E 7 2 3 2 Equipment, Use
only wikth Siemen
= ZIMATIC, Do no
E formak or part
1kion.

= | 5tart| IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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L/

File Edit Search Help

e e

Método de diff SIEMENS =

$7-1500 // TP-1200

\ipallin\ 500_sd.img 8 I CW \ipallin\Download men .img
1 Original Siemens Equipment. Use only with Siemens SIMATIC. Do not format or part

50
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Puertos de expansion SI EM EN S

2nam3ie

i g‘ SN W SEPE EN PRy os 00Sr-\2 Jﬂ/—\ﬁ/l(&»
Ly L R Y D T T R N Y - 0 P T M YIADA\IA SIST U
2 2t & T2 b = S 0@X0-08381 ST 1230
MS-D0S 120-240VAC . 24VDC T 24VDC INPUTS ek “ aros 0£ar02%-?2§
Prampt AmONS SHER-Th JAVAaS-28 YI99U
Ja\Ama JAVASx8 ig
3 i g \IAVOE YIAxd O

Recycle Bin | s 280

| fnuoM rsVisiot J02008
(n0.219..jbA o)

oribne fnafe?

ERLON

-p2-M3A-OM
00SrY2

va38 aarel) oy JY), |
03.TM0D M) © ==

. SV
)°03+ ,,.0°0S- :6T JET Q) 99
%03+ ..3°0S- 16T £T JI| S 3
b

= | Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII



L @)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caoticas

File Edit Search Help

Puerto izquierdo SI EM E N S —

I= untitled - Paint M[=] B3 I

File Edit View Image Options Help

Médulos de comunicacién y proceso

by
VA
A

Las senales se procesan en el médulo

Mandan senales directamente a la CPU

0|0|/]@ =IN|S
O|R|~|w|o=|o||L

=

Ellllllllllllll

(I (ool | (oo (o
[For Helo, chck Help Topics on the | L1 7 I

ull
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\@)‘ PLC LAN Party: Sistemas Obsoletos y Redes Cacticas

File Edit Search Help

Puerto izquierdo SI EM E N S —

FZ untitled - Paint =] 3

File Edit View Image Options Help

Médulos de comunicacién y proceso

Las senales se procesan en el médulo

Mandan senales directamente a la CPU

O||~|®|=|0|?

Tiene toda la pinta de ser PROFIBUS

PIRJO[F/[]

l'!Tllllllllllllll
CEEC R RS S

BlUJ[S

[For Helo, chck Help Topics on the | L1 7 I

ull
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\@)‘ PLC LAN Party: Sistemas Obsoletos y Redes Cacticas

File Edit Search Help

Puerto izquierdo SI EM E N S —

FZ untitled - Paint =] 3

File Edit View Image Options Help

Médulos de comunicacién y proceso

Las senales se procesan en el médulo

Mandan senales directamente a la CPU

O||~|®|=|0|?

Tiene toda la pinta de ser PROFIBUS

PIRJO[F/[]

UART integrado (segun docs)

l'!Tllllllllllllll
CEEC R RS S

BlUJ[S

[For Helo, chck Help Topics on the | L1 7 I

ull
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\. @)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

f”-vn,n m":" S/ :
—
File Edit Search Help
=
= R
Puerto izquierdo SI EM ENS S
: : FZ untitled - Paint Mi=]
il Fiot . =101 x] . File Edit View Image Options Help
Ele Edt Miew Image Options Help ¢ MOdUIO Tt 3 Logic 2 [Logic - Connected] [Session 0]
7 | (@ _
2l Las sen >
7 4] ;
i i Mandai
Nl e
(. s . AN
=lo Tiene t« —
o . o
2 - UARTIr
«| | »
g BB ECEECECENE e >
CTHCECENC T EEE s Chen
ke L - il
Far Help, click Help Topics on the | .
< | ﬂj_‘
A -
:# Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII & 55



\@)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caoticas

File Edit Search Help

Puerto izquierdo SI E M E N S -

E& untitled - Paint =101 x] File Edit View Image Options Help

E’lhf Edlt View Image Options Help - . MOdUIO /.":.":. — QL,,gi(Elmgic_cﬂn,medus,ﬁ,-mo]
7 | (@ Windows Networking EZ
2|Q : )
(7 A8 @ Requiere mas investigacion
oA .
NEFEL | 3D e
Sz L
olo!l8 . —TTETTIE W
{4
% . o
F - UARTIr
«| »

I (e .

s L - il
Far Help, click Help Topics on the | . ' _’—Ll—l
. | 2
] -

|
CECEn
e
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Puerto derecho SI EM E N S

FZ untitled - Paint
Modulos de senales Fie Edt View Image Options Help

W5-005
Prarnpt

\"? - Entradas/Salidas digitales y analégicas

Recycle Bin

laV\s10H JeM\Ice
|aVis10H 202\2038

ep2-M3A-0 5(]
00Sf\2 =A.

llllllllllll
% CrECECEE R

e kS B e e

00| /% =IN|Q |32
\om~>»mam
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Eile  Edit

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

Search  Help

| 4 unlillllc:c; - P:aint
File Edit View Image Options Help

=10] x]

Puerto central

. Moédulos de senales

e
oS

OO/ ¢ =I™N[S
O|Ga|~|@|o=|L|@|

]

<

1 1 5 A 1 I
i (o [

o

[For Help, click Hks Togics on the [L1

V)

=] Entradas/Salidas digitales y analégicas (menos)

| 5tart| IGOR PALLIN TOQUERO
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FZ untitled - Paint
File Edit View Image Options Help

2|3 AR

& “ p":vo_cJ UM—WBEWPUFS‘J”'
219 '

|7 B[S
re[AllNS 22 n

N2 |f

0|5

o|o

-

g ECECENENETEET NN
CEECECEEC R NS

|For Mk, clik Hiskp Tepics onithe | L3 Y
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Fun fact

Automation cell

SIMATIC 57
stations




SIEMENS

BECKHOFF

[ZJEHGENIX
CONTACT

OMRON

Bun...
L!:h:' Shut Do,

IGOR PALLIN TOQUERO

"Windows o5
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W5-005
Prarnpt

>

Recycle Bin

i Start |

Eile

Edit Search Help

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

Breaktrough

Protocolos POWERLINK y OPENsafety (Downstream) Ele Edt view image Options Help
Protocolo AR (Upstream)
Extraccion del firmware

Creacion de mdédulos cargables

Sistema X20 (Lateral)

J

F2 untitled - Paint

BsR =

e frt
4ol

NI
Lle®

>

OO/ |¢

-

IGOR PALLIN TOQUERO
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Ficha técnica B&R i'
|

Arquitectura: x86_64
MS5-D05
Prormpt

\"? - 0OS base: RTOS propietario de B&R
Recycle Bin
Entorno de programacién: B&R Automation Studio

Interfaces: Ethernet, USB, POWERLINK, Sistema X20

Comunicaciones: POWERLINK, OPENsafety, MODBUS TCP, AR
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

POWERLINK (Downstream) B&R —

M5-DOS Protocolo Ethernet determinista por B&R con ethertype dedicado

Prarnpt

t'? Basado en maestro-esclavo con ciclos temporizados

Recycle Bin

Transmite datos en dos fases: tiempo real y asincrona

Soporte para IP en fase asincrona (UDP)
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Capture  Anslyre  Raktisticc  Help

BEHx RO Qe DF T QRQQa EEDEBEXDT
My Computer No. - [Teme |scurce [oestinstion [Pretocat Jmdo
124.. 45.351128 B&RIndustria_20:e2.. B&RIndustria_0@:49.. POWERLINK 88 240-> 2 PReq [ 64] F:RD=1,EA=0 V:0.0
124.. 45.351128 B&RIndustria_20:e2.. B&RIndustria_0@:49.. POWERLINK 88 240-> 3 PReq [ 64] F:RD=1,EA=0 V:0.0
rdPad 124.. 45.351128 B&RIndustria_20:e2.. B&RIndustria_00:49.. POWERLINK 88 240-> 4 PReq [ 64] F:RD=1,EA=0 V:0.0
124.. 45.353144 B&RIndustria_20:e2.. B&RIndustria_1f:62.. openSAFETY/Powerlink 69 SPDO Data only — @x006, 0x007
124.. 45.353144 B&RIndustria_20:e2.. B&RIndustria_0@:49.. POWERLINK 88 240-> 2 PReq [ 64] F:RD=1,EA=0 V:0.0
k 124.. 45.353144 B&RIndustria_20:e2.. B&RIndustria_0@:49.. POWERLINK 88 240-> 3 PReq [ 64] F:RD=1,EA=0 V:0.0
124.. 45.353144 B&RIndustria_20:e2.. B&RIndustria_0@:49.. POWERLINK 88 240-> 4 PReq [ 64] F:RD=1,EA=0 V:0.0
124.. 45.354999 B&RIndustria_20:e2.. B&RIndustria_1f:62.. openSAFETY/Powerlink 69 SPDO Data only — @x006, 0x007
Frame 124351: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) on interface \ 000 @0 60 65 @0 49 @4 @@ 60 65 20 e2 f7 88 ab 03 @4 "e I " e -~ -
Ethernet II, Src: B&RIndustria_20:e2:f7 (@0:60:65:20:e2:f7), Dst: B&RIndustria_0@:49:0 0010 0 00 01 0@ 00 00 40 00 le 03 02 00 00 @0 00 @0 - - - @ oo
Ethernet POWERLINK 0020 @0 00 @1 68 9b 00 00 00 0@ 00 Q0 00 00 00 00 00 B | D
0030 00 00 00 00 00 00 00 00 1le 03 02 00 00 00 @@ @0 - oo
.000 0011 = MessageType: PollRequest (PReq) (3) 0040 @0 0@ 01 53 Sb 00 00 00 00 00 Q0 00 00 00 00 @O - S- - oo
Destination: 4 (@x@4) (Controlled Node) 0050 @0 00 00 00 00 @0 @@ @@ e
Source: 240 (@xf@) (Managing Node)
Flags: ©x@1, RD (Ready)
@... .... = FLS (First Link Status): False
+@.. .... = SLS (Second Link Status): False ,
PoOversions 9.9 No hay cifrado ni autenticacion
ize:
PDO - 2020:01 1 .
[Index: 2020] Susceptlble a.
[SubIndex: ©01]
Data (12 bytes) ¢ DOS
Data: 1e@302000000000000000168 ° °
fLength: 121 - Injection
PDO - 2020:02 .
PDO - 2021:01 . SpOOfl ng

PDO - 2021:02

IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

OPENsafety (Downstream) B&R —

« Encapsulado en UDP sobre POWERLINK (fase asincrona)
MS-DOS
Prormpt

\"? « Transmite datos criticos con redundancia

Recycle Bin

- Seguridad funcional SIL 3 Sty Probability of Risk Reduction

Level Failure on Demand Factor

--.._.—> 99,9%-99,99 % 0,01%-0,1% 10.000 -1.000

99%-99,9% 0,1%-1% 1.000-100

90%-99% 1%-10%
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2 (Untitied) - Ethereal

Fle Ed Yew Go Capturs Anshyze Ratisticc  Help

BDEOEd xRS VS DVFETRIQLALLDHEBEXTE

Dyeser: | =) | e )
No. - [reme |scurce |oestnstion [Pretocat Jedo
105.. 41.211181 B&RIndustria_2@:e2.. B&RIndustria_1f:62.. openSAFETY/Powerlink 69 SPDO Data only — 0x@006, 0x007
105.. 41.211181 B&RIndustria_20:e2.. B&RIndustria_00:49.. POWERLINK 88 240-> 2 PReq [ 64] F:RD=1,EA=0 V:0.0
105.. 41.211181 B&RIndustria_20:e2.. B&RIndustria_00:49.. POWERLINK 88 240-> 3 PReq [ 64] F:RD=1,EA=0 V:0.0
Frame 105560: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface \ 0000 @@ 60 65 1f 62 5f @0 6@ 65 20 e2 f7 88 ab €3 01 -"e-b_-"

Ethernet POWERLINK
openSAFETY, SPDO; Producer: @x006 (6)
[Byte Offset: @x0019]
[SCM UDID Auto Detect: @0:6@:65:01:a2:e5]
[SCM UDID Valid: Truel
SN send from: @x0006
[Safety Node: 0x0006]
[Safety Domain: @x0001]

[110. .... = Type: openSAFETY SPDO (@x6)]
Message: SPDO Data only (@xc@)
. @... = Send to: Consumer
.1.. = Connection Valid Bit: Set

SPDO Feature Flags: @x@@
Data (2 bytes)
Data: @30f
[Length: 2]
Length: 2
CRC for subframe #1: 0x008A
[Is Valid: True]
CRC Type: CRC8 (1)
CRC for subframe #2: 0x0077
[Is valid: Truel
openSAFETY, SPDO; Producer: @x007 (7)
[Byte Offset: @x0028]
[SCM UDID Auto Detect: @0:6@:65:01:a2:e5]
[SCM UDID Valid: Truel
SN send from: @x0007
[11@. .... = Type: openSAFETY SPDO (@x6)]
Length: 2
CRC for subframe #1: 0x0090
CRC for subframe #2: @x@0A5

[Consecutive Time: @x56F8 [22264] (Complete)]

Ethernet II, Src: B&RIndustria_20@:e2:f7 (00:60:65:20:e2:f7), Dst: B&RIndustria_1f:62:5 0010 f0 0@ @1 00 00 0@ 2d 00 00 06 c4 02 f8 @3 @f 8a -~~~ —

0020 @7 a4 33 01 a2 e6 Of 77 07 c4 02 f7 @0 0f 90 @6 - -3-- - -w

0030 a4 34 01 a2 e5 @f a5 00 00 00 00 00 00 00 00 00 threaree serenies

0040 00 00 @0 @@ 6@ e

Mejoras:
- Redundancia de datos
- Integridad (checksums)

Siguen igual de mal:
- Cifrado (ninguno)
- Autenticacion (nada)
- Resistencia a DoS

| Frame (69 bytes) | openSAFETY Frame (15 bytes) | openSAFETY Frame (15 bytes) |

Mset|  IGOR PALLIN TOQUERO

EUSKALHACK SECURITY CONGRESS VIII




PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Automation Runtime (Upstream) TCP:11169 BaR =
I

« Acceso en tiempo real a variables, memoria y config
S-D05
Prormpt

\"? * Permite descarga de médulos, actualizaciones y firmware

Recycle Bin

- Permite diagndstico, monitoreo y comandos remotos
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Automation Runtime (Upstream) TCP:11169 BaR =

Acceso en tiempo real a variables, memoria y config
S-D05
Prormpt

'ﬁ’ Permite descarga de médulos, actualizaciones y firmware

Recycle Bin

Permite diagndstico, monitoreo y comandos remotos

POR DEFECTO SE MANDA TODO EN TEXTO PLANO SIN CIFRADO NI

AUTENTICACION
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File Edit Search Help

Automation Runtime (Upstream) TCP:11169 BaR =
I

Comandos disponibles

MS-005 GetSymbO| DownloadObjeCt

Prarnpt

< GetSymbolTable UploadObject

Recycle Bin

ReadVar GetConfig
WriteVar SetConfig

ExecuteCommand InvokeFunction
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No me voy a poner a probar
cada uno de los pines

................................

................................

QIO /]| & |=IN|S [
OlG|~|w|o=|L2]|§ ]

T o T
Feid ] It »

llllllll

---------

L
X20CP1585
|
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MS5-D0S
Prarnpt

>

Recycle Bin

X20CP1585
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I untitled - Paint

MS5-D0S
Prarnpt

>

Recycle Bin

X20CP1585
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Fun Fact:
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S
s
N

CompactFlash’

Industrial

ulitra

mStart' IGOR PALLIN TOQUERO
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

E. My Computer — |[O] %]

File Edt “ew Go Favontez Help |

= N E‘i‘%@%‘@‘%

At fEarsand Up Cut Copy Faste Undo Delete

| Address

) v B3 Today at 01:21 Folder
s M arimg 23 May 2018 at 08:56 Unix Executable File
v 1 Brm 11 Apr 2025 at 20:52 Folder
@ @cfX20CP1585.br 23 May 2018 at 08:56 Brotli Archive
1 @sbX20CP1585.br 23 May 2018 at 08:56 Brotli Archive
v [ System 11 Apr 2025 at 21:05 Folder
> 7 ADDON Yesterday at 23:51 Folder
> 07 BASE 11 Apr 2025 at 21:05 Folder
> DKM 11 Apr 2025 at 21:05 Folder
> PKI Yesterday at 23:51 Folder
>
>
>
>

Recycle Bin

.. SDM 11 Apr 2025 at 21:05 Folder
o TFTP 11 Apr 2025 at 21:05 Folder

- TOC 11 Apr 2025 at 21:05 Folder
=7 WEBSERV 11 Apr 2025 at 21:05 Folder

| Ay Computer
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\@)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caoticas

=[0[x]
=l EY &3
[ewe o] DE@) B @fE A X >

%—-15.15s %#10x %10d %10s %10s %10s Helete
processor number _:J
inet on ethernet (e)

inet on backplane (b)

gateway inet (g)

ftp password (pw) (blank = use rsh)
target name (tn)

: startup script (s)

xv/ ftp password (pw)
@(#) Copyright 1986-1997 Epilogue Technology Corporation
@(#) Copyright 1997-1998 Integrated Systems, Inc
@(#) Copyright 2000-2005 Wind River Systems, Inc

ENTRY TID PRI STATUS SP ERRNO DELAY

%—-9.9s5 %8x %8x %8s %7d
ipallin@Igors-MacBook-Air B&R % strings arimg | awk 'length > 15'|

EJ Ay Computer

i#f) Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Descubrimientos principales B&R -
|

RTOS base: VxWorks 6.9 (Wind River Systems - 2011)

MS-005

F"f”"F"- Automation Runtime de B&R sobre el RTOS
o *
G 2L Médulos cargables (DKM) << - I .l

Drivers modulares: Powerlink, CAN, Modbus, Profibus

Hardware tree jerarquico con descriptores XML
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File Edit Search Help

Descubrimientos principales (Servicios) B&R -

FTP: Wind River FTP

W5-005
Prarnpt

>

SRR HTTP: servidor AsHttp con posible configuracién web

Telnet y shell VxWorks con login

SNMP v1/v2/v3 con tablas y usuarios

SMBY/CIFS: servidor de archivos con contraseina por defecto
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File Edit Search Help

sl
Desarrollo de médulos cargables B&R -
|

Crear el modulo en C/C++

W5-005
Prarnpt

>

Recycle Bin

Compilar .o compatible con el target B&R
Ubicar el modulo en C:/SYSTEM/DKM/
Editar el descriptor C: /SYSTEM/DKM/dkms . xml

Para la prueba creamos un TCP listener en el puerto 4096
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EllE Edlt Borland C++ - hello

File Edt Search ‘iew Project Script Tool Debug Options Window Help

wallwl @;l;l@;l 7

= B&R > € dkm_tcp_listener.c > ...

My Computer 38 void listenerTask(void) {

Desa rr‘ 46 serverAddr.sin_family = AF_INET;

47 serverAddr.sin_port = htons(PORT);

48 serverAddr.sin_addr.s_addr = INADDR_ANY;

49

50 if (bind(g_sock, (struct sockaddr¥)&serverAddr, sizeof(serverAddr)) < 0) return;

51

cr 52 while (1) {

53 int recvLen = recvfrom(g_sock, recvBuf, BUF_SIZE - 1, @, (struct sockaddrx)&clientAddr, &addrLen);

54 if (recvLen > @) {

55 recvBuf [recvLen] = '\0';

56 processCommand( recvBuf) ;

Cq
58

59

6@

DINT dkmInitialize(void) {
62 g_taskId = sysTaskCreate(g_taskName, 10, 4096, (UDINT)listenerTask);
UI 63 return (g_taskId != @) 7 @ : 1;
64
65
66 DINT dkmTerminate(void) {
67 if (g_sock > 0) close(g_sock);
68 sysTaskDelete(g_taskId);
69 return 0;
7@ }

B dkms.xml X

B&R > System > DKM > B dkms.xml
1 <?xml version="1.0" encoding="utf-8"7?>
2 <DKMS>
3 <DKM PATH="C:/SYSTEM/DKM/dkm_opcua_partialImage.o" INIT="opcualnit" SUCCESS="@"/>
4 <DKM PATH="C:/SYSTEM/DKM/dkm_dev_gdbserver_partialImage.o" INIT="dkm_dev_gdbserver_Init" SUCCESS="@" SUPPRESS_WARNING="1"/>
5 <DKM PATH="C:/SYSTEM/DKM/dkm_scm_partialImage.o" INIT="ScmScRegister" SUCCESS="@"/>
6 <DKM PATH="C:/SYSTEM/DKM/dkm_arUTFramework_partialImage.o" INIT="dkm_arUTFrameworkInit" SUCCESS="@" SUPPRESS_WARNING="1"/>
7 <DKM PATH="C:/SYSTEM/DKM/dkm_arUT_partialImage.o" INIT="dkm_arUT_Init" SUCCESS="@" SUPPRESS_WARNING="1"/>
8 <DKM PATH="C:/SYSTEM/DKM/dkm_gdbserver_x86_partialImage.o" INIT="dkmGdbserverX86Init" SUCCESS="@" SUPPRESS_WARNING="0"/>
9 <DKM PATH="C:/SYSTEM/DKM/dkm_rbac_partialImage.o" INIT="dkm_rbac_Init" SUCCESS="@" SUPPRESS_WARNING="0"/>
1@
11 <DKM PATH="C:/SYSTEM/DKM/dkm_tcp_listener.o" INIT="dkmInitialize" SUCCESS="@"/>
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File Edit Search Help

Médulos extra [ A B&R —
i T——

(Fisicos)

W5-005
Prarnpt

>

Recycle Bin
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File Edit Search Help

Médulos extra [ A B&R —
i T——

(Fisicos)

M5 -I::;E; )< 2 O

Prarnpt

>

Recycle Bin
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File Edit Search Help

Sistema X20 B&R i'

Direccidn Descripcion

+24V Alimentacion del médulo
GND — Tierra

MS5-D0S
e CLK CPU — modulo Sefial de reloj del sistema (sincronizacién)

>

Recycle Bin

DATA_OUT CPU — médulo Datos enviados por la CPU

DATA_IN modulo — CPU Datos enviados por el médulo

SYNC CPU — modulo Pulso de sincronizacién por ciclo

SLOT_ID modulo < CPU |dentificacién l6gica de slot

MOD_ID modulo — CPU Tipo de modulo y caracteristicas

RESET CPU — médulo Restablecer estado del modulo (si aplica)
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imu\b /
Fil= F Ait Caoarmh Hazln

I untitled - Paint (=]

File Edt View Image Options Help

SA|TT B e e e e i 'fa Bliitled - Paint
‘@ ‘ == ‘} Edit View |mage Options Help

|
e A la espera de desarrollar T
hardware especializado :g ::% i[.l
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Q101 /]| &|=IN|S|°
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SIEMENS
BsR s

EPHCENIX 3
CONTACT

OMRON

Bun...
L!:h:' Shut Do,
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Breaktrough BEGKHOFF i'

2 untitled - Paint
Protocolo ETHERCAT (Downstream) File Edit View Image Options Help

W5-005 toa
AL
Prormpt 4 cda (X2040

PWR
—

o - Creacion de esclavos | =
) [0
Recycle Bin o

Extraccion del firmware?

Virtualizacion de PLCs

K-Bus / E-Bus (Lateral)
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File Edit Search Help
Ficha técnica BEOKHOFF —

Arquitectura: x86_64

W5-005
Prarnpt

'ﬁ’ - OS base: Windows ce
Recycle Bin
Entorno de programacion: TwinCAT 2

Interfaces: Ethernet, USB, DVI, RS232/RS485, K-bus/E-bus

Comunicaciones: ADS, Modbus/TCP, OPC UA, EtherCAT, Profinet, CANopen
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File Edit Search Help

BECKHOFF =

« Utiliza capa 2 directamente (Ethertype 0x88A4)

MS5-D0S
Prarnpt

Vﬁ’ + Topologia en cadena o Anillo (La misma trama pasa por todos los
e e nodos secuencialmente)

Cada esclavo lee y escribe sus datos en tiempo real dentro de una
unica trama
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@ (Untitied) - Ethereal

Fle Edk Ywew Go Captwe Anshze Ravistcs  Help

B eldxRXE Qe DFETRAQaa @ DHEXDS
BDyewer: | =] B exprossn...| o | o acon |
Ihfig; [rme [source [ostnstion [Protocat  [erto

121 0.246657 Oracle_23:98:cf Broadcast 198 11 Cmds, SumLen 50, 'FPRD'...

dFad

Frame 121: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits)
Ethernet II, Src: Oracle_23:98:cf (00:14:4f:23:98:cf), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
EtherCAT frame header
«ee. 2000 1011 0110 = Length: 0x0b6
wese @uus wues ou.. = Reserved: Valid (0x0)
0001 aivi anwe ww = Type: EtherCAT command (0x1)
EtherCAT datagram(s): 11 Cmds, SumLen 50, 'FPRD'...
EtherCAT datagram: Cmd: 'FPRD' (4), Len: 10, Adp 0x1001, Ado 0x502, Cnt @
Header
Cmd : 4 (Configured address Physical Read)
Index: 0xf8
Slave Addr: 0x1001
Offset Addr: 0x0502
Length : 10 (@xa) - No Roundtrip - More Follows...
Interrupt: 0x0000
Working Cnt: @
EtherCAT datagram: Cmd: 'FPWR' (5), Len: 4, Adp 0x1004, Ado 0x502, Cnt @
EtherCAT datagram: Cmd: 'FPWR' (5), Len: 4, Adp 0x1000, Ado 0x502, Cnt @
EtherCAT datagram: Cmd: 'FPRD' (4), Len: 10, Adp 0x1003, Ado 0x502, Cnt @
EtherCAT datagram: Cmd: 'FPRD' (4), Len: 10, Adp 0x1002, Ado 0x502, Cnt @
EtherCAT datagram: Cmd: 'BRD' (7), Len: 2, Adp 0x@, Ado 0x130, Cnt @
EtherCAT datagram: Cmd: 'APRD' (1), Len: 2, Adp 0x0, Ado 0x130, Cnt @
EtherCAT datagram: Cmd: 'APRD' (1), Len: 2, Adp oxffff, Ado 0x130, Cnt @
EtherCAT datagram: Cmd: 'APRD' (1), Len: 2, Adp oxfffe, Ado 0x130, Cnt @
EtherCAT datagram: Cmd: 'APRD' (1), Len: 2, Adp oxfffd, Ado 0x130, Cnt @
EtherCAT datagram: Cmd: 'APRD' (1), Len: 2, Adp oxfffc, Ado 0x130, Cnt @

S
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File Edit Search Help

ik
Creacion de esclavos BEOKHOFF =

A efectos practicos un ataque de replay

W5-005
Prarnpt

\"? - Permiten generar un entorno simulado mas complejo

Recycle Bin

Meter valores anomalos de forma manual
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Caoticas

Borland C++ - hello
File Edit Seach “iew Project Scipt Tool Debug Options Window Help

ek 2o sixleial » [ 15 1]

o ethercat_fake_slave > src > @ main.rs > ...

by Computer 8  fn main() {

23 match rx.next() {

24 Ok(packet: &[u8]l) => {

25 let eth_packet: EthernetPacket<' > = EthernetPacket::new(packet).unwrap();
26 if eth_packet.get_ethertype().@ == ETHERCAT_TYPE {

27 println!("[+] EtherCAT packet captured from {}", eth_packet.get_source());
28

29 let payload: &[u8] = eth_packet.payload();

30 println!("Payload ({} bytes): {:x?}", payload.len(), payload);

31

32 let source_mac: MacAddr = eth_packet.get_destination();

33 let dest_mac: MacAddr = eth_packet.get_source();

34 let mut buffer: [u8; 1500] = [0u8; MAX_PACKET_SIZE];

35 let mut response: MutableEthernetPacket<' > = MutableEthernetPacket::new(packet: &mut buffer).unwrap();
36

37 resgonse.set_source(va\: source_mac) ;

38 response.set_destination(val: dest_mac);

39 response.set_ethertype(val: pnet::packet::ethernet::EtherType(ETHERCAT_TYPE));
40

41 let ethercat_data: [u8; 20] = [

42 0x01, ox1e, // EtherCAT Type: LRW

43 0x00, 0x00, // Reserved / Index (0)

44 0x01, 0x00, // Address Position (ADP) (0x0001)

45 0x00, // Address Offset (ADO)

46 0x00, // Reserved

47 0x04, 0x00, // Length: 4 bytes

48 0x00, 0x00, // Interrupt enable / reserved

49 0x00, 0x00, // Data (4 bytes) - dummy

50 0x11, 0x22, 0x33, 0x44, // Example data

51 0x04, // Working Counter (WKC)

52 0x00 // FCS padding (not CRC)

53 1;

54

55 response.set_payload(vals: &ethercat_data);

56

57 match tx.send_to(response.packet(), dst: Some(interface.clone())) {

58 Some(0k(_)) => println!("[>] Respuesta EtherCAT (LRW) enviada a {}", dest_mac),
59 Some(Err(e: Error)) => eprintln!("Error sending response: {}", e),
60 None => eprintln!("No transmitter available"),

61

62

63
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File Edit Search Help

Entorno simulado P LC BEGKHOFF —

SL1 SL3

OlR|~[% =030

010/ ¢ =I%|S

Orange PI R1 Plus

Illlllllllll J|J SL 2

et (i M

| b
|For Help, click Help Topics on the [
B Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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File Edit Search Help

Superficie de ataque BECKHOFF

/ (X2040

PWR

x CSL-PLC-002
S

) HDD
l/ 4 < i FBI

! BBIl.Iﬂ: 1
#) sennsees| /| |
-4
pReBes | =
sEEEEEES |
gRBsnBEes || <

FB2

a s AN S \ ¢
1# | A "'\‘%“\*f€1
——= 8 ] SRR\ et

Poe CLEHNE B

v

\‘ » t?
{L—‘

w\

BECKHOFF

1
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File Edit Search Help

= .
Superficie de ataque BECKHOFF =
CSL-PLC-002 E-._: '.é:.é g%
I . ¢
q
4
] Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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File Edit Search Help

ik
Extraccion de firmware? BEOKHOFF r

Es un Windows CE con runtime propietario

W5-005
Prarnpt

>

Recycle Bin

(Curiosamente también tarjeta flash para camaras)
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nrm\/

Fun Fact:

S
s
N

CompactFlash’

Industrial

ulitra
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E. My Computer — |[O] %]

File Edt “ew Go Favontez Help |

« & @ ¥ BB B = | X

At fEarsand Up Cut Copy Faste Undo Delete

Address

Recycle Bin

i Start |

Name

> [ Data
> 7 inetpub
> 7 Intel
> [ Perflogs
> [ Program Files
> 7] Program Files (x86)
v B TwinCAT
> Bl 31
> [ AdsApi
> 07 Common32
> 77 Common64
» T Functions
>0 Mce
> 57 TeSwitchRuntime
~ [ Users
> 07 Administrator
> £7 Public
> £ Windows

~

Date Modified

12 Jul 2017 at 09:50
12 Jul 2017 at 18:23

14 Jul 2017 at 11:24

12 Jul 2017 at 18:23

14 Jul 2017 at 09:04
17 Nov 2018 at 11:42
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
9 Feb 2018 at 06:17

5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
9 Feb 2018 at 05:42
9 Feb 2018 at 06:16
12 Jul 2017 at 17:35

9 Feb 2018 at 05:42

Size

Kind

Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder

IGOR PALLIN TOQUERO

| Ay Computer
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File Edt “ew Go Favontez Help

tdy Computer

« & @ ¥ BB B = | X

At fEarsand Up Cut Copy Faste Undo Delete

addess[B Wy Compuer ]

Name Date Modified Size Kind

i Start |

~ [l 31

e
B

B

> B

B

~ [0 TwinCAT

> 1 Boot

> 7 Components
> [ Driver

~ [ System

Default.old
default.tps

Legal
TcAmsRemoteMgr.exe
TcAmsSerial.dll
TCATGinau10.dll
TCATGinauU14.dll
TCATHooks.dll

"~ TCATSysSrv.exe

2 TCATUserManuU10.dll
2 TCATUserManU14.dll
TecComPortConnection.dll

TcRtelnstall.exe
TcSysUl.exe
win8settick.bat

> 07 Target
> 7 AdsApi
> 2 Common32
> B2 Common64
~ [ Functions
» 77 TF6100-OPC-UA

5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
19 Mar 2025 at 15:22
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
19 Mar 2025 at 14:16
7 May 2019 at 12:27
7 May 2019 at 12:27
5 Sep 2017 at 03:18
1Aug 2017 at 18:06
1 Aug 2017 at 18:06
1 Aug 2017 at 17:12
1 Aug 2017 at 18:07
1 Aug 2017 at 18:07
1 Aug 2017 at 18:06
1 Aug 2017 at 17:12
1 Aug 2017 at 18:06
1 Aug 2017 at 18:06
1 Aug 2017 at 18:07
1 Aug 2017 at 18:06
1 Aug 2017 at 16:19
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
5 Sep 2017 at 03:18
9 Feb 2018 at 06:17
9 Feb 2018 at 06:17

3 KB

3 KB
101 KB
454 KB
25 KB
46 KB
294 KB
732 KB
82 KB
140 KB
103 KB
186 KB
599 KB
107 bytes

Folder

Folder

Folder

Folder

Folder

Folder
Document
Document
Folder
Windo...EXE File
Other

Other

Other

Other
Windo...EXE File
Other

Other

Other
Windo...EXE File
Windo...EXE File
RetroA...tent File
Folder

Folder

Folder

Folder

Folder

Folder

IGOR PALLIN TOQUERO

| Ay Computer
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Virtualizacion del PLC BEOKHOFF —

Windows:

MS5-D0S
Prarnpt

>

Recycl Bi Un Windows cualquiera con TwinCAT ISO de TwinCAT/BSD con runtime

Runtime incluido

(Ambos descargables de forma gratuita desde la web)
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File Edit Search Help

W5-005
Prarnpt

>

Tecnologia

E-Bus / K-Bus (Lateral)

Bus paralelo propietario

BECKHOFF =

E-Bus (EtherCAT-Terminal-Bus)

Basado en EtherCAT (serie, tiempo
real)

Recycle Bin Velocidad

Baja-media

Muy alta (tiempo real determinista)

Configuracién

Manual o automatica limitada

Completamente automatica con
TwinCAT

Conexion fisica

Pines de cobre en backplane (conectores
especiales)

Pines para EtherCAT interno (misma
mecanica)

Ataques posibles

Necesario acceso fisico directo

Sniffing/MITM posibles via red
EtherCAT

J
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f"""n,u. “‘f/
—
File Edit Search Help
EJ)J i I= untitled - Paint = Ell XI I= untitled - Paint =
File Edt “iew Image Options Help File Edt View Image Options Help
bl oA 2 |
& | (@ &/
2|1 © Z
V. | 7
| oA e
P
<J NFal <
| /4 ]
OO tada <
X __|lane (conectores
L5 nsg®
' - + - » 3 v
< | | v
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| ForHelp, click Help Topics on the = For Help, click Help Topics on the =
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f"""n,u. “‘f/
—
File Edit Search Help
EJ)J i I= untitled - Paint = Ell XI I= untitled - Paint =
File Edt “iew Image Options Help File Edt View Image Options Help
bl oA 2 |
& | (@ &/
Z2|Q ® Z
I ‘? ﬁ Windows Hetworking EZ I ‘7
| oA e
5 2 ¢, Alaesperade desarrollar <
| .} hardware especializado
| /4 ]
............. e
Q D ............................... Q
1 |
i-l' J
n lane (conectores
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< | | v
ENENENEEN NN ENN pirecto B W ECEN
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SIEMENS
BsR s

BECKHOFF

OMRON

Bun...
L!:h:' Shut Do,
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File Edit Search Help

PHCENIX =
Breaktrough CONTACT

I untitled - Paint

Extraccion de firmware

r-.-15;;:[:|_|:u;; ‘{:1 i
Prormpt i 0 “
\"? - Ingenieria inversa Zla
Recycle Bin d é
Virtualizacion A
2
O|/Z
OO

=

-

1

| |

[ | |

1M

|
e

) Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRES:! For Help, cick Help Topics on the |1
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

. o PHCENIX = —
Ficha técnica CONTACT —

Arquitectura: ARM Cortex-A8
MS5-D05
Prormpt

'ﬁ’ - OS base: Linux embebido
Recycle Bin
Entorno de programacion: PLCnext Engineer

Interfaces: Ethernet, SD interna, USB, microSD

Comunicaciones: OPC UA, Profinet, Modbus TCP, Ethernet/IP, MQTT
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File Edit Search Help
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s -
N | BHENIX
o Reconocimiento previo CONGTACI' —
d=

File Edt View Image 0Options Help

% MS-D0OS Prompt

0101/ & =I%[|N ]2z

duo =]

EEN=EEN

root@CPUBB556:~# nmap -p- 10.2080.182.12

Starting Nmap 7.808 ( https://nmap.org ) at 2025-86-17 89:24 CEST

Nmap scan report for 10.2008.102.12
Host 1s up (0.8897s latency).
Mot shown: 65531 closed ports

PORT STATE
21/tcp open
88/tcp open
1962/tcp open
41108/tcp open

MNmap done: 1 IP

SERVICE

ftp < Firmware

http < Admin web

biap-mp < Interaccidn con procesos
unknown < Conexion PLCnext engineer

address (1 host up) scanned in 2855.32 seconds

i) Start IGOR PALLIN TOQUERO
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File Edit Search Help

o _ PHCENIX — —
Reconocimiento previo CONTACT —

Deutsch  English

. mgl'oiﬁﬂlx -..-. Erz\;l::t ::r:fe i\lfc;;?;:tfil HW: 04 FW: 3.0.1.5
AXC 1050 Diagnostic Archive

MS-005 2700988
F'fl:lrl'll:lt Message Time

Diagnostic archive saved 06.05.2049 12:29:29

Recycle Bin

Buffer battery charged 06.05.2049 12:00:54
Diagnostic archive saved 05.05.2049 21:29:29
Controller has changed to RUN state. 05.05.2049 20:59:32
Controller started 05.05.2049 20:59:31
+ Information Ready 05.05.2049 20:59:31 Axioline F

Switch on the controller has been set to RUN/PROG  05.05.2049 20:59:31 PLC
position.
Charging of buffer battery started 05.05.2049 20:59:31

+ | Diagnostics

— Administration

Password
Factory Defaults

Updates via SD card

WebVisu

v

eNo requiere auth

# 5tart| IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII 4 108




\@)‘ PLC LAN Party: Sistemas Obsoletos y Redes Cacticas

File Edit Search Help

N . PHCENIX =
Extraccion del firmware CONTACT

% M5-D0S Prompt

. Descarga desde la web I | - e il N

ipallin@Igors—MacBook-Air AXC_F_1152_FW_2025_0_2 % unsquashfs axcfl1152-2025
.0.2-25.0.2.86.rauch

i0 Parallel unsquashfs: Using 8 processors
I\,/ . Obtencién desde el FTP unsqu ing 8 p

9 inodes (4827 blocks) to write

/] 4836/4836 100%
- Archivo tipo RAUC

directory
symlinks
devices
fifos
sockets

hardlinks

1

i#f) Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII 109

J{Q'-u



i Start

PLC LAN Party: Sistemas Obsoletos y Redes Cadticas

Eile

Edit

Search  Help

Extraccion del firmware

[T

"% M5-DOS Prompt

| Ao

=

|

=]

A

ipallin@Igors-MacBook-Air AXC_F_1152_FW_2025 0 2 % ls

Itotal 1234008
@1

xcf2152.ext4
-rw-r—-—-r—-—-@
—rwxr=xr-x@
-rw-r—-—r-—@
—rwxr-xr-x@
—rwxr—-—-r-—-@a@
52.bin
—rwxr——r—-—@a
—rwxr——r——@a
—rwXr-=xr-xa@

1
7
1

ipallin
ipallin
ipallin

ipallin
ipallin
ipallin
ipallin
ipallin

ipallin
ipallin
ipallin

staff
staff
staff

staff
staff
staff
staff
staff

staff
staff
_staff

352
224
631288832

8170
676
325
242

131072

65536
297200

960

Jun 16
Jun 16
Apr 6

Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

(=) Ner o)) [ ) Ne)Re) N Ne)l

13:41 .
13:41 ..
axcfll52-image-base-a

2011

2011
2011
2011
2011
2011

2011
2011
2011

PHCENIX —
CONTACT

=10] x|

-la squashfs-root

cleanOverlayFS

hook

manifest.raucm
recoverType2
u-boot-env-pxc-axcf2l

u-boot-spl.sfp
u-boot.img
updateBootloader

IGOR PALLIN TOQUERO
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File Edit Search Help

PLC LAN Party: Sistemas Obsoletos y Redes Cadticas

‘ Ewétuvammianm Al fivimarinrauva

= untitled - Paint M [=] E3

File Edt View |Image Options Help
211 Rl - M axcf1152-image-base-axcf2152.extd - - 2a2783abB8b5c42668a4415d0Bacf4cOb
= » [J boot
_éf * [ home
F“1Io:t+fﬁund
i > [ media
— mnt
?‘ *> 3O opt
-

ﬂlsmn

FW_2025_0_2 % 1s

Jun 16
Jun 16

Apr

Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

6

6
6
6
6
6
6
6
6

13:41 .
13:41 ..

2011

2011
2011
2011
2011
2011

2011
2011
2011

PHCENIX —
CONTACT

-la squashfs-root

axcfll52-image-base-a

cleanOverlayFS

hook

manifest.raucm
recoverType2
u-boot-env-pxc-axcf2l

u-boot-spl.sfp
u-boot.img
updateBootloader

i Start
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

o o PH(ENIX—
Descubrimientos principales CONTACT —

Linux embebido basado en Yocto-Debian

MS5-D0S
Prarnpt

\"? - Runtime de PLCNext

Recycle Bin
Cadenas de confianza hechas

Toolchain BitBake
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\ @)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caodticas
File Edit Search Help

= PHCGENIX =
Monatando una VM CONTACT

ipallin@Igors—MacBook-Air squashfs—-root % gemu-system—arm %
-M vexpress—a%d9
—-m 512M
—kernel zImage \
—dth vexpress—v2p-cad9.dtb \
—drive file=axcfll52-image-base—-axcf2152.extd4, format=raw,if=sd \
—append "root=/dev/mmcblk® rw console=ttyAMAB" 1\

@ Dockerfile 1 X

éL/ AXC_F 1152_FW_2025 0_2 >sq —serial mon:stdio —-nographic
1 FROM arm32v7/debian:bullseye

2 COPY rootfs/ /plcnext-rootfs/
3 RUN apt-get update && \
4 apt—get install -y --no-install-recommends \
5 ca-certificates \
6 libstdc++6 \
7 libgcc—-s1 \
8 libatomicl \
9 libss11.1 \

libusb-1.0-0 \

libusb-dev \

libusb-1.0-0-dev && \

rm —-rf /var/lib/apt/lists/*
COPY ——from=plcnext/axc-f-1152-fw:2025.0.2 /plcnext-rootfs/ /plcnext-rootfs/ e

4 +
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

YWiordPad

SIEMENS
BaR
BECKHOFF

DR
Bun...

L!a’ Shut Do,
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas
File Edit Search Help

Breaktrough omRon i'

E untitled - Paint
Extraccion de firmware File Edit View Image DOptions Help
MS-005

i
Lo [
Prarnpt

L] rd 4 “
'5? - Ingenieria inversa

Recycle Bin

Virtualizacion

SYSMAC CP1L

|
Yy
e | 5tart| IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII



PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Breaktrough om Ron i'

Arquitectura: ARM Cortex-A8
MS5-D05
Prormpt

'ﬁ’ - 0OS base: RTOS propietario de omron
Recycle Bin
Entorno de programacion: Omron CX-One

Interfaces: USB-B, Mdédulos de expansion propietarios

Comunicaciones: Protocolo FINS (Requiere Ethernet)
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Identificacion externa omRon il

USB type B
MS5-D0S
Prormpt

'ﬁ’ - Puertos propietarios

Recycle Bin

Pines de expansion
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Identificacion externa

= untitled - Paint

- USB type B
MS5-D0S
Prormpt

'ﬁ’ - Puertos propietarios

Recycle Bin

- Pines de expansién
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Identificacion externa

= untitled - Paint
File Edt View Image Options Help

- USB type B
M5-D0S
s windows Networking

@ - Puertos

Q Drivers propietarios

Recycle Bin

. Pines de
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

1
F2 untitled - Paint _ (O] x]

Identificacion externa Fle Edt View Image Options Help

A% o~ -

MS-DOS il ﬁ"ci"_ 2
S -D05S g =
Frompt t. L1 | L2/N COM _01 ] 03 | 05 | 07 | .09 | a1 |01 |03

ATTERY [ & | @ [ 00 0] 0 Zﬁ- ----f?"“'l

ﬁ UPHERAL POWER

Recycle Bin RJN

ERR/ALM

INH

DC24V-0.3A }1OOCH
OUTPUT

LI l » i
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Identificacion externa omRon il

Senal Funcion

+24V Alimentacién CP1W

MS5-DOS 0V (GND) Tierra

Prarnpt

\"? TxD (CPU — maodulo) Datos serie transmitidos

Recycle Bin RxD (médulo — CPU) Datos serie recibidos

RTS Request To Send

CTS Clear To Send

Seleccién entre RS-483/485
o RS-422

Referencia de sefal para
RS-422/485

Fuente: datasheet del PEILI
| ar

# 5tart| IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII ¥ 11
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Identificacion externa omRon il

Senal Funcion

+24V Alimentacién CP1W

M5-005 | ANI 71/~NIPRN

. : Tierra
Prompt Windows Hetworking |

Datos serie transmitidos
o A la espera de desarrollar

Recycle Bin hardware eSPECializadO Datos serie recibidos

Request To Send

CTS Clear To Send

Seleccién entre RS-483/485
o RS-422

Referencia de sefal para
RS-422/485

Fuente: datasheet del PEILI
| ar
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas
File Edit Search Help

Identificacion externa omRon il

F2 untitled - Paint M=] E3

oY

USB type B

e
%

00|/ @[=]N]Q 5%

W5-005
Prarnpt

'ﬁ’ - Puertos propietarios

Recycle Bin

Pines de expansion

ﬂl

J
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Intento de lectura omRon il

2 untied - Paint M =] B3
File Edit‘ View Image Options Help
1 +24V (Power) 11 NC / ID detect
2 GND 12 NC
3 MCLK (Clock) 13 NC / Bus request
4 MDATA (Data) 14 NC
o mEm ek
Reserved / Pullup 17 Reserved
Reserved 18 Reserved
Reserved 19 Reserved
10 Reserved 20 Reserved -
M I h ‘ll‘ll?:
,_ - EUSKALHACK SECURITY CONGRESS VIII & 124




W5-005
Prarnpt

>

Recycle Bin

i Start |

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

Si se conecta el analizador antes de encender el PLC el

segundo no entra en modo run

Si se conecta el analizador con el PLC en marcha el primero

se convierte en una maquina de humo

IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII

Resultados om Ron

= untitled - Paint -
Eie Edit ‘iew |mage Options Help
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W5-005
Prarnpt

>

Recycle Bin

i Start |

PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

. Si se conecta el analizador antes de encender el PLC el

Windows Hetworking |

segundc Queda probar con sistemas

mas resistentes

- Si se conecta el analizador con el PLC en marcha el primero

se convierte en una maquina de humo

IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII

Resultados om Ron

= untitled - Paint
File Edit View Image Options Help

e
g

O|G|~|w|o=|0] |1

010/ ¢ =IN[S

Illllllllll
et (I

For Help, cick Help Topics on the |+




1?5' General - Hotepad _|O] x|

File  Edit Seach Help

Y
Objetivos a futuro —

W5-005
Prarnpt

>

Recycle Bin

Desarrollar dispositivos hardware propios para el analisis

Escribir mis descubirmientos en writeups mas extensos
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DR
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Bun...
L!:h:' Shut Do,
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo

W5-005
Prarnpt

>

Recycle Bin
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

W5-005
Prarnpt

>

Recycle Bin

TP-1200

# 5tart| IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII $ 130



PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

Los PLCs funcionan a 220V
MS5-D0S
Prormpt

>

Recycle Bin

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

Los PLCs funcionan a 220V
MS5-D0S
Prormpt

\"? Los IPCs se conectan igual que los PLCs

Recycle Bin

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

Los PLCs funcionan a 220V
MS5-D0S
Prormpt

\"? Los IPCs se conectan igual que los PLCs

Recycle Bin

El TP-1200 es un IPC

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

Los PLCs funcionan a 220V
MS5-D0S
Prormpt

\"? Los IPCs se conectan igual que los PLCs

Recycle Bin

El TP-1200 es un IPC

Entonces el TP-1200 funciona a 220V

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

Los PLCs funcionan a 220V
MS5-D0S
Prormpt

\"? Los IPCs se conectan igual que los PLCs

Recycle Bin

El TP-1200 es un IPC

Entonces aa220v

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

El TP-1200 Tiene pantalla
MS5-D05
Prormpt

>

Recycle Bin

TP-1200
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PLC LAN Party: Sistemas Obsoletos y Redes Caodticas

File Edit Search Help

r
=

Aqui se supone que iba la demo (pero al menos tengo una anécdota)
Y un pequefio ejercicio de l6égica computacional

El TP-1200 Tiene pantalla
MS5-D05
Prormpt

'ﬁ’ Si un dispositivo tiene pantalla...

Recycle Bin

TP-1200
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L @)‘ PLC LAN Party: Sistemas Obsoletos y Redes Caoticas
| lmansl/ |

Are pou sure you want b

{+ Shut down the computers

" Bestart the conmputer?

" Restart the computer in M5-005 mode?

i3 Start IGOR PALLIN TOQUERO EUSKALHACK SECURITY CONGRESS VIII
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It's now safe to turn off
your computer.
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