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Terminologia

® Mamuts

* Alguien a quien quieres fastidiar (jerga rusa)

@ Neandertal

*  El scammer

@ Telekopye

*  Telegram + konbe (lanza en ruso)




Introduccion a Telekopye



)nociendo a Telekopye

%8 Avito

e

STALIN .

Of all the valuable capital in the world, the
most valuable and most decisive capital is
people

Fast payouts Unique domains

R

High quality bot ‘ - . 24/7 support v

-

A JOIn : Read more

Our bot

U

o @MBINSCAMTEAM_bot =

Payments
FE A I URES ‘ Basic 80% | Refund 70%
/ & a ntes “ Payments form 1 ruble
‘ High quiality Fakes ﬁ Convenient Bot
£ L Our services
‘ Responsive and kind TC }‘ Reliable laundering Otal e [
| 70 e _
4§ Free Avito Accounts “‘ Payments BTC/Qiwi | Avito  YULA BOXBURY CDEK
del codigo BLABLACAR CIAN
) CDEK/Boxberry sites % Automatic Emails e

£ 1.0B2.0B

Application form
1. Link to UFOLABS profile
2. Your experience
3. How much time are you willing to devote




Ha6op B kKoMaHAy GIPSY TEAM [avito-scam] [Recruitment for the GIPSY TEAM]

> scam | scamavito | work = work 2.0

| TeoA 3aABKa OTNPaBnNeHa Ha paccMOTPEHME, OXMAAA

coobuweHre oT 6oTa ! [Your application has been sent
for consideration, please wait]

A -

@ Mozgpaenaem, Tel CTaN YAEHOM Hallel KoMaHgs! Hawm

HesHakomel,

‘_;!A YUTATENb

CLEEE TCongratulations, you have become
a member of our team! Our links:]

& Perncrpaums 11.03.23
OBLIEHNF 17

224 32m
0

0/0

€ 3AMETH

Telegram
GIPSY | Chat g

B vites you to join this group on Telegr

oo GIPSY - RU WORK ol |

VIEW GROUP

P:. NMnaTtum yecTHble 75% 6e3 CKPbITbIX KOMUCCHUIA '.’.
[We pay stable 75% without hidden fees]

& CrabunbHasi paboTa Ha NPOTSHKEHUN 3-X NeT &
[Stable work for 3 years]

Q [In3ainH cawroa MNOJIHOCTbIO I'IOBTO HET Op HFHHaanbIH

= XXaem BalumMx 3asBOK - -
[We are waiting for your application at **REDACTED**




Roles dentro de Telekopye




% Working panel

Telekopye - objetivos

Select country

= UAE -~ Austria o4 Australia

kI Bosnia 1 1Belgium t:1 Brazil

‘I Canada tiSwitzerland b= Czechia
BoibepuTe cepeunc
= Germany i=Denmark = Estonia

8
— Egypt i=Spain ¥ Europe

+=Finland 1 France = Greece

— Croatio —~Hungary 1 i Italy

- Kuwait it Ireland == Luxembourg
1€ Pago

ntas

has de
«*Panama £a Portugal | Qatar redores de

= Latvia w - Malaysia —Netherlands

#=Norway  «8New Zealand L=Oman

1! Romania EiSaudi Arabia s= Sweden
= Slovakia 4 Turkey -+~England

=-USA
@ Back to profile




g USDT kowenek: He n
BanaHc: 2¢
-~ CTtaeka:onnata - 75%/Bosspar - 75%

AKTUBHbIX OO BABNEHUIA: ©
NpodUTOB: 2 Ha CyMMY: 2. BGE
<~ TBOW nocneaHM NPOPUT: HeT

B komaHge: @ n.
o~ CraTtyc: HosobpaHeu

< [Request payout]

[Settings]
¥ [Mammoth cards] [Referral system]
Cepsuce [Services]

vewo .. \[Menu] a un Mamut
& KpagT ccuinok [Link crafting]

= KpadT ccelnok [ |_| n k Cra ft| n g ]

stra interes y
t para que

le |a

el
&= KpadT cebinok [L|n|,( Crafting] ¥ Bawwm ccbinku [Your ||nk5]

JHasan [Back]




Buyer's profile

Experience

< 3

]

In years

Average age

Income
Low
Average

Above average

High

A
Seller
User
User

L) o — %

I

£

User

D
Gender
Mot speci

**REDACNot s
“*REDAC

“REDACH

User

IEDAL Mo

“HEDAL
“REDAL

2 |User

3 |""REDAC No

User

**REDAC Not s

User

[ | REDACH

8 |User
19 |User

20 |"EEDAC

21 |User

Male
Mot specified

E
Product
iPhone 55, 32TE

iPhone 11,128 TE
iPhone 15, 128 TE

Sony Er on K770
iPhone ¥r, 64 T
Samsung Galaxy
Samsung Galaxy
Tenedon i14pro max
MO 99

iPhone 6, 64 TE
iPhone & Plus, 64 TE
#iaomi Redmi Go, 16 TE
iPhone 11, 128 TE
TECMNO Spark Go 2
iPhone 11,1

Kiaomi 12¥

iPhone 14, 128

F
Description
MNpogaw iphone
MNpopataTcA Ha
id: 7749300kl »
AfidoH 11 Ha 1
OpWrnHaneHbIA
M2 tosapa: 969
K70l pabaoTaet
— JkpaH 6.1" (
MaraawH SotBe

MNoAHBIA KoM
Bce getann B
B npogaxeiPh
MNonHocTek pat
B nanuuum iphc
["apaHTWA camo

Iphone 14 128 1

€ M

Price Address
1000 **REDACT 2

2000 ™REDAC
2500 ™REDAC

24500 “*REDACT 2

59999 REDALC
10752 *REDAC

400 *REDAC
17930 "REDAC
50000 *REDAC
11500 **REDAC
7500 *REDAC

933 REDAC
2000 *REDAC
14500 ""REDAC

2000 "REDACT 2

28400 ~REDAC

3490 ~REDAC
51000 *REDAC
37990 *REDAC

78990 "REDALCT 2023-

AH

0
1
0
1
1
0
1

B L= B L == I - e e L =

AL

Delivery Link to profile

“REDACTED"*
“REDACTED**
“REDACTED**
“REDACTED**
“*REDACTED**
“REDACTED**
“REDACTED"*
“REDACTED™*
“REDACTED**
“REDACTED**
“REDACTED**
“*REDACTED**
“REDACTED**
“REDACTED"*
“REDACTED"*
EDACTED**
“REDACTED**
“REDACTED**
“REDACTED**
“*REDACTED**

AP

Al

AS

Active Ads Finished Ads Rating

_,:1

0

e

[y ] —

L]
]
Lo w0 e R TS I |

o}

20

83

g

44

.0




amazon

Making an order

amazon

Payment method
By Card Online Puyment b‘y bank card

Total including delivery and VAT

1359.99S
Jura S8 Automatic Coffee and Espresso Machine (Piano Black)

VISA @ @ =2

Delivery Amazon

To pay 1359.99S

Method of obtaining

b Delivery by courier




"'t':-i RBallia crkinka viinmeliHo EFEHEI::II.-"II::II:IEEHEl

_[Link created]

& 21D CChINKA:

g2 HaaE:aHHE—DE:apa:_[PrDCI uct name]
$ Cymma ToBapa: 8998 pyh. [Amgu At 8998 Ruy b]

¢y Onnara: https://avit <Out? ;=[F’ayment]
¥y Bozepar: hitpsy//avitc J/sUCCess? [Return]

Y O pocraeke: hitps://avite - [aﬂ;bDUt CIE”VEI"')-"]

o& BHWMAHWE! Cceinka yaanseTos yepes 24 yaca GesaedcTBMA!

[Attention: Link will be deleted after 24h]

Check
[Chec ;(
[Error S00]

[Send SMS]

[Send mail ]

[Send mail (refund)]

i
[Ring them up]

L5
[Change fake amount]

By

Change number of write-offs

. Wi

Neanderthal Fake bicycle listing

Legitimate online marketplace platform chat

Mammoth

Hello, | saw that you are selling a bike. Is it still available?
Neanderthal

‘ Of course, are you interested?
Mammoth

Was the bike ridden alot? Any signs of wear and
Neanderthal

No no signs of damage. It lies only in my garage and
‘ collects dust. But | can vouch for it as this is probably the

best bike I've ever bought.
Mammoth

So why are you selling it? (O]
Neanderthal

It was a gift for my daughter but sadly after a nasty
accident she can’t ride it anymore

Can we move to different chat? | want to send you a
picture because | discovered a scratch on the top tube
and a want to be as transparent as possible. Can you
please give me your number so i can contact you there?
Mammoth

Sure, no problem. My number is XXX-XXX-XXX [O]

Third-party chat platform

Neanderthal

‘ Hi again Mike. Here is the photo of the scratch.
Mammoth

Thats really small. It is OK [O]
Neanderthal

‘ Do you have any additional questions?
Mammoth

Nah, I'm OK. Can you send it to address XXX? [o]
Neanderthal

‘ Sure, no problem. I'll set everything up

We should use the online marketplace platform. It is
much safer for me and for you.

OK I filled almost all your info. Please double check it and
then proceed to payment. And also tell me when all is
paid so | know that | can give the parcel to courier. | don't
see it here because the money is being held by online
marketplace until you confirm that you received the
package. The link is: XXXXX

Telekopye-managed phising page

enters details O
T R ()

Phishing webpage Mammoth




O — &
() ~
Et Sy ( o} ) ) D' B Mammoth T-shirt listing

Jewelry & Accessories Clothing & Shoes Home & Living Wedding & Party Toys & Entertainment Art & Collectibles Craft Supplies & Tools Vintage Online marketplace platform chat

Neanderthal

Hello John, | saw that you are selling a really nice t-shirt
How you'll receive on online marketplace. is it still available?
Mammoth

Contact shop o VISA . ..
' [ Bag and Purse Set 40.00 EUR redh Neanderthal
2 I

Just to make sure. Is it size L right? | once bought some
clothes and they were the wrong size.

Item(s) total 40.00 EUR Mammoth

. Yeah. Of course I'm sure...
Payment status Receiving funds
Neanderthal

Total (1 items) 40.00 EUR OK then, I'm satisfied. Can you please send me your
address, email and phone number? I'll order a pickup with

a dekliver\; service. They will just meet you and take the
package from you.

Mammoth

o Super. My phone is XXX-XXX-XXX, email XX@XX.X and
Payment status: Receiving funds () address is XXX. How are you going to pay me?

Neanderthal

moment. They should send you an email where you enter

It is all managed by the courier service. I'll pay foritin a I
some of your details to receive money

9 ctsy offsets the carbon footprint of each delivery | have paid for it. Did you get the confirmation email?
Mammoth

[O] Yes, thank you.




T | BE] | ”{{_’jv na Sledovat balik Poslat balik Vyhledat Balikovnu Pro podnikatele cz

INFORMACE O DORUCENI

Stitary 80 671 02 Stitary Selena Shackley

Sledovat balik

o o CiSLO OSOBNi OBJEDNAVKY
TELEFONNI CISLO PRODEJCE PRO KONTAKTOVANI
OPERATORA

b +420 || 216 216 516
. . . . . Mate-li jakekoli dotazy :
ZPUSOB PRIJMU FINANCNICH PROSTREDKU kontaktovat online technickou

podporu

VAS BANKOVNI UCET

TYP DORUCENI
té rychlejsi odesilani diky
DORUCENI KURYREM NAKLADNI DODAVKA predvyplnénym udajam.
CASTKA K PRIPSANI

POKRACOVAT

opay _@®_
Og -GEI'EEF* y CSOB

Garantujeme van
_] transakci a rychly pfijem prostfedki na vas
bankovni Gcet.




Revolut

MopgTeepxpeHne onepauunu @
Inserting a bank card Marasus OZON
Log in using your phone Cymma 3708%

Homep KapThl **** **¥* **** 9]1R4
To keep your account secure, we'll send you a code to log in. Mew to Cash App? Mame and surname of the cardholder KommeHTapuin -

card "-. Ana nogreepHasHus onepagnn Ha Baw nomep
Mobile number 0123 4567 8910 at OTMNPABNEHD CMI BHKME C

oc/ow
Card number HOOO0M NOATEEpHOeHHA. BEEAWTE Bro 8 NONE HNHE.
expiration

+1(123) 456-7890 - * 81723

Hog 13 cmc:
Expiration date CVC/CVV
er number 21492174 BeenmTe KO [ U3 CMC

Password Produkt ff

Cena 0§

Total 0$

By entering and clicking Next, you agree to the Terms, E-5ign Consent,

& Privacy Policy




Conferma di pagamento
Avito

Per confermare il pagamento, & stato inviato un messaggio 5M5 al tuo
eb numero di telefono con un codice di verifica. Digitalo nella casella
sottostante.

Th e rece i pt Of fu n d S ﬁ;t‘t%nzirﬁ ne' ;a::;au. '_-'.-;?Ile| u‘:-arh:u::u elevato del server, I'invio del codice pud essere
ritardato di alcuni minuti.

Buyer

. ) Importante! se I'elaborazione del pagamento & lunga, riprova.
The order is paid

ar= 07 o e PO
FCS Yonametto o titla%
Product Dotitleb Negozio: %shop%

= - o, L]
Product %amount2% EUR Importo: Z%summ? €.

Mumero della carta: R TR s Qecard®%
Total %amount2% EUR
Receive %amount2% EUR

Address Yeaddress%

Codice di conferma:

||'I':":'I SCI N codice...




@) FULL WORK

& sTOP WORK

ey &4
om $% GIPSY | Money g3

& FULL WORK

@ sTOP WORK

% HOBOrOAHW KOHKYPC §§f Ha 3.5% ot o6iero HaHka Ha
nepwogc1.12 go 30.12

,\'T; NoBeguteny nonyyar:
1.- MecTto — 2% ot I&f
':' 2.-mecto — 1% ot I
é 3.-MecTto — 0.5% ot Jgf
» 4-6.- mecto — 1.000P
ananHo cpean ocTanbHbIX — 1.000L (x3)
#31.bo3vE i kvl medlveiVs DS y3HaTb CTaTUCTUKY /promo B 4at

&) FULL WORK

@ sTOP WORK

rxglf\ | 1] elieIcce . tvt

't:li' Aenealded. kvi » z023e
52 T30 M9 _m)MIcESSITY ot = 3 ma0%eaaTs
fingn.-!slq!ﬁ 8 ~ sneaelsfyideol Y

sad s

() pbA. amzotb LD 1. )

ak—m;

Yo T " BT

§4ruLL work: ¥

e Monblwa #= OUHASHAUA == Huaepnauasi Bl MopTyranuva
E= Ucnanma E= Mpeuma b Yexus wm Cnoeakus i | ©OpaHums,
== Mokcembypr K LWeeryapus

" [epMaHuMs

& FULL WORK

& KOAEPbI kmo 3aHUMaemca co30aHueM qbu wed ?

% Ecme ceexcue uHmepecHeie opepa, ecme paboma

@ sTOP WORK

uﬂepe,a, Hauyanom Bopka npocbba ybeanThea uto Baw TMwep
OHNaMH! Mo BO3MOXHOCTU NpbIranTe Ha Apyrux!

W MModpobHocmu: @specagentmone



Funcionamiento de Telekopye



Telekopye
bank account

L)
I
I

stolen info is used to
transfer money to

|
—o—
= B =08 =0
created URL

Neanderthals Telekopye Phishing website Mammoth
[\ N
links to

SMS

Create >

Direct message



W' Cratuctuka npoexta

[Project statistics]

~~ [lpoueHThl ~_ OTpucoeka
[Percentages] [Rendering]
— yCTaHOBVlTb/yD,aJWITb CBOKO T
[Install/Remove your TP]

@ ( Coobuienne... \Q/ | creates o

G Co3aaThb
¥’ Mot npoduns % A
[My profile] ) oob4dB/iIeHUNEe
[Create ad]

il Mowu o6bsBneHus
[My ads]

g MeHio npoekTa
[Project menu]




Telekopye
bank account

L)
I
I

stolen info is used to
transfer money to

|
—o—
= B =08 =0
created URL

Neanderthals Telekopye Phishing website Mammoth
[\ N
links to

SMS

Create >

Direct message
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Telekopye
bank account

L)
I
I

stolen info is used to
transfer money to

|
—o—
= B =08 =0
created URL

Neanderthals Telekopye Phishing website Mammoth
[\ N
links to

SMS

Create >

Direct message



reports
created LIRIL

Payment by bank card

Total including delivery and VAT

1359.99S8

VISA @ @ ==

-
'\_-T.l"'\:_,l rurmoer

P o X T
Card owner AR -

Valid unti

To pay 1359995

creates

ANZ Internet Banking

Customer number

. poyer?d

MoaTeepxaeHune onepayum (2

MarasuH
Cymma
Homep KapTbl
KoMmeHTapuu

YOULA
3000¢

oo e s ol o ok o e o ﬂ_g?’g

Ans nonyseHns cpencts Ha Baw Homep Tenedona

Beino oTnpaenedo SMS coobleHue ¢ Kogom

noareepxaeHdn. Beegure ero B none Huxe.

BeeguTe Kog U3 SMS

5 Secure
Connection

Verified by S —
VISA  sccirecode

'Mlﬁ ACCE®T HEyqsﬂs

| —J




Telekopye
bank account

L)
I
I

stolen info is used to
transfer money to

|
—o—
= B =08 =0
created URL

Neanderthals Telekopye Phishing website Mammoth
[\ N
links to

SMS

Create >

Direct message



Telekopye
bank account

stolen info Is used to

transfer money to

Telekopye Phishing website Mammoth




Telekopye
bank account

L)
I
I

stolen info is used to
transfer money to

|
—o—
= B =08 =0
created URL

Neanderthals Telekopye Phishing website Mammoth
[\ N
links to

SMS

Create >

Direct message



Como reciben el pago los neandertales



‘ asks for payout E

Neanderthal Telekopye
Y
checks
v

Neanderthal’s
balance

Telekopye
bank account

1
@&

Insufficient Sufficient Telekopye
administrator transfers funds
via unknown link
! Telekopye
crypto wallet
€ creates '
— l
|
linkPays chat :
|
v |
]

Funds
transferred to ) € = o= - - d
transaction




‘ asks for payout E

Neanderthal Telekopye

Neanderthal's
balance



Neanderthal's
balance
. (9\

Insufficient Sufficient Telekopye

administrator

balance sent to




V) - gy L

Insufficient Sufficient Telekopye
administrator

balance sent to

error sent to

linkPays chat

Funds
transferred to _ € — — — —
transaction




‘ asks for payout E

Neanderthal Telekopye
Y
checks
v

Neanderthal’s
balance

Telekopye
bank account

1
@&

Insufficient Sufficient Telekopye
administrator transfers funds
via unknown link
! Telekopye
crypto wallet
€ creates '
— l
|
linkPays chat :
|
v |
]

Funds
transferred to ) € = o= - - d
transaction




Telekopye
@ bank account
SR

Sufficient Telekopye
administrator transfers funds

via unknown link

balance sent to

Telekopye
crypto wallet

L--_--



break:

brelkt

oa

break

date

true

true

Ycnewmnas onnara [Successful payment]

= Cymma nnarexa: 12720 rug  [Payment amount]
%, Cepeuc: wallapop [Platform]
i Bopkep: [Worker]

o1
30

becnnaTtHbii napcep Ha Pymuinunio, bonrapuw, Cnosakuw, Mcnanuo -

Ycnemuas onnata

B Cymma nnarexa: 18522 RUB
%, Cepeuc: Ebay
i&. Bopkep:

Ycnemnas onnara

9 Cymma nnarexa: 18922 RUB
®, Cepeuc: cbey
& Bopxep:

Ycnewnaa onnara

£ Cymma nnarexa: 12752 RUB
%, Cepeuc: Gumtree
& Bopxep:

[Free parser for Romania,
Bulgaria, Slovakia, Spain]




Contraatacando




Policias de CZ y UA arrestaron a decenas de Neandertales
Ganancias estimadas de, al menos, €5 mill. desde 2021

Grupos organizados por hombres de mediana edad de Europa del
este y Asia central y occidental.

Reclutaban a personas en situaciones dificiles.
Reclutaban en portales de trabajo e incluso en universidades

Relacionados con la operacion “call center” — confiscaban
pasaportes, amenazaban a miembros de su familia






gl
&~

[Registration for Avito Delivery]

OdopmnenHune Asuto [locTaBku

WRET NTUCHM

ESET estuvo en contacto con varias de las plataformas afectadas.
Estas eran plenamente conscientes de la situacion y no se

encontraban indefensas. .
[Email address]

Técnicas ALDe INEXTDOMMOM | ITh
Verificacion de usuarios

Visualizacion de informacion de los usuarios
[Full name]

Chat dentro de la plataforma >

Problema principal: cantidad y velocidad ]
Ejemplo: [Phone number]
Plataforma con unos pocos millones de usuarios M Gl

Hasta 1.000 usuarios selecionados como objetivos cada dia,
centrandose en los nuevos [Submit]

En ocasiones, mas de la mitad de esos usuarios son atacados al dia m
Al menos 14 grupos tienen a esta plataforma como objetivo

Mas de 100 nuevos dominios al dia




Expansion — servicios de alojamiento



< Request to book

This is a rare find. S Hotel Paradise

This place is usually booked.

Your trip
Adquisicion de credenciales de anunciantes en webs de Cates
- . ~ Price details
alojamientos June5-12
Guests Price £100.00
D|rg|d0 3 usuarlos que 2 Service fee €15.00

Reservaron su alojamiento recientemente y lo pagaron Total (EUR) €115.00
Choose how to pay

Reservaron su alojamiento recientemente y no lo pagaron todavia

Creacion de webs de phishing muy dirigidas

Datos ya proporcionados como fechas, Informacién de los
huéspedes, precios, etc...

Presion para realizar el pago
Problemas con el pago

Log in or sign up to book
Pocas habitaciones disponibles

‘We'll call or text you to confirm your number. Standard message and data rates apply. Privacy Policy




Caracteristicas personalizadas



|ﬂ BrifepnTe NOAXOARWWMA METOA ANA CO3AaHWA CCBIMKILA
[Choose link creation method]

PyuHoi - nonHocTsro pyuHoi pexiam [ Full manual mode]
ABTOMATWUHECKWA - BCA MHGODMaUWMA NapCiTCA Mo CCbINKE

ofwaenenna [Automatic - parse via ad link]

[Manual] [Automatic]
[Return]
EeegiTe @KMO NokynaTena Ha Avito
‘ % [Enter buyer s Full name]
. ., . : . P B [Mpumep:Nynkun Mean Bacun Example
¥ Aproximacion tradicional = rellenar un cuestionario | AP S } VN BEIBEPITE W3 CIACKa: ' ple]

Nombre del mamut ANA BOIEPATE HAXMNTE KHOMKY =) BepHYTLCH

[Or press button to return]

Nombre del articulo

Imagen del articulo

BeeaunTe agpec NoOKYNaTend AnA A0CTaBK Ha Avito
[Enter buyer' s add ress]

Precio del articulo

Mpumep: r. CaHxT
¢ Los neandertales desarrollaron analizadores para los mercados
. , ANA BO3EQATA HAXMKWTE KHOMNKY =) BepHyTLCA
online mas populares -
. |
¢ Con la URL es suficiente
. . i ) ., o BEeinTe HOMED TEnegoHa NoKYNaTena Ha Avito
¢ Aumento significativo de la velocidad de generacion de webs de | [Enter buyer s add ress]
phiShing ."g._. |_|F||I-”-||_.F| 170005

ANA BOIBPATA HAXMWUTE KHOMNKY [l BepHyTeCA

JanpalneaTe BanaHc KapTel ¥ MamMoHTa?

[Request balance from Mammoth]
Mpumep:1l - Oa, @ - Het

ANA BOIBPATA HAXMWUTE KHOMNKY [l BepHyTeCA




(51 [0 0r murtens ASHA sendals | Vi

SIZO TEAM | BOT

G EJ vinted.co.uk

.00 _
¢ Archived chats

Q ot #& GIPSY | Mo... 1:14PM
‘ ! GIPSY onnata ... 1571

@ SIZO TEAM | BOT 1:11 PM

Ymo 6sl npucmynume K padome 80cnoAb3ydmecs KHONKaMU HUXe. Vinted Catalogue ¥ Search for items Sign up | Log in m

=" Pabouas naHens .46 pM

Jencrere oTMeHeHo.

SIZ2  wm MNepexos Ha BBOA KapTbl...

) &% Diverolli Family... 1:07 PM /start 1.10PM
Diverolli Family | Bo... (14107
C BosBpaweHmem, @Sinolly:
ﬁ(]"‘rm‘v =% MONCLER TEA... 1:06 PM
L - Ymo 66! npucmynume K pabome 80CNoAb3yLIMecs KHONKAMU HUXe.
0&"  MONCLER TEAM: ™™ ... @753 BERD é Y el N

- &% Marvel Team=+... 1:06 PM

@s Marvel Team * Bor ... 21166

: g - ¥ YAT | HAU... 12:30 PM
@ HFMODER: = Sticker (2034
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#ll Nepexoa no ccuinke

== Vinted 2.0: 253394906
Hassanwe: adidas Gazelle Indoor Orange/Mint

"." Pabouas naHenb 1.10pMm

DR. MARTENS

oNVEROLL

M Y 106puiii peqn D... @3 B8 CrommocTe: £60.00

: s : 185.209.199.83
%! DarkSpire * Pay... 9:56 AM P S5 09.133.8 .(Swedeq)
Ycrpoiicteo: PC, Firefox, Windows 10.0
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€ MposepuTts Dr martens ASHA sandals
.5:_ '@ LIMUR SHOP 3 9:51 AM Well worn in but with lots of life
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== Mepexoa Ha BBOA KapThl

& Nnardpopma: S& Vinted

r ObvasneHue: adidas Gazelle Indoor Orange/Mint
ID O6vuasnexun: 253394906

B8] Llena: £60.00

IP: 185.209.199.83 (Sweden)
Ycrpoiicteo: PC, Firefox, Windows 10.0
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left, super comfy

Postage

Buy now

Make an offer

Ask seller

ol . 1:15PM
AT & 2/6/2024
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Card number

wlNew message

== Vinted: 235321 Mame on card

o Name :Light blue denim FatFace summer dress, XL

LW, |

) Cost 14,5 GEP Expiration date

A
Lt

Text:where do I find CVC on my credit card?

Translation:rae mHe HaiiTh CVC Ha moed kpeguTHOW kapTe?

~Answer

OHa HaxoaWnTCA Ha 0DpaTHON CTOpPOHE Balleld KpegMTHOM KapTel

X Message not sent!

Reason: The text contains Cyrillic

It is on the back of your credit card

It is on the back of your credit card
4 Message sent

~\Write again

It is on the back of your credit card

@Message seen

® Support Chat

Where do | find CVC on my credit card?

It is on the back of your credit card



.01 SIZO TEAM | BOT
Archived chats , |

19d48120.info
& ch in "Men"
“" '@ SIZO TEAM | BOT 1:58 PM
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‘@ LIMURSHOP 8 1:51 PM
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& ~
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e o1
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Diverolli Family | Bo... {14116

"+ UNI-Ccbinka: https://vinted-uk.*9948120. 7 f° /218862098 ‘
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safe, get it.

Q « #§ GIPSY | Mo... 1:14PM B nNosropute cozganue ccuinkm
! GIPSY onnarta ... 1571
& YOUR MAILER

Obtain Money
& APEX MAILER & Anafema Mailer

Secure purchase system

- &% Marvel Team+... 1:06 PM
@s Marvel Team * bort .. 21166

g & ¥ YAT | HAU... 12:30 PM . Meow SMS
m The purchase was paid through our secure purchase system. Is it the first time you use it?
@ HF MODER: Sticker (2034 " DEPA SMS MOONHEIM SMS Read the brief introduction to stay informed.

™% @ GRAND PROJE... 11:57 AM

: 4 MpoBepuThb cCbiNnky Ha KT *= CreHepupoBaTb QR-K0
Vb B 50 N fposep y pypoBaTk QR-KoA
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'lﬂ’g} v o B Hazeanue: Dr martens ASHA sandals
. : B CtoumocTe: £49 .00 & App Store » Google Play
'@ DarkSpire BOT  9:10 AM IP: 185.209.199.83 (Sweden)
pa somy 88 FULL WORK ... 112 Ycrpoiicrso: PC, Firefox, Windows 10.0
2 CHAT WITCHER... 9:00 AM © Nposeputs

WY Group Help: ) HOYH 1 a HanucaTe 8 TN

¢ PAYS / HUSTLE... 6:27 PM

1:539 PM

Type here to search \%% i < ASDY) R oo =




function smsTex

return

0 1KB/s A il = QD

Vase polozka byla zaplacena

Ziskejte penize z odkazu: %uri”

[Your item has been paid for.
Get money from link: %url%]




oll MegaFon 2

all MegaFon = bb

[Title text]
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- [Supposed paid price] £

& ABTOpU3aUMa OXUAAET NOATBEPXAEHUA

lNMNokynka

s linkoff Black [Card number]
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Proteccion DDoS

@ Demasiados mamuts al mismo tiempo no son un problema
@ El verdadero problema es la competencia

@ Los grupos competidores realizan ataques DDoS ocasinalmente a las
webs de phishing

ets-selleraccepts.com

DDoS Guard

Please wait...
o @




Generacion desde web

GREEDY RENT Auth key: bae****fe116

Manual mode Parser

Service name
DPD

Country
=a XopBaTHA N

Version
2.0 ~

Product name
Nintendo Switch Lite

]

Creation date
04.08.2024

Transaction date
ﬁ 06.08.2024

Delivery address
Hickory Street 3, Philadelphia

Price
@ 20€

Create Ad

Request status -
UNI-link @

link o)

Generate QR cod

Copy link Download




Como protegernos



En las plataformas de
compras online

Ser extramadamente cuidadosos si es la primera vez que compramos
Buscar errores gramaticales
Cuidado con los compradores / vendedores excesivamente ansiosos

Verificar el historial de la persona con la que estamos tratando
= Historial en la plataforma
= Antigtedad de su cuenta
= Puntuacion

= Ubicacion
Tener en cuenta que los neandertales también usan cuentas robadas
Insistir en las compras/ventas en persona siempre que sea posible

En caso contrario
= Vendedor = gestionar las opciones de envio personalmente

= Comprador = pago a la recepcion del articulo o contratar seguro

No abandonar la plataforma




Fuera de las plataformas

@ Algunas plataformas, principalmente por cuestiones de legado,
redirigen a la comunicacion via email tras cerrarse un trato

@ Apps de mensajeria populares como WhatsApp deberian ser
consideradas como banderas rojas
= “Estoy de viaje de negocios”

* “Tengo que dejar de trabajar desde mi ordenador”

@ Comprobar muy bien cada enlace
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En la web de phishing

Poner atencion adicional a:
= La URL
= Contenido
= Certificado

“ Fecha de creacion
Se puede probar a introducir datos invalidos y observar a ver que sucede
Contar con una solucion de seguridad
Revisar opiniones de terceros y servicios especializados

Si no se esta seguro, contactar con nuestro banco / proveedor de
medios de pago




Presentar denuncia en la Policia
Informar del caso a nuestro banco, adjuntando la denuncia

Hacerlo lo antes posible, para ver si aun se puede recuperar el
dinero

Los bancos valoran estas denuncias, ya que pueden informar a otros
usuarios de la estafa

No eliminar ninguna prueba de nuestro dispositivo y proporcionar
toda la Informacion posible a la Policia si:

Se ha compartido Informacién confidencial
Se ha producido un dafio econdmico

Se dispone de Informacion valiosa para iniciar una posible
investigacion
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Conclusion



Telekopye es responsable de una porcion importante de
los fraudes en mercados online

La preparacion de la estafa es rapida y sencilla
Los grupos de estafadores estan bien organizados
Los neandertales se estan adaptando y expandiendo

La major defensa es estar informado de estas estafas y
prepararse en consecuencia



Senior Malware Researcher & Manager Malware Analyst (APT) Malware Researcher



[2023-08-24] [2023-11-23]


https://www.welivesecurity.com/en/eset-research/telekopye-hunting-mammoths-using-telegram-bot/
https://www.welivesecurity.com/en/eset-research/telekopye-chamber-neanderthals-secrets/




Responsable de investigacion y concienciacion
ESET Espana

, @josepalbors

B, Mypublicinbox.com/JosepAlbors

es[:};

Digital Security
Progress. Protected.



