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Who am I?

Ruben Castillo

Ruben Castillo
Unit 42 Director for Southern Europe - Palo Alto Networks

20 years of experience in Cyber Security.
● MSIT - CMU

● BS - Electronic Engineering
● Security Certs
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Expertise in threat intel, incident response, proactive services and managed detection & response

A Global Team of 500+ Cybersecurity Experts

NAM EU

MEA

JAPAC

LATA
M

Responded to
some of the largest 
breaches in history

1,000+ Engagements 
per year

Partner with over 150 law 
firms and 70 insurance 

carriers

In-house extortion and 
ransomware negotiations 

team
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AI has become a 
force multiplier 
for threat actors

Identity has 
become the most 
reliable path to 
attacker success

Software supply 
chain risk has 
expanded beyond 
vulnerable code 
to the misuse of 
trusted 
connectivity

Nation-state 
actors are 
adapting stealth 
and persistence 
tactics to modern 
enterprise 
operating 
environments

1 2 3 4

Four major trends that will shape the threat 
landscape for 2026
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AI is Now Operational 

attack 
accelerator

Why this matters

● Automation increased attack speed and 
consistency

● Skill barriers are reduced for complex 
operations

● AI improved execution efficacy changing intent

Recommendation

Apply automation defensively to match 
attacker speed and efficiency.

AI is no longer a 
concept; it is an

TREND 1
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Unit 42 AI Harness High-Level Network Diagram

Restricted network zone

Unit 42 network

Google Cloud
Palo Alto Networks tenant

Claude Opus

Vertex AI

Kratos (AI 
Harness)

Unit 42 Laptop

TCP 22 (SSH)

Jump Host

TCP 443 
(HTTPS)

AI analysis, 
enriched context

PANW products telemetry
(when available)

External data sources (manual upload)
● Scans results
● Public source code
● Breach / Deep Dark web analysis
● Threat-intelligence data 

Cortex Xpanse Unit 42 TI 
feeds

Code Repos Scanner OSINT providers

Internal data sources
(coordinated data transfer)
● Source code, config dumps, etc.
● Logs
● Graph data (e.g. Bloodhound / Azurehound
● Binaries
● Internal network scan
● AI-assisted security review

Secure Tunnel

Outbound access required
UDP 41641
YDO 3478

TCP 443

SaaS
Apps

Internal 
Apps

Active 
directory

External Infra Scanner

Customer Environment (external)

Customer Environment (internal)
On-prem & Cloud

SaaS Config Web App Source Code

Attack Path Weaponization

OpenAI GPT
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Models and tools are maturing and published in open source

https://github.com/visa/visa-vulnerability-agentic-harness
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Risks with Secrets

Reference: https://trufflesecurity.com/blog/google-api-keys-werent-

secrets-but-then-gemini-changed-the-rules
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What are we seeing now

An Underground AI Economy Explained: https://x.com/HarshalsinghCN/status/2056626175959826692?s=20
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How they work?

https://github.com/QuantumNous/new-api
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Attacks Are Preventable, and Security is Solvable

of breaches were enabled by preventable gaps in visibility and inconsistently 
applied controls.

90%

Over

Why this matters

● Most incidents did not rely on novel or 
advanced exploits

● Existing controls were often deployed unevenly

● Gaps became more damaging as attack speed 
increased

Recommendation

Prioritize closing visibility and enforcement 
gaps before adding new tools.

14
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Visibility
Inconsistency creates the path of 

least resistance

Identity
Excessive trust leads 
to lateral movement

Complexity
Missing context delays detection

87% data across

multiple disconnected sources

Attackers Succeed Because of Three Critical Gaps

90% involved misconfigurations 

or security coverage gaps

89% saw identity play a material 

role in the attack success
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Complexity IdentityVisibility

From the previous case…. Attackers Succeed Because of Three 
Critical Gaps

● Need to monitor X number of 
environments in X number of 
dashboards.

● Test environment not integrated 
with corporate security.

● No centralized governance for 
extensions, packages, local 
LLMs, and non-binary tools.

● Missing Workload Identity 
Federation (WIF) for Ephemeral 
Access.

● Insufficient account limits risking 
resource overconsumption.
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New inbound

assignment_lateResourc

e Management

Good afternoon Ruben, and happy 
friday. We have a new inbound, we 
need your support.

© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Initial access
?

Investigation

Identified attack path and 
provided critical 

recommendations

Triage  and hunted  across the 
whole environment

Inbound
(March 2026)

High Number of 
Suspicious 

Transactions

Internal Control Bypass
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Application Architecture

Internet External 
Firewall

Internal 
Firewall

Web 
Servers

Databases

HSMs

Jump Servers

Critical Segment

Several Endpoints
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Findings

Web 
Servers

Database

HSMs

Critical Segment - Isolated

Capabilities

● Malicious Tool build using GraalVM
● Bypass Business Logic

○ Interact directly with databases 
and HSMs

● Anti forensics / security measures
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Timestomping

©2012 SANS – Created by Rob Lee and the SANS DFIR Faculty
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Timestomping

SANS DFIR Faculty ©2024 SANS Institute. All Rights Reserved
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Timestomping

SANS DFIR Faculty ©2024 SANS Institute. All Rights Reserved
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Timestomping

SANS DFIR Faculty 
©2024 SANS 
Institute. All Rights 
Reserved
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Persistence & Privilege Escalation

Service Identity

Service Name

Network Application Support

Binary: NetTrackSvc.exe

Masquerading as a Network Binary → in reality 
NSSM service wrapper.

Description Analysis

Legitimate Source: "Application Information"

"Facilitates the execution of interactive applications with additional administrative privileges. If this service is 
stopped, users will be unable to launch applications with the additional administrative privileges they may 
require to perform preferred user tasks"

Malicious Modification

"Facilitates the execution of interactive applications with additional network tracking configurations. If this 
service is stopped, users will be unable to launch applications with the additional administrative privileges they 
may require to perform preferred user tasks."

Detection Note: The attacker kept parts of the legitimate description, only altering the functional purpose to 
match their "Network System" masquerade.

Operational Goals

● Persistence: Established via a 
deceptive Windows Service.

● Privilege Escalation: Service execution 
typically grants SYSTEM-level access.

● Deception: Blends in with legitimate 
network management utilities.
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Initial Malicious Activities
(Early as March 2024)

Investigation

Identified attack path and 
provided critical 

recommendations

Triage and hunted  across the 
whole environment

Inbound
(March 2026)

High Number of 
Suspicious 

Transactions

Internal Control Bypass

Interaction with 
GraalVM Dev 
Framework
(March 2024)

Latest version of 
the tool (Jan 2025)
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Complexity IdentityVisibility

Attackers Succeed Because of Three Critical Gaps

● Critical application ecosystems 
relied on unhardened, End-of-Life 
operating systems cluttered with 
diagnostic utilities, providing a pre-
installed adversary toolkit.

● Network segmentation allowed 
connections from insecure zones. 

● Lack of behavioral rules to detect 
connections from unauthorized  
systems or processes.

● Access controls lacked regular 
lifecycle audits and continuous 
validation, allowing administrative 
accounts to operate without MFA or 
session recording.
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New inbound

assignment_lateResourc

e Management
Good morning Ruben! Welcome 
back from your PTO! New inbound, 
can you support it?
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Case File: The Dream Job

Industry
Telco

Region
EMEA

Threat Actor
APT

Type
Network Instrussion

Tactics

● Spear phishing

● Discovery

● Persistence

● Data Exfiltration
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#whoami

Toño Díaz
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Initial Access

Investigation

Identified attack path and 
provided critical 

recommendations

Forensic Image Analysis and …

Inbound
(Sept 2025)

Alert - Zerologon! 
CVE-2020-1472

(Sept 2025)

The Dream Job
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Browsing artifacts

Let’s check browsing. Tool Nirsoft 

Tools:

BrowsingHistoryView

SQLite

Tips:

Consider containment actions

PDQ downloaded.Typed URL! 
why?

Boeing?

Onlyoffice space?

PDF of a role description, 
personal Gmail, LinkedIn..
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Browsing artifacts

Let’s check browsing. Tool Nirsoft 

Tools:

BrowsingHistoryView

SQLite

Tips:

Consider containment actions

Gmail conversation: 
GordonCole New 

Candidate

First access to 
OnlyOffice 

storage

In the interview: Gordon confirmed 
he had a chat in LinkedIn with 

recruiter, allegedly from Boeing

CV
LinkedIn chat
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Browsing artifacts

What is in ths docspace?
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Browsing artifacts

We confirm that TA replicate actual Boeing recruiters 
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Legit Remote Access Tools

Artifacts:

MFT Parser

Registry

EVTx
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netutils.dll malware analysis

REM colleagues reach us, they have finished netutils.dll analysis:

1. Benign Executable: iisexpresstray.exe

● Legitimate "IIS Express System Tray" program, digitally signed by Microsoft.

● Found in paths like C:/Program Files/Microsoft/MDOP MBAM/iisexpress/ and

● C:/Users/gordon.cole/AppData/Local/Microsoft/InstallService/.

● Acts as the benign host for the malicious DLL, leveraging trust.

2. MINIBUS Backdoor: netutils.dll

● Malicious DLL identified as a MINIBIKE/MINIBUS backdoor by MRE team analysis.

● Found alongside iisexpresstray.exe (e.g., C:/Users/gordon.cole/AppData/Local/Microsoft/InstallService/netutils.dll).

● Provides full backdoor functionality: file exfiltration, command execution, system information collection, and persistence.

3. Search Order Hijacking (SOH)

● Key execution method: iisexpresstray.exe attempts to load a legitimate netutils.dll.

● Attackers exploit the DLL search order, causing the malicious netutils.dll to be loaded instead.

● This TTP is consistent with Screening Serpens' known methods for initial payload execution.

4. Fake Outlook Logon Page

● Post-exploitation action by the MINIBIKE backdoor.

● The backdoor is designed to "Prompt Outlook creds" (as per MRE team findings).

● This is a social engineering tactic to steal user credentials by presenting a fraudulent login interface.

● Stores result in C:\Users\Public\NTUSER2.dat. Created on 2025-09-19 11:55:58
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Agent Serpens

Agent Serpens is a suspected nation-state threat actor attributed to Iran. Active 
since 2013.

Tactics & Custom Tools

Sophisticated social engineering and adaptive 
tactics.

● Backdoors: SnailResin, SlugResin, 
Sponsor.

● Harvesting: GCollection, DWP.

Mobile & Open Source

Surveillance via PINEFLOWER Android malware.

Augments capabilities with open-source tools:

● Mimikatz, Chisel, Plink

● Abuses PowerShell (AnvilEcho, TAMECAT)
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Targeted Campaign
(Aug 2025)

Investigation

Identified attack path and 
provided critical 

recommendations

Forensic Image Analysis and …
Inbound

(Sept 2025)

Escalation Attempt 
Alert - Zerologon! 

CVE-2020-1472
(Sept 2025)

The Dream Job

Initial Compromise
PDQ as Rat

(Aug 2025+0)

Discovery
(Aug 2025+0)

+Persistence +Discovery 
+ Collection

Minibike + Manage 
Engine

(Aug 2025+24)
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Complexity IdentityVisibility

Attackers Succeed Because of Three Critical Gaps

● Lack of application allowlisting 
allowed unapproved remote 
management utilities to execute.

● Lack of alerts due to the lack of 
application allowlisting. 

● Therefore, SOC did not have 
visibility to identify remote access 
tools being deployed creating a 
24-day dwell time. 

● Administrative identities lacked 
behavioral baselines or continuous 
step-up authentication, enabling 
compromised accounts to silently 
execute deep system 
reconnaissance and high-privilege 
registry dumps. 



¡MUCHAS GRACIAS!
ESKERRIK ASKO!

Insiders ?
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