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Hidden pathways?
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Targeted, persistent, Exploiting a specific
state-sponsored. Advanced Simple exploits, mass vulnerability.
techniques & exfiitration. scanning. Broad sweep, fast impact.

Automated tools, low skill. {
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Ruben Castillo

Unit 42 Director for Southern Europe - Palo Alto Networks

20 years of experience in Cyber Security.
e MSIT-CMU
e BS - Electronic Engineering
e Security Certs

'w Running Cycling Famil o Location e Cybersecurity
Exploring new cities on Mountain Biking 5 Kidg+ 2 Doas Defending our Digital Passion for
foot enthusiast J World from Asturias defense
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A Global Team of 500+ Cybersecurity Experts

Expertise in threat intel, incident response, proactive services and managed detection & response

%»

Responded to Partner with over 150 law In-house extortion and
1,000+ Engagements : : g
some of the largest firms and 70 insurance ransomware negotiations
= per year :
breaches in history carriers team
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Four major trends that will shape the threat
landscape for 2026

Al has become a
force multiplier
for threat actors

- 00O
oo
O O

Identity has
become the most
reliable pathto

attacker success

“Software supply

chain risk has

“expanded beyond

vulnerable code

-to the misuse of -

trusted

-connectivity -

| '_‘f_'_'.‘::-

- Nation-state

actors are

- adapting stealth

and persistence

- tactics to modern

enterprise

. operating

environments

. .

© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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TREND 1
Al is Now Operational

.. . . . . . . . Whythis matters

oogoo e Automation increased attack speed and
e _consistency
Al is no longer a e Skill barriers are reduced for complex

concept; it is an ~operations.

attack
accelerator

e Al improved execution efficacy changing intent

Recommendation

N

© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Unit 42 Al Harness High-Level Network Diagram

* @

Claude Opus OpenAl GPT

Unit 42 network

4 ¢ I
Google Cloud Internal data sources
Palo Alto Networks tenant . (coordinated data transfer)
HRH e Source code, config dumps, etc.
Al analysis, N Logs
enriched context Graph data (e.g. Bloodhound / Azurehound
Vertex Al Binaries

Internal network scan
Al-assisted security review

Restricted network zone T

Outbound access required

: N : UDP 41641 Customer Environment (internal)
we (@) (B) (&) el | On-prem & Cloud
S (SSH) Saas Conf\g Web App Source Code Secure Tunnel . ........ - ........... e g
- > 1y @ g m— > E | : Active i ¢ Internal :: SaaS
= :;’D % Al === T ) : directory :: Apps S i Apps
; MackPalh  Weaporiwation g EUTUTRTR L UTURO e :
Unit 42 Laptop Jump Host : :
e e e eeeaeaeea e / External data sources (manua| up|0ad)
4 ) e Scans results
* Public source code Customer Environment (external)
e Breach / Deep Dark web analysis
e Threat-intelligence data
PANW products telemetry e A ~N
(when available) :
| @ N 4 Q @
O CORTEX :
4 PRISMA : Cortex Xpanse Unit 42 TI Code Repos Scanner OSINT providers External Infra Scanner

O sTRATA : feeds
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Models and tools are maturing and published in open source

Visa Al Cybersecurity Remediation Agents
Agent Orchestration

Remediate _ Submit for , Testand
and Validate Validation Deploy

Cybersecurity Orchestration Agent

Context-Aware Visa Vulnerability Agentic Harness

SKILLS SKILLS SKILLS SKILLS SKILLS

S al O W

Discovery Deep-Dive & Synthesis, Cyber Agent Cyber Agent
Intent-Aware & Modeling Verification Chaining & Validates Closes
Threat (51-S3) (5S4 -56) Reporting Fixes Findings
Framework (57-59)

7R\ Offensive
\J Cyber Agent

https://github.com/visa/visa-vulnerability-agentic-harness
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5| () Policy 23 trufflesecurity.com/blog/google-api-... & ¢ @ ¢ O > @

Risks with Secrets

THE DIG

Google API Keys Weren't Secrets. But
then Gemini Changed the Rules.

JOE LEON
FEBRUARY 25, 2026

tl;dr Google spent over a decade telling developers that Google API keys (like
S no longer true:
your pri canned millions
d found nearly 3,000 Google API keys,
Google Maps, t

S
were never intended for it a valid key, an attacker c

cached data, and charge LLM-usage to your account. Even

had old public API keys, which they thought were non-sensitive, tha

to access Google’s internal Gemini.

Simpler times
Hot Girl S

remember

Reference: https://trufflesecurity.com/blog/google-api-keys-werent-
secrets-but-then-gemini-changed-the-rules “please don‘t notice me”

The same key today ca

int

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX 11



What are we seeing now
[ ——

Documentation  About

®0 u w- D

Ruben Castillo

An Underground Al Economy Explained: https://x.com/HarshalsinghCN/status/2056626175959826692?s=20

EUSKALHACK SECURITY CONGRESS IX

Filter Reset
Provider
All vendors. Anthropic + Google
s Q. Fuzzy search model name W Copy Top Upprice @ Ratic M
& Openal @ M
Fay as you go Pay as you go Pay =5 you go
Available token groups
All groups AWS Claude Plat... Gemini-8 @ gpt-5.5 & [ @ gpt-image-1 =} @ gpt-image-1.5
Input Price §1.5000 7 1M Tokans Input Price £22.5000 1M Tokenz Input Price $2.4000 1M Tokens
S - Completion Price 390000 7 18 Tokens Completion Price $45.0000 7 1M Tokens Completion Price $2.6000 / 1M Takens
ba 3 ai coden Input Cache Read Price S001500 7 1M Tokens mmmpm35§m;1MTm Inpul Cache Read Price S0G0007 1M Tokens
Imisge Input Price $45.0000 / 1M Tokens
dafault gemini-flash kiro
Pay as you go Pay as you go Pty a5 you gor
veo vartax
. @ gpt-image-2 o [ @ gpt-image-2-¢ @ * claude-3-5-haiku-20241022
Billing type Input Price §1.5000 / M Tokens Wiadel price $0.050 / request Input Price $0.3200/ TM Tokens
Completion Price $3.0000 / 1M Takens Completion Frice $15000 ¢ 18 Takens
All types Pay a1 you go Pay par requast Input Cache Rrad Price $0.6000 / 1M Tokens It Cackie Read Price $0.0320 7 1M Tokene
Image Input Price 24000 £ 1M Tokens Input Cache Creation Price SO4000 £ TM Tokens
Label
Pay as yau ga Fay per request Pary a5 you go
All tags
* claude-3-5-sonnet-20240620 B [ * claude-3-5-sonnet-20241022 -
Endpoint type rpaat Price §1.2000/ 1M Tokens Input Price §1.2000 ¢ T Tokers
Completion Price $6.0000 ¢ M Takens Completion Price S6.0000 / 1M Tokens
"wm w ﬂﬂTl_lI- Input Cache Read Price $0.1200 / 1M Tokens Input Cache Read Price 80,1200 7 1M Tokens
Input Cache Creation Price $1.5000 1M Takens Input Cache Creation Price §1.5000 7 1M Tokens
image-g pena
Pay ax you go Pay 2= you go
1 2 3 4 5 G 7T »  ltems perpage: 20 v
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How_they work?

(J Policy 235 github.com/QuantumMous/new-api

[0 README & Code of conduct 5[5 AGPL-3.0license I3 Security

New API

@ Next-Generation LLM Gateway and Al Asset Management System

EI{AARS | 228ERSZ | English | Francais | BAE

release m docker dockerHub go repnrtn

1 Repository Of The Day

Quick Start = Key Features = Deployment - Documentation = Help

B Project Description

[ Important

This project is intended solely for lawful and authorized Al APl gateway, organization-level authentication,
multi-model management, usage analytics, cost accounting, and private deployment scenarios.

Users must lawfully obtain upstream API keys, accounts, model services, and interface permissions, and mus
comply with upstream terms of service and applicable laws and regulations.

Users should ensure their use complies with upstream terms of service and applicable laws and regulations.

When providing generative Al services to the public, users should comply with applicable regulatory
requirements and fulfill all filing, licensing, content safety, real-name verification, log retention, tax, and
upstream authorization obligations required by their jurisdiction.

https://github.com/QuantumNous/new-api

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX



Over
Attacks Are Preventable, and Security is Solvable

of breaches were enabled by preventable gaps in V|S|b|I|ty and |ncon3|stently

applied controls. Why SRS

e Most incidents did not rely on novel or
advanced exploits

O . . _ _ _ _ e Existing controls were often deployed unevenly
9 O /O e Gaps became more damaging as attack speed
increased

o ..... - - 5 o F . . F
[ -
Recommendation

Ruben Castillo ' ' ' ' " EUSKALHACK SECURITY CONGRESS IX ' ' ' ' ‘ ' ' 14



Attackers Succeed Because of Three Critical Gaps

Missing context delays detection

Inconsistency creates the path of Excessive trust leads
least resistance to lateral movement
data across . . . . _ . .
_ _ involved misconfigurations saw identity play a material
e =disolrces or security coverage gaps - role in the attack success

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX 15



From the previous case.... Attackers Succeed Because of Three
Critical Gaps

e Test environment not integrated e Need to monitor X number of e Missing Workload Identity
with corporate security. - : environments in X number of Federation (WIF) for Ephemeral
e No centralized governance for dashboards. Access.
extensions, packages, local e Insufficient account limits risking
LLMs, and non-binary tools. resource overconsumption.

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX 16



New inbound

y

4l

assignment_lateResourc
e Management
Good afternoon Ruben, and happy

friday. We have a new inbound, we
need your support.




Internal Control Bypass

Initial access High Number of
? Suspicious
Transactions

Identified attack path and . Triage and hunted across the
provided critical whole environment

i In n 0
recommendations bound

(March 2026)

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX



Evidence Analyzed

*

.
— ™ * Network
@D traffic

LA

o @& Tri dat
"55 + Triage data

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX

Ja- [:J_—: « Web Application @'
—£ Traffic Gt
i « Database P _l
- %‘> extractions . '
aoo A :ﬁ+‘°

&,

« Forensic Images
."/ 5

*» Reverse .
Engineering

* Threat hunting
the whole
environment
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Application Architecture

_+___

" Internet ' External
Firewall

Ruben Castillo

[

Jump Servers

l | | | | | | | | | | | | | | | | | | "

Firewall

Web
Servers

r— — -

EUSKALHACK SECURITY CONGRESS IX

Databases |

Critical Segment
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Findings

f Capabilities
e Malicious Tool build using GraalVM
e Bypass Business Logic
o Interact directly with databases
and HSMs
e Anti forensics / security measures

Ruben Castillo

Servers

EUSKALHACK SECURITY CONGRESS IX

Database

Critical Segment - Isolated

21



Timestomping

Alters file timestamps to deceive forensic analysis
and bypass detection.

Encryption
Used to protect malicious payloads and obfuscate
command and control traffic.

Masquerading

Matches legitimate file names or locations to blend
into system directories.

System Process Manipulation

Creates or modifies Windows Services to ensure
persistence and higher privileges.

Ruben Castillo

Full path

\System32\gs-

\Windows

\Windows

Windows

\Wind

Windoy

\Wind

\Windows

Windo

dystemsZ\g

\Windows\S

LA « :
\Windows\Sy

EUSKALHACK SECURITY CONGRESS IX

Created v
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44:00.001
:31:16.
10:49.555

19:20:
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Timestomping

Windows Time Rules

SSTDINFO

SANS

v i> File

" > Creation

/\ - =
= = == = = | | =
= [} = I=A 3

Metadata - Metadata - - - Metadata -
Changed Changed

Digital Forensics
and Incident Response

P O S T E R

FALL 2012 - 22ND EDITION

http://computer-forensics.sans.org

©2012 SANS - Created by Rob Lee and the SANS DFIR Faculty

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX



Windows Time Rules
$Standard_Information Win10 v1903 ==

File File File File File Local Volume Volume File
Creation Access Modification = Rename Copy File Move File Move File Move Deletion
(new pie) (move via (L)) (cut/paste (shift+aeiete)
via Expiorer)
Modined - Modined - - = [~ Modined - |
Time of Flle Time of Data e Inberited ezl Inberited Inherited el
Creation Modincation Change Trom nge from Trom Original | nge
ACcess - ACcess - ACcess - Access - ACcess - ACCess -
Time of Time of Access Time of Data .:“;:;. Time of ::'T. Time of Flie Time of .:‘ﬁ::;
Flle Creation £+ Modincation Flle Copy Move via CLI Cut/Paste
Metadata - Metadata - Metadata - Metadata - Metadata - Metadata - Metadata - [r—
Time of Time of Data Time of Time of Time of Local Inherttad Inherited No Cha
Flie Creation Bl Modmcation Flile Rename I8 Flle Copy Flie Move - | from Original Trom Original | g

Creation -
Time of
Flie Creation

Creation
Time of
Flle Copy

Creation -
Time of Flile
Move via CLI

Creation -
No Change

Windows Forensic Analysis
POSTER

File
Creation

File
Access

Local
File Move

- - ’ Modined - Modined - = =
Master Windows Forensics — You Can’t Protect the Unknown PTGl [ | vooune | BEEEE || wome | | [ mmemes | | il | | mectea
Creation Modincation from Original from Original
ACcess - Access - ACcess - ACcess - Access - Access -
Time of nm‘;zﬁ:&ss Time of Data nmo of Time of Time of Local Time of File
d . - l f - Flie Creation Moamcation® Flle Copy Flie Move Move via CLI
igital-forensics.sans.org 1 sl 1 e
Time of No Change Time of Data Time of _ Time of Local Time of Fie
Flle Creation Modmcation Flle Rename Original Flie Move Move via CLI
A ('T‘I’:“:':r' Creation - Creation - Creation - c"‘:::";‘r Creation - T(l:::::;‘“'e
DFFSORSOR_ATL0P-4 Flie Creation Wo Change Mo Change s O Flle Copy s o Move via CLI from Origind
ross g (¥) @SANSForensics (@) dfirto/DFIRCast (&) dfirto/Linkedin '

SANS DFIR Faculty ©2024 SANS Institute. All Rights Reserved

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX 24



Timestomping

1Windows timestamp updates are notoriously dependent on the operating system version and a very specific combination of actions. These charts illustrate the differences between Windows 10 v1903 and Windows 11 v22H2. Use these rule
as heuristics indicating common actions, but always perform testing of specific actions on specific OS versions when working with critical evidence. Reference https://www.khyrenz.com/blog/windows-11-time-rules/ for additional context.

2 Access times in Windows 11 should be considered approximate as they were sometimes noted to differ by up to a few seconds from the actual time of activity.

SANS DFIR Faculty ©2024 SANS Institute. All Rights Reserved

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX 25



SANS DFIR Faculty
©2024 SANS
Institute. All Rights
Reserved

Ruben Castillo

File
Creation

Modified -
Time of File
Creation

Access -
Time of
File Creation

Metadata —
Time of
File Creation

Creation -
Time of
File Creation

File
Creation

Modified -
Time of File
Creation

Access -
Time of

File Creation

Metadata —
Time of
File Creation

Creation -
Time of
File Creation

$Standard_Information Win10 v1903 _%

File File File File Local Volume Volume File
Access Modification Rename Copy File Move File Move File Move Deletion
(new file) (move via CLI) (cut/paste (shift+delete)
via Explorer)
5 Modified - 5 Modified - . Modified - Modified - .
::g:i:: ; Time of Data ::gf;: ; Inherited ::g:ﬁ:nd ; Inherited Inherited #3'2::: ;
g Modification g from Original g from Original from Original g
Access - Access — Access - Access - Access —
Time of ﬁ_\}crclgss Time of Data N?Eﬁ:z ge Time of N?Eﬁ:i ge Time of File Time of NAOCEE:":] ge
L .fmu,i:je,'_;ﬁém Meodification File Copy Move via CLI Cut/Paste
Metadata - Metadata - Metadata - Metadata - Metadata - Metadata -
I:Et::::age Time of Data Time of Time of Time of Local Inherited Inherited ﬁﬁtz:::.age
Modification File Rename File Copy File Move from Original from Original
Creation - Creation - Creation — CrT?amt;u;f— Creation - T?::tc;?:il_e c;m‘:.:e‘": Creation -
No Change No Change No Change File Copy No Change Move via CLI from Original No Change

File
Access

Modified —
No Change

_ Access -
Time of Access

Metadata -
No Change

File

Modification

Modified -
Time of Data
Modification

Access -
Time of Data

Modification®

Metadata -
Time of Data
Modification

File

File

Local

Volume

Volume

File

Rename Copy File Move File Move File Move Deletion
(new file) (move via CLI) (cut/paste (shift+delete)
via Explorer)

. Modified - . Modified - Modified - -
Modified - Modified - Modified -
Inherited Inherited Inherited
No Change from Original No Change from Original from Original No Change

Access —
Time of
Rename?

Metadata -
Time of
File Rename

Creation -
No Change

Creation -
No Change

Creation -
No Change

Access -
Time of
File Copy

Metadata -
Inherited from
Original

Creation -
Time of
File Copy

EUSKALHACK SECURITY CONGRESS IX

Access —
Time of Local
File Move

Metadata -
Time of Local
File Move

Creation -
No Change

Access -
Time of File
Move via CLI

Metadata -
Time of File
Move via CLI

Creation -
Time of File
Move via CLI

Access —
Time of
Cut/Paste

Metadata -
Time of
Cut/Paste

Creation -
Inherited
from Original

Access -
No Change

Metadata -
No Change

Creation -
No Change
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Persistence & Privilege Escalation

A

Service ldentity

Service Name
Network Application Support

Binary: NetTrackSvc.exe

Masquerading as a Network Binary — in reality
NSSM service wrapper.

Y

Operational Goals

e Persistence: Established via a
deceptive Windows Service.

e Privilege Escalation: Service execution
typically grants SYSTEM-level access.

e Deception: Blends in with legitimate
network management utilities.

Ruben Castillo

Description Analysis

Legitimate Source: "Application Information"

"Facilitates the execution of interactive applications with additional administrative privileges. If this service is
stopped, users will be unable to launch applications with the additional administrative privileges they may
require to perform preferred user tasks"

Malicious Modification

"Facilitates the execution of interactive applications with additional network tracking configurations. If this
service is stopped, users will be unable to launch applications with the additional administrative privileges they
may require to perform preferred user tasks."

Detection Note: The attacker kept parts of the legitimate description, only altering the functional purpose to
match their "Network System" masquerade.

EUSKALHACK SECURITY CONGRESS IX 27



Internal Control Bypass

Interaction with : _ Latest version of . _ : _ I
. . - GraalVM Dev the tool (Jan 2025) .
Initial Malicious Activities Framework High Number of

(Early as March 2024) (March 2024) Suspicious

Transactions

Identified attack path and . Triage and hunted across the
provided critical whole environment

i In n 0
recommendations bound

(March )

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX



Ruben Castillo

DFIR

DIGITAL FORENSICS

digital-forensics.sans.org

2500

Posioe cuaod haaks sy support amd conrbuons of th
‘SIS DR Facaity ©2004 SANS| All aghs Resarved

@ (@SANSForensics @ dfirto/ DFIRCast

Evidence of...

Application Execution

Shimcache

Bwrlpﬂnn
Database (5 used by Windows
p:u:w:n;.u-n th exEcLLaDIe:
Location
A eniScaabnge iy
WIn? - ST e emolSatContd Sezicn Masogaidg cmpattachs

Task Bar Feature Usage

Description
ask B Feature Usage racks o a user s inferacted wilh e askbar.
Location
wn B NS T e S ———
Interpretation

racks GUA ap

Amcache.hve

Mrlmion
nstaled sppScaons progtans o o present
e, moie ARGt sets s arctapar b e
S R To e ies 3 G (AL 1
Location
U Mmbourpplompet Programs v v
Intarpretation
try hive, wilh multple su-key
pmpilation Hme, and publishes

3 ames

- Amcache m
Fesencs an he syt kot 0 prve

Jump Lists
Description

Windows 10 Timeline

Dpescription
o
astaase
muﬂun
ole gl Conmcidrvkr Pt B-cttesscha &
Imnrpmlaﬂun

n
cpenad within 2pplication
itea

flable in

Location
eSSttt B St
STTO sl Srdcs e S ttng 5T,
Interpretation
Frouites Lt patn

System Resource Usage Monitor
(SRUm)

Description

Interpretation

Three tables in SRU

onnectivily Usage:

Prefetch

pescription
etch cxmance of 2
or ommoniy Used SpRLCRIONS 1 oD
T tion
R i)
e 178 s a0 a7
1D 103024 Bles on Wngs

INCIDENT RESPONSE

Windows Forensic Ana
POSTER

Master Windows Forensics — You Can’t Protect the Unknown

lysis

(@) dfito/Linkedin

ANS Windows Artifact Analysis:

Windows-

Time FIuIes*

$standard_Information Win10 v1903 | ..

File File File File File Local Volume Volume File
Creation Access Modification Rename Copy File Move File Move File Move Deletion
(move via 1) (shitsdelete)
Modited — Modined -
Wo Change No Change
Access - [r—
No Change o Change:
MEtaIta =
Tim
EA =
Creat
Creation- creation-
Fie Creation

—
Fae reation

Creat]
Tim
Fite Creation

e

were ori created by SANS Digital Forensics and Incident Response faculty for

the SANS course FORS00: Windows Forensic Analysis. The categories map specific artifacts to the analysis questions
they can help to answer. Use this pnsur as a chaatsheettn remember and discover important Windows operating

system artifacts

toi

other common cybercrimes.

pescription

- NTUSER. DAT Soltwars oo cltiMindvers Camvaiar s Explorar  omillg 32 dpanS avalR-
WTUSEL DS v Mo o s L2
OpmSerPHHI

Interpretation
Toe = ke s

ocation
NIUSER DT Sefar Mool vt Exphae el
nterpretation
- RECENtDOCs -
e

ning with Wiord 2013, the Last knerw position of the user within a
Word gocumestt. ed

Location

WTUSER ot a0t barson: Wb Locues
merprqnlnn

Another sours

T Lt et s pasition within the

me
RETE Wit the (351 OpEnad datE i1 the OMCe Flle MAU
e oetemmined

i user and the directory location
e .qplh:s\nn

> NTUSER DS s el e o sl Koy 12 Lash a1

tracking fles and

Location
LISERPROLExdcnt
LUSERPHORLE gglsta Baambg Weoon Mo st
LISERPROFIFUbgplnt Bramig et Bucre

80 Voo phame s WD 4104 N
e Directony)
ln(erprelallnn
milar t0 the Recent Flles reglsiry ey, his Backs the last hles o
i 13 ication

~unise +,full path iformatian I5
Song w5 ach entry

ol Mozl Wb Shal g
mmma;.u-gsn_.-mmulq-u
sl 0

TISER B

- NTSER DA
Interpretation
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insider threats, fraud, employee misuse, and

‘Description

Location
ISERPOFLES ot deaing Mt Wisdweslcarehcrsacestmatioes
ISEAPOFLES dpplats damtng sl Mo bocare Catom Dceances
Interpretation

Description
[ etasons;

interpretation
Can ety document

o e Usar when ey 3
=

user.
e pore applcatn
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Internal Control Bypass

2024

Ruben Castillo

Identified attack path and
provided critical
recommendations

Description
Shell bags identifies which folders were accessed on the local machine, via

the network, and on removable devices, per user. It also shows evidence of
previously existing folders still present after deletion/overwrite.

Location

Primary Data:

- USRCLASS.DAT\Local Settings\Software\Microsoft\Windows\Shell\Bags

- USRCLASS.DAT\Local Settings\Software\Microsoft\Windows\Shell\BagMRU
Residual Desktop Items and Network Shares:

- NTUSER.DAT\Software\Microsoft\Windows\Shell\BagMRU

+ NTUSER.DAT\Software\Microsoft\Windows\Shell\Bags

Interpretation
- Massive collection of data on folders accessed by each user

- Folder file system timestamps are archived in addition to first and last
Interaction times

- “Exotic” items recorded like mobile device info, control panel access, and
Zip archive access

EUSKALHACK SECURITY CONGRESS IX
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Description

Windows Jump Lists allow user access to frequently or recently used items
quickly via the task bar. First introduced in Windows 7, they can identify
applications in use and a wealth of metadata about items accessed via
those applications.

Description

Tracks applications in use by the user and the directory location for the
last file accessed by the application.

Location
- XP: NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\LastVisitedMRU

- Win7+: NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\
LastVisitedPidIMRU

Interpretation -

We get two important pieces of information from this key: applications
executed by the user and the last place in the file system that those
applications interacted with. Interesting and hidden directories are often
identified via this registry key.

Location
« %USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations
+ %USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations

Interpretation

- Each jump list file is named according to an application identifier (ApplD).
List of Jump List IDs -> https:/ /dfirto/EZJumplList

- Each Jump List contains a collection of items interacted with (up to ~2000
items per application)

- Each entry is represented as a LNK shell item providing additional data
- Target Timestamps
- File Size
- Local Drive | Removable Media | Network Share Info
- Entries kept in MRU order including a timestamp for each item

Description
Shortcut files are automatically created by Windows, tracking files and

folders opened by a user. W. d T n I
Location INCGQOWS ime udies

- XP: %USERPROFILE%\Recent

- Win7+: %USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\ s B T D I N F o

- Win7+: %USERPROFILE%\AppData\Roaming\Microsoft\Office\Recent\

Note these are primary locations of LNK files. They can also be found in File Local Volume File File File File
other locations. (op, Access i

Interpretation Modifeed — Modifred

- Date/Time file of that name was first opened No Change No Change

- Creation Date of Shortcut (LNK) File
- Date/Time file of that name was last opened
- Last Modification Date of Shortcut (LNK) File
- LNK Target File (Internal LNK File Information) Data:
- Modified, Access, and Creation times of the target file

- Volume Information (Name, Type, Serial Number)
- Network Share information

- Original Location

- Name of System
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Attackers Succeed Because of Three Critical Gaps

e Lack of behavioral rules to detect e Critical application ecosystems e Access controls lacked regular
connections from unauthorized - relied on unhardened, End-of-Life lifecycle audits and continuous
systems or processes. operating systems cluttered with validation, allowing administrative

diagnostic utilities, providing a pre- accounts to operate without MFA or
installed adversary toolkit. session recording.

e Network segmentation allowed
connections from insecure zones.
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E—

Automated Exploitation Lifecycle: Agentic Al as Developer

Vul ili
CO-OPTED AGENTIC Al ity S
ORCHESTRATION Analyzes target system

architectures and potential OUTPUT: Custom
weaknesses. Malware Package

Custom Code
Generation
Compiles obfuscated

exploits and target-specific
payloads.

Evasion &
Persistence Tuning
INPUT: Optimizes malware for OUTPUT:
Objectives & Context invisible dwell and logic Custom Malware Package
TA specifies target control bypass. Polymorphic software
constraints, desired ready for deployment
access levels, and with embedded
specific control points persistence and logic
for logic bypass capabilities.
manipulation.

© 2026 Palo Alto Networks, Inc.
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New inbound

Ruben Castillo

assignment_lateResourc

e Management
Good morning Ruben! Welcome

back from your PTO! New inbound,
can you support it?
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Case File: The Dream Job

Industry
Telco

Region
EMEA

Threat Actor
APT

Type
Network Instrussion

Tactics
e  Spear phishing
e Discovery
e Persistence
o Data Exfiltration

Ruben Castillo

EUSKALHACK SECURITY CONGRESS IX
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#whoami

Ruben Castillo EUSKALHACK SECURITY CONGRESS IX



The Dream Job

Initial Access Alert - Zerologon!
CVE-2020-1472
(Sept 2025)

Identified attack path and . Forensic Image Analysis and ...
provided critical

i In n 0
recommendations bound

(Sept 2025)
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Browsing artifacts
=gy Prepare Law::' ' Browsin ersistence
= } Let’s check browsing. Tool Nirsoft - ' o

@ Scoping Call
'

[~ .
LEQ Acquire

N PDQ downloaded.Typed URL!
/O . Onlyoffice space? why?

@d Iterate G\a .
Contain / & Refine] 5 4 BrowsingHistoryView
Eradicate '
\ K VARl File Edit View Options Help
\‘ » r;:\o

HXEOFE882-9

‘ Visit Time URL
8/25/2025 1253:42 PM L zhttps://mail
@ Recovery ttos//m

5125345 PM
;‘—/

Inbox (36) - gordon.cole

Gordon

Cole NewCand

B Oe i n g ? 'bO(JHmMMWxLMNWGN

25408 PM

googl Vi snlyoffice com/s/IWkGN

ONLYOFFICE

25408 PM Jocspace-T e com/rooms/share?key = YWgzSkorMWIIMHFIcFpS ONLYOFFICE ps//docspace nlyoffice com
Eb f:spsgg{eamed 2:54:08 PM /docspace-r e .com/s/IWKGNGrOwWHF TP ONLYOFFICE https//www.google com/url?q = http
2 5409 PM 1398 searchArea= 38key = YWgrSkorMWIIME Boeing - ONLYOFHICE 1 tps//docspace lyoffice T
12:55:04 PM 2 onlyoffice.c ditor?fileld= 228754 Q&share= YV korMWIJIMHFicFp VXQ258 boeing_volunteer_form pdf - ONLYOFFICE 2
25719 PM 2.onlyotfice edi S4gishare=YV korMWIIMHFIcF XQ258 boeing volunteer form pdf - ONLYOFFICE
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154 PM PDQ: Software Deployment & Inventory M. one ype R
354 PM PDQ: So Deployment & Inventory one http//pdq ype R
3:54 PM PDQ: S¢ ployment & inventory Mar tps //pdq com yped UR
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om/hp, Linkedlr 10 Auto Book
i’%"m //www linkedin com/feed/ —= — = ttps// www un
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Tools:

BrowsingHistoryView

SQLit . g
" PDF of a role description,

S personal Gmail, LinkedIn..

Consider containment actions
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Browsing artifacts
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BrowsingHistoryView
SQLite

In the interview: Gordon confirmed
he had a chat in LinkedIn with

OnlyOffice

Tips: storage

recruiter, allegedly from Boeing

Consider containment actiori
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E‘o Prepare
'

@ Scoping Call
'

[~ .
Gq Acquire )

N

@‘, Iterate
Contain / &Refine
Eradicate \

=0 Report/

Y Lessons Learned

Ruben Castillo

Browsing artifacts

What is in ths docspace?

= Boeing - ONLYOFFICE

&«

C

%~ ONLYOFFICE DocSpace  Boeing

Hiring Portal

System Administrator_Boeing (PRV roles)

= Boeing - ONLYOFFICE x

(c)
Recruitment Specialist

.onlyoffice.com

9: System Administrator_Boeing (1 X +

08 onlyoffice.com,

System Administrator_Boeing (PRV roles).pdf

Supply Chain Manager

E

'ersistence

| C— 1
Y risccinihe ffrosins  persisrence

ﬂ Hiring Portal.zip
This file contains a virus or malware

Show all downloads

boeing_volunteer_form

Senior Data Management Technical |

EX Data Analyst

System
Administrator

Job Description

At Boeing, we innovate and collaborate to make the world a better place. We’re committed to fostering an environment
for every teammate that's welcoming, respectful and inclusive, with great opportunity for professional growth. Find your

future with us.

@EHEIA’G
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Browsing artifacts -
M‘o-c:::r‘nt ' e.rsis*\-ence

E‘o Prepare . . . .
} We confirm that TA replicate actual Boeing recruiters
@ Scoping Call
|
Lé-d Acquire

@_a&rffmﬂ

@/’ O )

Iterat & / o~ r ~ e

sieing i YOUR RECRUITMENT CONTACTS AT BOEING GERMANY
Eradicate K Ay

| =

=% Report/
ﬁl@ Lessons Learned

_ —‘ e b - ey
i e R . MG At R o
-. el
RS - wan b,
Talent AcqueRion Specialist ' - T
- o
- pa— i . ot sopans
S
_ o i, B gl el vt ipeial i
rdinator T Ll ] . - - - =
" ol st v

Atividades

Recruftmant Coo

-J‘ o

. R -
Ha o uroes. Specialis SRS

=
Eouthkook ¢ o

Boeing i an equal apportunity emploper. All applicants are condidered squally.
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Legit Remote Access Tools

E‘o Prepare
'

@ Scoping Call
‘ licy 2% connectpdg.com,

[} o
& =Q Acquire

— 4
\ m PDQ Connect v  Resources v

O r™
o P

u @ Iterate S Documentation

Contain / &Refine] R

i Documentation
Coiih K Getting Started > @

V.
PDQ Connect Overview v .

) Introduction to PDQ Connect

@ Recovery ; Introduction to PDQ Connect PDQ Connect is a web-based device management product. System Administrators use PDQ Connect to

‘ PDQ Product Comparison remotely manage the devices in their organization. Sysadmins perform actions like scanning devices for
device information, organizing devices, updating software, or running scripts on devices - all remotely

EB Report / Network Requirements
G Lessons Leared through the internet.
System Requirements
- . manageengine.com
Antivirus Exceptions To get started, Sysadmins install the proprietary PDQ Connect agent o
PDQ Connect Security devices. Sysadmins then log into the PDQ Connect web console to vie& Enanoint Central Features » Solutions ~ Demo Resources + GetQuote Support Customers
deployments, create deployment schedules, and deploy applications a H :
PDQ Connect for Macos - ployments, pioy J Pioy app All-in-one endpoint platform

Supported Mac Features Everything in IT converges into an endpoint. And behind every endpoint, there's an end user or a technician.

Common use cases for PDQ Connect are activities like updating softw.
schedules for updating software at set intervals.

Endpoint Central brings your devices, apps, data personnel together in one place, enabling you to secure

Role-Based Access Contro
. your digital workplace and manage your workforce across the globe.
Ul Terminology

L .
PDQ Priority Support PDQ Connect Basic Elements
Manage Empower Secure
PDQ Connect Agent > .
Inventory > There are three basic elements for how PDQ Connect functions = Devi Everythlng Everyone Everywhere
— 5 Administrators can view information about each computer that has the
use or create custom packages to update devices. Finally, Deploymen [ns] 0 & & @
Tools > devices on a scheduled basis or immediately. Laptops Mobiles IT team End users Home Office
Artifacts: Bt Tanano : o = é = ) 2
Desktops Servers SecOps C-suite Hybrid Frontline
MFT Parser
Registry
EVTx
i
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netutils.dll malware analysis

Name

REM colleagues reach us, they have finished netutils.dll analysis: Digital Signature Details 7 X

lisexpresstray.exe

netutils.dll General Advanced

Digital Signature Information
This digital signature is OK.

1. Benign Executable: iisexpresstray.exe

li Signer information

° Legitimate "lIS Express System Tray" program, digitally signed by Microsoft. Name: Microsoft Corporation
° Found in paths like C:/Program Files/Microsoft/MDOP MBAM/iisexpress/ and E-mail: Not available
° C:/Users/gordon.cole/AppData/Local/Microsoft/InstallService/. e e o
e  Acts as the benign host for the malicious DLL, leveraging trust. netutils.dll Properties
B General Security Delails  Pravious Versions [
2. MINIBUS Backdoor: netutils.dll Property Value

Description

File descripticn  Met Win32 AP| Helpers DLL
° Malicious DLL identified as a MINIBIKE/MINIBUS backdoor by MRE team analysis. Type Application extension

. . . . . Fil 10.0.26100.1
e  Found alongside iisexpresstray.exe (e.g., C:/Users/gordon.cole/AppData/Local/Microsoft/InstallService/netutils.dll). roduct nome  Mictosoft® Windows® Operating System

° Provides full backdoor functionality: file exfiltration, command execution, system information collection, and persistence Product version 10.0.26100.1

Copyright & Micresoft Corporation. All rights reserved.
Size 1.84 MB
an - Date modified  9/4/2025 7:59 AM
3' SearCh Order H'laCkmg (SOH) Language English (United States)

Onginal filename NETUTILS.DLL

° Key execution method: iisexpresstray.exe attempts to load a legitimate netutils.dll.
° Attackers exploit the DLL search order, causing the malicious netutils.dll to be loaded instead.
) This TTP is consistent with Screening Serpens' known methods for initial payload execution.

START[ gordoncole DammGoodCoffee@4d2 JEND
4. Fake Outlook Logon Page START[ JEND
START[ JEND

S . START[ JEND
° Post-exploitation action by the MINIBIKE backdoor. START[ JEND

) The backdoor is designed to "Prompt Outlook creds" (as per MRE team findings). START[ JEND
° This is a social engineering tactic to steal user credentials by presenting a fraudulent login interface.
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Ag e n t Se rp e n S Motivation(s): Espionage

Aliases

APT35 G0059 ITG18 TA453 DIREFATE
Agent Serpens is a suspected nation-state threat actor attributed to Iran. Active GROUP 83  DAMSELFLY ~ NEWSCASTER  PHOSPHORUS
since 2013. GREYCATFISH  MAGICHOUND  PHOSPHOROUS
SAFFRON ROSE IRIDIUM GROUP YELLOW GARUDA
MINT SANDSTORM CHARMING KITTEN

COBALT ILLUSION BALLISTIC BOBCAT

Tactics & Custom Tools Mobile & Open Source
WHITE PHOSPHOROUS
Sophisticated social engineering and adaptive Surveillance via PINEFLOWER Android malware.
tactics. Targeted Industries

Augments capabilities with open-source tools:

e Mimikatz, Chisel, Plink
e Abuses PowerShell (AnvilEcho, TAMECAT)

e Backdoors: SnailResin, SlugResin,
Sponsor.

e Harvesting: GCollection, DWP.
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The Dream Job

4

Targeted Campaign Initial Compromise Discovery +Persistence +Discovery Escalation Attempt
(Aug 2025) PDQ as Rat (Aug 2025+0) + Collection Alert - Zerologon!
_ _ (Aug 2025+0) . : . . Minibike + Manage . CVE-2020-1472
Engine (Sept 2025)

(Aug 2025+24)

Identified attack path and
provided critical Forensic Image Analysis and ...

recommendations

Inbound —
(Sept 2025)
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Attackers Succeed Because of Three Critical Gaps

e Lack of alerts due to the lack of e Lack of application allowlisting e Administrative identities lacked
application allowlisting. allowed unapproved remote b : - e
. - ehavioral baselines or continuous
e Therefore, SOC did not have management utilities to execute.

step-up authentication, enabling
compromised accounts to silently
execute deep system
reconnaissance and high-privilege
registry dumps.

visibility to identify remote access
tools being deployed creating a
24-day dwell time.
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IMUCHAS GRACIAS!
ESKERRIK ASKO!
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