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→ AI Security Governance Lead @ Plain Concepts
→ Researcher · Universidad Isabel I
→ Lead Editor · OWASP AI Exchange
→ Contributor · MITRE ATLAS · CSA OECD AI, EC, Owasp genAI Security Project,DAMA Spain, ISMS Forum, etc
→ TAISE -CRISC · C|CISO · CCSK · CCZT · ISO 42001 LA…bla bla bla bla

Objetive: More certs than years in the world

I don't sell products. I solve AI problems.

whoami
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1  The expanded attack surface                       5'
2  Three infection vectors                                 3'
3  Vector A — Memory poisoning                 10'
4  Vector B — RAG / search poisoning            5'
5  Vector C — Inter-agent communication     8'
6  Kill chain · EchoLeak · MITRE ATLAS            4'
7  Live demo                                                        8'
8  Defenses — mapped to each vector          4'
9  Closing                                                              2'

AGENDA
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AI SUPREMACY IN CYBERSECURITY — 2026

Roger Sanz PhD
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THE SCALE PROBLEM HUMANS CANNOT SOLVE ALONE

Roger Sanz PhD
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BUT THE INDUSTRY ALREADY KNOWS SOMETHING IS OFF

Roger Sanz PhD



EUSKALHACK SECURITY CONGRESS IX 7

THE 2026 ATTACK SURFACE DIDN'T EXIST IN 2023
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THE IMPLICIT WRONG ASSUMPTION
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WHAT IS A DOUBLE AGENT IN AI?

Roger Sanz PhD
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FOUR TYPES OF AGENT MEMORY

Roger Sanz González
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MINJA — NeurIPS 2025

Roger Sanz PhD
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MEMORYGRAFT — arXiv:2512.16962 · Dec 2025
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REAL INCIDENT — Gemini Memory Attack
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MEMORY ATTACK IN ACTION — ANATOMY

Roger Sanz PhD
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VECTOR A TAXONOMY — MEMORY POISONING

Roger Sanz PhD
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WHY DOES IT PERSIST AFTER RESTARTING THE AGENT?
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RAG AS AN ATTACK SURFACE
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EMBEDDING POISONING — SEMANTIC BACKDOOR
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REAL INCIDENT — GeminiJack

Roger Sanz PhD
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VECTOR B TAXONOMY — RAG POISONING

Roger Sanz PhD
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So far: the agent knows false things.
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MULTI-AGENT: THE SURFACE NOBODY SECURES

Roger Sanz PhD
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AiTM — Agent-in-the-Middle

Roger Sanz PhD
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PROMPT INFECTION — Self-replication in Multi-Agent Systems

Roger Sanz PhD
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VECTOR C TAXONOMY — INTER-AGENT COMMUNICATION

Roger Sanz PhD
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DOUBLE AGENT KILL CHAIN

Roger Sanz PhD
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ECHÓLEAK — CVE-2025-32711

Roger Sanz PhD
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DEMO — SETUP

Roger Sanz PhD
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DEMO — SETUP

Roger Sanz PhD
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DEFENSE-IN-DEPTH — 5 LAYERS

Roger Sanz PhD
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DEFENSE MAP — CONTROLS MAPPED TO EACH VECTOR

Roger Sanz PhD
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THREE TRUTHS OF THE DOUBLE AGENT

Roger Sanz PhD



THANK YOU VERY MUCH!
ESKERRIK ASKO!

THE AgenticAI SUPREMACY
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