
Ticket Please
Let's talk about AD-Joined Linux Environments



Who Am I?

Juan Manuel Fernández (@TheXC3LL) 

● Biologist
● Red Team at MDSec
● Adepts of 0xCC founder
● Member of Ka0labs
● CTF player with ID-10-Ts (inactive :()
● I published a book :D



Intro



Disclaimer
● Not gonna explain kerberos internals. The talk “You Do (not) 

Understand Kerberos“ by attl4s is an excellent resource for 
this.

● This is an overview and some topics are simplified for a 
broad audience. Don’t be too picky ;) 

● I focus on vanilla Windows Active Directory (no IPA or other 
configs)



What is this about?

Recon

What pieces of information are 
important during an intrusion 

(and why)? 

Demos

A few demos showing 
automatization 

Kerberos & Linux

How linux machines are joined 
in Active Directory?

Ticket Sentinel

Example of tool to monitor & 
loot environments



It’s 2026 (and we only have 45 minutes)

Realmd && SSSD && MIT Kerberos

● The painful days of configuring stuff by hand are over. Today the most common integration model 
uses realmd to join a host to an Active Directory

● In the same way, you will find mostly SSSD instead of winbind (except in places where SAMBA is 
used)

● Also, MIT Kerberos is the most common kerberos library in linux envs (so I’ll ignore Heimdal)



Journey to realmd



Realmd
What is realmd?

● It is an on-demand system D-Bus service, whose primary purpose is to enable Linux to work 
seamlessly out of the box with network authentication realms (like Kerberos). Specifically, the 
realmd service supports discovering a domain, joining a domain, leaving a domain, and more.

● Realmd is typically used by a D-Bus client to discover the KDC for a Kerberos domain and to join the 
machine to that domain using membership software. This will involve changes on the server made 
by server software, as well as artifacts (keytab, configuration file) that are output by realmd on the 
machine for consumption by client software that will subsequently be responsible for Kerberos 
authentication.



Realmd
Ultra-simplified diagram



Realmd - Discover method

First step when joining a host

● The main purpose of the Discover method is to verify that a specified domain is valid, emitting 
logs and diagnostic information in the process.

● How is it done?
○ Querying DNS for SRV records (_ldap._tcp.ludus.domain, _kerberos._tcp.ludus.domain) 
○ LDAP RootDSE query

● What it returns?
○ A score (0 to 100) to determine if the domain is valid (DNS records, connectivity, etc.)
○ Available providers (SSSD, Samba, etc.)
○ Packages needed by each provider
○ Realm data



Realmd - Discover method
Let’s call discover()



Realmd - Discover method
Let’s call discover()



Realmd - Join method
What does it do? 

● Enrolls the machine with the domain's KDC, thereby enabling subsequent Kerberos user authentication.

● This results in the creation of a secret shared between the machine and KDC (i.e. a keytab), as well as 

changes to the appropriate configuration file on the machine. 

How does it do this task? 

● It runs external tools (like adcli) that perform following steps:
● Authenticate configured user with kerberos

● Obtain a TGT

● LDAP bind to AD using GSSAPI

● Create computer object

● Generate machine password

● Generate Service Principals

● Derive Kerberos keys

● Write /etc/krb5.keytab



Realmd - Join method
Credentials

● {administrator, password} // supported by both samba (default) and adcli
● {user, password} // supported only by samba
● {none, automatic} // supported only by adcli
● {none, secret} // supported only by adcli; note that these are supported for join, but not leave

Options 

● automatic-id-mapping
● user
● computer-ou
● no-password
● one-time-password
● client-software
● server-software
● membership-software
● user-principal
● os-name
● os-version



Realmd - Join method



Realmd - Join method



Realmd - Join method



Keytab file

What is it?

● File that stores one or more kerberos secret keys associated with service principals or machine 
accounts. 

What info does it contain? 



Keytab file

What info does it contain? 



Keytab file
Let’s dissect it! 



Keytab file



● /etc/krb5.conf
○ Kerberos configuration

●  /etc/nsswitch.conf
○ Name Service configuration

● /etc/sssd/sssd.conf
○ SSSD configuration

Configuration files



/etc/krb5.conf
Kerberos configuration file

● Most interesting data:
○ Realms / Domains
○ How tickets are cached

■ File / Dir
■ KCM
■ Keyring



/etc/nsswitch.conf

The Name Service Switch (NSS) is a service used to look for different types of administrative data 
(users, groups, passwords, hostnames…) 

● The resolution is transparent for the client caller (usually libc calls)
● Where to “look for” and “in what order” is defined through nsswitch.conf file

○ files → local files like /etc/passwd & /etc/hosts
○ sss → SSSD (LDAP/Active Directory integration)
○ dns → DNS resolution
○ db → local database files (legacy/hashed maps)
○ nis → Network Information Service (legacy directory system)



/etc/nsswitch.conf

The Name Service Switch (NSS) is a service used to look for different types of administrative data 
(users, groups, passwords, hostnames…) 



/etc/sssd/sssd.conf
SSSD is an identity provider and is in charge of “gluing” all parts involved with kerberos and identity. 
Most interesting info:

● Domains
● Realms
● Integrations: sudo, groups allowed, etc.
● SSSD cache
● ID mapping
● KDC location



What happens between AD and your host when you 
SSH with a domain user (and tickets are saved)?

Behind the scenes 



(oversimplified)
● Determine if domainuser exists and what uid will be assigned:

○ Call NSS subsystem (via libc)
○ Evaluate nsswitch.conf -> check each entry in order (by default first file then sss)

■ If is not present in /etc/passwd, first attempt will fail and then will check sss (load 
libnss_sss.so)

■ Communicate to SSS daemon → Check if data for this user is cached
● If no data is cached, then performs an LDAP query against DC
● Then the identity is mapped:

○ If RFC2307 is enforced -> UID/GID are extracted from AD attributes
○ Otherwise is derived from SID

● Authentication is provided by PAM stack
○ pam_sss.so  → communicates with SSS daemon and it spawns a child helper

■ Child helper uses libkrb5 to interact with KDC and request a TGT
● Ticket is stored (FILE, KEYRING or KCM)
● If SSSD KCM is used, and offline cache is True → Stored in TDB 



SSSD - files
Sensitive information interesting for an attacker can be retrieved 

● /var/lib/sss/db/ccache_DOMAIN
○ TGT for machine account (whatever$)

● /var/lib/sss/secrets/secrets.ldb
○ We will talk later about this :)

● /var/lib/sss/db/cache_DOMAIN.ldb
○ Contains interesting info such as UID/GID, domain info, timestamps
○ Cached passwords (hashed)



Harvesting tickets



Ccache files

When kerberos is configured to store tickets as FILE

● Usually located in /tmp
● Prefix krb5cc_
● More common way to store tickets in Debian-based hosts

○ Also you will find it in old systems



Ccache files



Keyring - oversimplified

When kerberos is configured to store tickets in the KEYRING

● More common in Red Hat-based hosts. 
● Tickets are stored in kernel memory 
● Granular access can be configured to limit the access:

○ To processes under the same UID <- Most common config
○ To only the same process
○ To only the same thread

● Granular retention
○ Remove after Thread/Process exits
○ Remove after session exits
○ Remove after user logouts
○ Persistent <- Most common config



Keyring

Usual approach is to call keyctl syscall to read the ticket from the keyring

● List all processes in the system
● Choose one representative of each user
● Inject to each process a shellcode to perform the keyctl read

Is this really needed?

● Verified all krb5.conf I found in last 5 years => If keyring is used, it’s set as  
KEYRING:persistent:%{uid}

● We do not need to inject to any process! Just need to run a process under that uid!
● Also… we can just use libkrb5 API to dump the key in ccache format (krb5_cc_copy_creds())



Keyring

● Fork
● Use setgid()/setuid() to impersonate target
● Initialize context
● Get default credential cache
● Resolve credential cache handle (destination)
● Get credential cache principal
● Initialize destination cache
● Copy creds from default credential cache to

new destination (handle using FILE)
● Clean up



KCM 
KCM (Kerberos Credential Manager) is a centralized credential cache daemon that stores tickets in user space. 

● Most common is sssd_kcm, but you can find different flavours

● Client (libkrb5) <-> Server (sssd_kcm) communication made via UNIX sockets

● Tickets stored in daemon memory and in cache (to survive service restart and machine reboots)

○ /var/lib/sss/secrets 



KCM 
SSSD-KCM used to store the kerberos material encrypted 

● You needed to extract the master key (usually stored as secrets.mkey) and decrypt the contents

● But the daemon was updated…



KCM



KCM



KCM



KCM



KCM



KCM



KCM - Yep the same

● Fork
● Use setgid()/setuid() to impersonate target
● Initialize context
● Get default credential cache
● Resolve credential cache handle (destination)
● Get credential cache principal
● Initialize destination cache
● Copy creds from default credential cache to

new destination (handle using FILE)
● Clean up



Ticket Sentinel



Ticket Sentinel
Monitor tickets in real time:

● Exfiltrate tickets as soon as they are created
○ Ccache files
○ KCM/Keyrings

● Expose an API to integrate tooling and C2
○ C2/Tools can query the database to grab tickets and use them directly

● Schedule automatic attacks



Monitor
Debian-based uses FILE cache

● Monitor /tmp using inotify
● Detect when a krb5cc_ file is created and written

● Read the contents and exfiltrate it to our server

Red Hat-based uses KCM/KEYRING cache

● Monitor new login sessions using inotify

○ Check for new lines written to  /var/log/secure
○ Parse them and check if it’s a new session log
○ Extract user and uid
○ Verify if uid is high (usually is derived from SID) to detect if it’s local or AD user

● Fork and set uid/gid to the target user

● Call krb5_cc_copy_creds()
● Exit child process



Schedule attacks

● Schedule an automated attack if the server receives a ticket with:
● Specific name condition (e.g. it ends in -unixadmin)
● Specific SPN condition 

● If condition is met, make the agent load a shellcode to build a tunnel 
(chisel-like)

● Proxify any tool based on modified Impacket (without IoCs) using the 
exfiltrated ticket

● Close the tunnel when the script ends
● Profit!



Demo



CREDITS: This presentation template was created by Slidesgo, including 
icons by Flaticon, infographics & images by Freepik

Thanks!
Questions?

@TheXC3LL
 

Greetings
- Template by SlideGo
- Samurai Girl by Heksiah

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr

